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Chapter 1

Introducing Trend Micro™
Worry-Free™ Business Security
Advanced

This chapter provides an overview of Trend Micro Worry-Free Business Security
Advanced (WEFBS-A) key features and capabilities.

The topics discussed in this chapter include:

Owerview of Trend Micro Worry-Free Business Security Advanced on page 1-2
What's New in This Release? on page 1-2

Key Featnres on page 1-4

Benefits of Protection on page 1-7

Understanding Threats on page 1-12

Product Component Terminology on page 1-16

11
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Overview of Trend Micro Worry-Free Business
Security Advanced
Trend Micro Worry-Free Business Security Advanced (WEFBS-A) protects small business

users and assets from data theft, identity theft, risky Web sites, and spam. Powered by
the Trend Micro™ Smart Protection Network, Worry-Free Business Security Advanced

1s:

Safer: Stops viruses, spyware, spam, and Web threats from reaching computers or
servers. URL filtering blocks access to risky Web sites and helps improve user
productivity.

Smarter: Fast scans and continuous updates prevent new threats, with minimal
impact to users’ PCs.

Simpler: Easy to deploy and requiring zero administration, WEFBS-A detects threats
more effectively so that you can focus on business instead of security.

What's New in This Release?

Smart Scan:

Smart Scan moves sizable malware and spyware scanning functionality to a scan
server.

It keeps client footprints small and reduces the need for clients to constantly
download updates, defending against the unprecedented rates at which threats are
ow being released.

By delivering solutions to a server instead of updating individual clients, it can
provide the latest protection almost instantly.

URL Web Content Filtering:

Rely on Trend Micro to block Web sites that contain inappropriate content. URL

filtering can help improve employee productivity, secure network resources, and
protect proprietary information.
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Smart Protection Network Integration:

The Trend Micro Smart Protection Network is a collection of technologies that
gathers a wide variety of threat-related information from across the Internet to
provide up-to-date protection from the latest threats.

URL Filtering, Web Reputation, and Smart Scan are all integral parts of the Trend
Micro Smart Protection Network.

Simpler and Easier Live Status:
The Live Status dashboard is now even easier to read.
Integrated Installation with Worry-Free™ Remote Manager 2.1:

Resellers now have the option to install a Worry-Free Remote Manager Agent that
will allow the resellers to remotely manage a newly installed WFBS-A Security
Server.

New graphical interface for Quarantine Tool:
Provides easier quarantine management.
Variable Scanning Based on CPU Consumption:

Provides added flexibility for scanning when the CPU usage is high. WFBS-A is
now CPU-sensitive and can be configured to pause during high CPU consumption.

Protection from USB autorun threats:

Prevents autorun files on USB drives from executing when the drive is inserted in
the USB port of a client.

1-3
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Key Features

Product features for this version include better integration with the Trend Micro Smart
Protection Network.

The Trend Micro Smart Protection Network

The Trend Micro Smart Protection Network is a

] REND MICRO™
: SMART next-generation cloud-client content security
. PROTECTION . .
NETWORK infrastructure designed to protect customers from Web

threats. The following are key elements of the Smart
Protection Network.

Smart Feedback

Trend Micro Smart Feedback provides continuous communication between Trend
Micro products as well as the company’s 24/7 threat research centers and technologies.
Each new threat identified via a single customet's routine reputation check automatically
updates all of the Trend Micro threat databases, blocking any subsequent customer
encounters of a given threat. By continuously processing the threat intelligence gathered
through its extensive global network of customers and partners, Trend Micro delivers
automatic, real-time protection against the latest threats and provides “better together”
security, much like an automated neighborhood watch that involves the community in
protection of others. Because the threat information gathered is based on the reputation
of the communication source, not on the content of the specific communication, the
privacy of a customer's personal or business information is always protected.
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Web Reputation

With one of the largest domain-reputation databases in the world, the Trend Micro Web
reputation technology tracks the credibility of Web domains by assigning a reputation
score based on factors such as a Web site's age, historical location changes and
indications of suspicious activities discovered through malware behavior analysis. It will
then continue to scan sites and block users from accessing infected ones. To increase
accuracy and reduce false positives, Trend Micro Web reputation technology assigns
reputation scores to specific pages or links within sites instead of classifying or blocking
entire sites since often, only portions of legitimate sites are hacked and reputations can
change dynamically over time.

Email Reputation

Trend Micro email reputation technology validates IP addresses by checking them
against a reputation database of known spam sources and by using a dynamic service
that can assess email sender reputation in real time. Reputation ratings are refined
through continuous analysis of the IP addresses' “behaviot,” scope of activity and prior
history. Malicious emails are blocked in the cloud based on the sendet's IP address,

preventing threats such as zombies or botnets from reaching the network or the uset's
PC.

File Reputation

Trend Micro file reputation technology checks the reputation of each file against an
extensive in-the-cloud database before permitting user access. Since the malware
information is stored in the cloud, it is available instantly to all users. High performance
content delivery networks and local caching servers ensure minimum latency during the
checking process. The cloud-client architecture offers more immediate protection and
eliminates the burden of pattern deployment besides significantly reducing the overall
client footprint.

1-5



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

Smart Scan

Trend Micro Worry-Free Business Security Advanced uses a new technology called
Smart Scan. In the past, WFBS-A clients used Conventional Scan, which involved each
client downloading scan-related components to perform scans. With Smart Scan, the
client uses the pattern file on the Smart Scan server instead.

The benefits of Smart Scan include:

*  Reduced hardware resources: only the Scan Server’s resources are used for
scanning files.

URL Filtering

URL filtering helps you control access to Web sites to reduce unproductive employee
time, decrease Internet bandwidth usage, and create a safer work environment. You can
choose a level of URL filtering protection or customize which types of Web sites you
want to screen.
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Benefits of Protection

The following table describes how the different components of WFBS-A protect your

computers from threats.

TABLE 1-1. Benefits of Protection

THREAT

PROTECTION

Virus/Malware. Virus, Trojans,
Worms, Backdoors, and Rootkits

Spyware/Grayware. Spyware,
Dialers, Hacking tools, Password
cracking applications, Adware, Joke
programs, and Keyloggers

Antivirus and Anti-spyware Scan
Engines along with Pattern Files in
Client/Server Security Agent and
Messaging Security Agent

Virus/Malware and Spyware/Grayware
transmitted through email messages
and spam

POP3 Mail Scan in Client/Server
Security Agent and IMAP Mail Scan in
Messaging Security Agent

Protection for Messaging Security
Agent for Microsoft™ Exchange
Servers

Network Worms/Viruses

Firewall in Client/Server Security
Agent

Intrusions

Firewall in Client/Server Security
Agent

Conceivably harmful Web
sites/Phishing sites

Web Reputation and TrendProtect in
Client/Server Security Agent

Malicious behavior

Behavior Monitoring in Client/Server
Security Agent

Fake access points

Transaction Protector in Client/Server
Security Agent

Explicit/restricted content in IM
applications

IM Content Filtering in Client/Server
Security Agent

1-7
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Components

Antivirus

Scan engine (32-bit/64-bit) for Client/Server Secutrity Agent and Messaging
Security Agent: The scan engine uses the virus pattern file to detect virus/malware
and other secutity tisks on files that your users are opening and/or saving.

The scan engine works together with the virus pattern file to perform the first level
of detection, using a process called pattern matching, Since each virus contains a
unique “signature” or string of tell-tale characters that distinguish it from any other
code, the virus experts at Trend Micro capture inert snippets of this code in the
pattern file. The engine then compates certain parts of each scanned file to patterns
in the virus pattern file, searching for a match.

Virus pattern: A file that helps the Security Agents identify virus signatures, unique
patterns of bits and bytes that signal the presence of a virus.

Virus cleanup template: Used by the Virus Cleanup Engine, this template helps
identify Trojan files and Trojan processes, worms, and spywate/graywate so the
engine can eliminate them.

Virus cleanup engine (32-bit/64-bit): The engine that Cleanup Setvices uses to
scan for and remove Trojan files and Trojan processes, worms, and
spyware/grayware.

IntelliTrap exception pattern: The exception pattern used by IntelliTrap and the
scan engines to scan for malicious code in compressed files.

IntelliTrap pattern: The pattern used by IntelliTrap and the scan engines to scan
for malicious code in compressed files.

Smart Scan Agent Pattern: The pattern file that the client uses to identify threats.
This pattern file is stored on the agent machine.

Feedback engine 32-bit and 64-bit: The engine for sending feedback to the Trend
Micro Smart Protection Network.

Smart Scan Pattern: The pattern file containing data specific to the files on your
client’s computers.
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Anti-spyware

Spyware scan engine (32-bit): A separate scan engine that scans for, detects, and
removes spywatre/graywate from infected computets and setvers running on 1386
(32-bit) operating systems.

Spywate scan engine (64-bit): Similar to the spywate/grayware scan engine for
32-bit systems, this scan engine scans for, detects, and removes spyware on x64
(64-bit) operating systems.

Spyware pattern: Contains known spyware signatures and is used by the spyware
scan engines (both 32-bit and 64-bit) to detect spyware/graywate on computets and
servers for Manual and Scheduled Scans.

Spyware active-monitoring pattern: Similar to the spyware pattern, but is used by
the scan engine for anti-spyware scanning,

Anti-spam

Anti-spam engine (32-bit/64-bit): Detects unsolicited commercial email
messages (UCEs) or unsolicited bulk email messages (UBEs), otherwise known as
spam.

Anti-spam pattern: Contains spam definitions to enable the anti-spam engine to
detect spam in email messages.

Email Reputation Services (ERS): Stops a large amount of spam before it hits
the gateway and floods the messaging infrastructure.

Outbreak Defense

Outbreak Defense provides eatly warning of Internet threat and/or other world-wide
outbreak conditions. Outbreak Defense automatically responds with preventative
measures to keep your computers and network safe; followed by protection measures to
identify the problem and repair the damage.

Vulnerability pattern: A file that includes the database for all vulnerabilities.

The vulnerability pattern provides the instructions for the scan engine to scan for
known vulnerabilities.

19
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Network Virus

Common fitewall engine (32-bit/64-bit): The Firewall uses this engine, togethet
with the network virus pattern file, to protect computers from hacker attacks and
network viruses.

Common firewall pattern: Like the virus pattern file, this file helps WEFBS-A
identify network virus signatures.

Transport Driver Intetface (TDI) (32-bit/64-bit): The module that reditrects
network traffic to the scan modules.

WEFP driver (32-bit/64-bit): For Windows™ Vista clients, the Firewall uses this
driver with the network virus pattern file to scan for network viruses.

Web Reputation

Trend Micro Security database: Web Reputation evaluates the potential security
risk of the requested Web page before displaying it. Depending on rating returned

by the database and the secutity level configured, Client/Server Secutity Agent will
cither block or approve the request.

URL Filtering Engine (32-bit/64-bit): The engine that queties the Trend Micro
Security database to evaluate the page.

TrendProtect

Trend Micro Security database: TrendProtect evaluates the potential security trisk
of the hyperlinks displayed on a Web page. Depending on the rating returned by the
database and the security level configured on the browser plug-in, the plug-in will
rate the link.

Software Protection

Software Protection List: Protected program files (EXE and DLL) cannot be
modified or deleted. To uninstall, update, or upgrade a program, temporarily remove
the protection from the folder.
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Behavior Monitoring

Behavior Monitoring Driver: This driver detects process behavior on clients.

Behavior Monitoring Core Service: CSA uses this service to handle the Behavior
Monitor Core Drivers.

Policy Enforcement Pattern: The list of policies configured on the Security Server
that must be enforced by Agents.

Digital Signature Pattern: List of Trend Micro-accepted companies whose
software is safe to use.

Behavior Monitoring Configuration Pattern: This pattern stores the default
Behavior Monitoring Policies. Files in this patter will be skipped by all policy
matches.

Behavior Monitoring Detection Pattern: A pattern containing the rules for
detecting suspicious threat behavior.

Transaction Protector

Wi-Fi Advisor: Checks the safety of wireless networks based on the validity of their
SSIDs, authentication methods, and encryption requirements.

Content Filtering

Restricted Words/Phrases List: The Restricted Words/Phrases List comprises
words/phrases that cannot be transmitted through instant messaging applications.

Live Status and Notifications

Live Status gives you an at-a-glance security status for Outbreak Defense, Antivirus,
Anti-spyware, and Network Viruses. If WEFBS-A is protecting Microsoft Exchange
servers, you can also view Anti-spam status. Similarly, WFBS-A can send
Administrators notifications whenever significant events occur.
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Understanding Threats

Computer security is a rapidly changing subject. Administrators and information
security professionals invent and adopt a variety of terms and phrases to describe
potential risks or uninvited incidents to computers and networks. The following is a
discussion of these terms and their meanings as used in this document.

Virus/Malware

A computer virus/malware is a program — a piece of executable code — that has the
unique ability to replicate. Virus/malware can attach themselves to just about any type
of executable file and are spread as files that are copied and sent from individual to
individual.

In addition to replication, some computer virus/malware share another commonality: a
damage routine that delivers the virus payload. While some payloads can only display
messages or images, some can also destroy files, reformat your hard drive, or cause other
damage.

*  Malware: Malware is software designed to infiltrate or damage a computer system
without the ownet's informed consent.

*  Trojans: A Trojan is a malicious program that masquerades as a harmless
application. Unlike virus/malwate, Trojans do not replicate but can be just as
destructive. An application that claims to rid your computer of virus/malware when
it actually introduces virus/malware into your computer is an example of a Trojan.

*  Worms: A computer worm is a self-contained program (or set of programs) that is
able to spread functional copies of itself or its segments to other computer systems.
The propagation usually takes place through network connections or email
attachments. Unlike virus/malware, worms do not need to attach themselves to host
programs.

*  Backdoors: A backdoor is a method of bypassing normal authentication, securing
remote access to a computet, and/or obtaining access to information, while
attempting to remain undetected.

*  Rootkit: A rootkit is a set of programs designed to corrupt the legitimate control of
an operating system by its users. Usually, a rootkit will obscure its installation and
attempt to prevent its removal through a subversion of standard system security.
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Macro Viruses: Macro viruses are application-specific. The viruses reside within
files for applications such as Microsoft Word (.doc) and Microsoft Excel (xls).
Therefore, they can be detected in files with extensions common to macro capable
applications such as .doc, .xls, and .ppt. Macro viruses travel amongst data files in
the application and can eventually infect hundreds of files if undeterred.

The agent programs on the client computets, referred to as the Client/Server Security

Agents and Messaging Security Agents, can detect virus/malware during Antivirus

scanning. The Trend Micro recommended action for virus/malwate is clean.

Spyware/Grayware

Grayware is a program that performs unexpected or unauthorized actions. It is a general

term used to refer to spyware, adware, dialers, joke programs, remote access tools, and

any other unwelcome files and programs. Depending on its type, it may or may not

include replicating and non-replicating malicious code.

Spyware: Spyware is computer software that is installed on a computer without the
user’s consent or knowledge and collects and transmits personal information.

Dialers: Dialers are necessary to connect to the Internet for non-broadband
connections. Malicious dialers are designed to connect through premium-rate
numbers instead of directly connecting to your ISP. Providers of these malicious
dialers pocket the additional money. Other uses of dialers include transmitting
personal information and downloading malicious software.

Hacking Tools: A hacking tool is a program, or a set of programs, designed to
assist hacking.

Adware: Adware, or advertising-supported software, is any software package, which
automatically plays, displays, or downloads advertising material to a computer after
the software is installed on it or while the application is being used.

Keyloggers: A keylogger is computer software that logs all the keystrokes of the
uset. This information could then be rettieved by a hacker and used for his/her
personal use.

Bots: A bot (short for “robot”) is a program that operates as an agent for a user or
another program or simulates a human activity. Bots, once executed, can replicate,
compress, and distribute copies of themselves. Bots can be used to coordinate an
automated attack on networked computers.

Client/Setver Security Agents and Messaging Security Agents can detect grayware. The

Trend Micro recommended action for spywate/graywate is clean.
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Network Viruses

A virus spreading over a network is not, strictly speaking, a network virus. Only some of
the threats mentioned in this section, such as worms, qualify as network viruses.
Specifically, network viruses use network protocols, such as TCP, FTP, UDP, HTTP, and
email protocols to replicate.

Firewall works with a network virus pattern file to identify and block network viruses.

Spam

Spam consists of unsolicited email messages (junk email messages), often of a
commercial nature, sent indiscriminately to multiple mailing lists, individuals, or
newsgroups. There are two kinds of spam—Unsolicited commercial email messages
(UCE's) or unsolicited bulk email messages (UBEs).

Intrusions

Intrusions refer to entry into a network or a computer either by force or without
permission. It could also mean bypassing the security of a network or computer.
Malicious Behavior

Malicious Behavior refers to unauthorized changes by a software to the operating
system, registry entries, other software, or files and folders.

Fake Access Points

Fake Access Points, also known as Evil Twin is a term for a rogue Wi-Fi access point
that appears to be a legitimate one offered on the premises, but actually has been set up
by a hacker to eavesdrop on wireless communications.

Explicit/Restricted Content in IM Applications

Text content that is either explicit or restricted to your organization being transmitted
over instant messaging applications. For example, confidential company information.
Online Keystroke Listeners

An online version of a keylogger. See Spyware/ Grayware on page 1-13 for more
information.
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Packers

Packers are tools to compress executable programs. Compressing an executable makes
the code contained in the executable more difficult for traditional Antivirus scanning
products to detect. A Packer can conceal a Trojan or worm.

The Trend Micro scan engine can detect packed files and the recommended action for
packed files is guarantine.

Phishing Incidents

A Phishing incident starts with an email message that falsely claims to be from an
established or legitimate enterprise. The message encourages recipients to click a link
that will redirect their browsers to a fraudulent Web site. Here the user is asked to
update personal information such as passwords, social security numbers, and credit card
numbers in an attempt to trick a recipient into providing private information that may
be used for identity theft.

Messaging Security Agents use Anti-spam to detect phishing incidents. The Trend Micro
recommended action for phishing incidents is delete entire message in which it detected the

phish.

Mass-Mailing Attacks

Email-aware virus/malware have the ability to spread by email message by automating
the infected computet's email clients or by spreading the virus/malware themselves.
Mass-mailing behavior describes a situation when an infection spreads rapidly in a
Microsoft Exchange environment. Trend Micro designed the scan engine to detect
behavior that mass-mailing attacks usually demonstrate. The behaviors are recorded in
the Virus Pattern file that is updated using the Trend Micro ActiveUpdate Servets.

Messaging Security Agents can detect mass-mailing attacks during Antivirus scanning.
The default action that is set for mass-mailing behavior takes precedence over all other
actions. The Trend Micro recommended action against mass-mailing attacks is delete
entire message.
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Product Component Terminology

The following table defines the terms that appear in WEFBS-A documentation:

TABLE 1-2. Product Component Terminology

ITEM

DESCRIPTION

Security Server

The Security Server hosts the Web console, the
centralized Web-based management console for the
entire WFBS-A solution.

Scan Server

A Scan Server helps scan clients that are configured
for Smart Scan. By default, a Scan Server is installed
on the Security Server.

Agent/CSA/MSA The Client/Server Security Agent or Messaging
Security Agent. Agents protect the client it is installed
on.

Client Clients are Microsoft Exchange servers, desktops,

portable computers, and servers where a Messaging
Security Agent or a Client/Server Security Agent is
installed.

Web console

The Web console is a centralized, Web-based,
management console that manages all the Agents.
The Web console resides on the Security Server.




Chapter 2

Getting Started

This chapter tells you how to get WFBS-A up and running,

The topics discussed in this chapter include:
o Adccessing the Web Console starting on page 2-2
e Live Status starting on page 2-5

*  Viewing Security Settings starting on page 2-9
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Accessing the Web Console

This section summarizes the Web console and how to access it.

TABLE 2-1. Web Console Main Features

Feature

Description

Main menu

Along the top of the Web console is the main menu. This
menu is always available.

Configuration
area

Below the main menu items is the configuration area. Use
this area to select options according to the menu item you
selected.

Menu sidebar

When you choose a client or group from the Security
Settings screen and click Configure, a menu sidebar
displays. Use the sidebar to configure security settings
and scans for your desktops and servers. When you
choose a Microsoft Exchange server from the Security
Settings screen, you can use the sidebar to configure
security settings and scans for your Microsoft Exchange
servers.

Security
Settings
toolbar

When you open the Security Settings screen you can
see a toolbar containing a number of icons. When you
click a client or group from the Security Settings screen
and click an icon on the toolbar, the Security Server
performs the associated task.

When you install the Trend Micro Security Server, you also install the centralized

Web-based management console. The console uses Internet technologies such as

ActiveX, CGI, HTML, and HTTP/HTTPS.

To open the Web console:

1. Select one of the following options to open the Web console:

*  Click the Worry-Free Business Security shortcut on the Desktop.

*  From the Windows™ Start menu, click Trend Micro Worry-Free Business

Security > Worry-Free Business Security.
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*  You can also open the Web console from any computer on the network. Open
a Web browser and type the following in the address bar:
https://{Security Server Name}:{port number}/SMB
For example:
https://my-test-server:4343/SMB
https://192.168.0.10:4343/SMB
http://my-test-server:8059/SMB
http://192.168.0.10:8059/SMB

If you are NOT using SSL, type http instead of https. The default port for
HTTP connections is 8059 and for HTTPS connections is 4343.

Tip: If the environment cannot resolve server names by DNS, replace
{Security_Server_Name} with {Server_IP_Address}.

2. The browser displays the Trend Micro Worry-Free Business Security logon
screen.

@I‘?E'&'E- | Worry-Free” Business Security

LOG ON

Please type your password to access the product consale.

Password: FLog on

Install Client/Server Security Agent

Click here to start installing the Cliert!Server Security Sgent to your computer.

Inztalling the client usually takes only a fevy minutes.

Copyright @ 2003-2009. Trend Micro Incorporated. Al rights reserved.

FIGURE 2-1. Logon screen of WFBS-A

3. Type your password in the Password text box, and then click Log on. The browser
displays the Live Status screen of the Web console.
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Web Console Icons

The table below describes the icons displayed on the Web console and explains what
they are used for.

TABLE 2-2. Web Console Icons
Icon Description
'@' Help icon. Opens the online help.
o Refresh icon. Refreshes the view of current screen.
+l/1=] Expand/Collapse section icon. Displays/hides sections. You

can expand only one section at a time.

i

Information icon. Displays information pertaining to a specific
item.
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Live Status

Use the Live Status screen to manage WEFBS-A.

The refresh rate for information displayed in the Live Status screen varies per section. In
general, the refresh rate is between 1 to 10 minutes. To manually refresh the screen
information, click Refresh.

) TREND. | Worry-Free” Business Security et
Live Status Security Settings » Outbreak Defense » Scans » Updates + Reports » Preferences » Help
Live Status @ =
View hiode i customize natifications Last upcisted 2009/5/1015:44:04  [E4Refresh
@ Threat Status 7
@ Antivirus

Mare than 10 virus incidents were detected on all cliertfserver securty agents within 24 hour(s) interval st
@ Arti-spyware 20037410 11:44:05

572 unsuccesstul action attempts
@) URL Fitering

@ Behavior Meritoring Incidents of Virus Threat

Desktopiservers Mare than 10
@ Metwork Viruses L ‘
Exchangs servers | [
@ Outbresk Defense
Arti-spam

b o [ Action Unsuccessful |

@ e Reputation ‘ e ‘ 2 |
@ System Status !

© Component Updates Status level is normal based on your specified event setfings

@ Unusual system everts

‘ Scan Service Disconnections |
@ smart Sean

‘ Desitops Servers 0 |

@ License )

© License Status level is normal based on your specified event settings:

“iew Product License details and follow the instructions to renew your icense.

€ Action Required @ wiarning € Normal

FIGURE 2-2. Live Status screen
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Understanding Icons

Icons warn you if action is necessary to secure the computers on your network. Expand
a section to view more information. You can also click the items in the table to view
specific details. To find more information about specific clients, click the number links
that appear in the tables.

TABLE 2-3. Live Status Icons

Icon Description
O Normal
Only a few clients require patching. The virus, spyware, and other

malware activity on your computers and network represents an
insignificant risk.

Warning

w Take action to prevent further risk to your network. Typically, a warning
icon means that you have a number of vulnerable computers that are
reporting too many virus or other malware incidents. When a Yellow
Alert is issued by Trend Micro, the warning displays for Outbreak
Defense.

@ Action required

A warning icon means that the administrator must take action to solve
a security issue.

The information displayed on the Live Status screen is generated by the Security Server
and based on data collected from clients.
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Threat Status

The Threat Status screen displays information about the following:

Antivirus: virus detections. Starting from the 5th incident, the status icon changes
to display the Warning. If you must take action:

*  The Client/Setver Security Agent did not successfully perform the action it was
set up to perform. Click the numbered link to view detailed information about
computers on which the Client/Server Secutrity Agent was unable to perform
and take an action.

*  Real-time scanning is disabled on Client/Setver Security Agents. Click Enable
Now to start Real-time scanning again.

*  The real-time scanning is disabled on the Messaging Security Agent.

Anti-spyware: The Anti-spyware section displays the latest spyware scan results and

spyware log entries. The Number of Incidents column of the Spyware Threat
Incidents table displays the results of the latest spyware scan.

*  To find more information about specific clients, click the number link under
the Incidents Detected column of the Spyware Threat Incidents table. From
there, you can find information about the specific spyware threats that are
affecting your clients.

URL Filtering: restricted Web sites as determined by the administrator. Starting
from the 300th incident, the status icon changes to display the warning.

Behavior Monitoring: violations of the behavior monitoring policies.
Network Viruses: network virus detections determined by the firewall settings.
Outbreak Defense: a possible virus outbreak on your network.

Anti-spam: spam detections. Click the High, Medium, or Low link to be
redirected to the configuration screen for the selected Microsoft Exchange server
where you can set the threshold level from the Anti-spam screen. Click Disabled to
be redirected to the appropriate screen. This information is updated on an hourly
basis.

Web Reputation: potentially dangerous Web sites as determined by Trend Micro.
Starting from the 200th incident, the status icon changes to display the warning,

2-7
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System Status
View information regarding the updated components and the free space on computers
where agents are installed.

*  Component Updates: the status of component updates for the Security Server or
the deployment of updated components to agents.

*  Unusual system events: disk space information about clients that are functioning
as servers (running server operating systems).

*  Smart Scan: the clients that cannot connect to their assigned scan server.

Tip: You can customize the parameters that trigger the Web console to display a
Warning or Action Required icon from Preferences > Notifications.

License Status

View information regarding the license status.

* License: information about the status of your product license, specifically
expiration information.

Live Status Update Intervals

To understand how often Live Status information will be updated, see the following
table.

TABLE 2-4. Live Status Update Intervals

Item Update Interval | Agent Sends Logs to Server
(minutes) After...
(minutes)
Outbreak 3 N/A
Defense
Antivirus 1 CSA: Immediate
MSA: 5
Anti-spyware 3 1
Anti-spam 3 60




Getting Started

TABLE 2-4. Live Status Update Intervals (Continued)

Item Update Interval | Agent Sends Logs to Server
(minutes) After...
(minutes)
Web Reputation 3 60
URL Filtering 3 60
Behavior 3 60
Monitoring
Network Virus 3 60
Smart Scan 10 N/A
License 10 N/A
Component 3 N/A
Updates
Unusual System 10 When the listening service
Events TmListen is started

Viewing Security Settings

The Security Settings screen allows you to manage all the computers to which you
installed the agents. When you select a group from the Security Groups Tree, the
computers in that group display in a table to the right.

The Security Settings screen is divided into two (2) main sections:

Global Navigation Menu

These menu items remain available regardless of the options selected in the Security
Settings screen are constant for all other screens.
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Configuration Area

The configuration area includes the Security Server information bar, the configuration
toolbar, and below the toolbat, the Security Groups Tree and Security Agent
information table.

Security Server information bar: Displays information about the Security Server such

as Domain name, port number, and number of desktops and servers managed.

Toolbar:

Configure: The Configure tool is only available when one of the items in the
Security Groups Tree is selected. The Configure tool allows you to configure
settings for all agents within that group. All computers in a group must share the
same configuration. You can configure the following:

Scan method, Antivirus/Anti-spyware, Firewall, Web Reputation, URL Filtering,
Behavior Monitoring, TrendSecure Toolbars, and Client Privileges, Mail Scan, and
the Quarantine Directory for desktops and servers.

Note:  If you are using Internet Explorer 8 and you click Configure for a
Messaging Security Agent, a message appears asking you if you want to
view only secure Web page content. You must click No to view the MSA
settings page.

Replicate Settings: The Replicate Settings tool is only available when one of the
items in the Security Groups Tree is selected and there is at least one other item of
the same type in the Security Groups Tree.

Import/Export Settings: Save your configuration settings or import settings that
you have already saved.

Add Group: The Add Group tool allows you to add new desktop or server groups.

Add: The Add tool allows you to add computers to specific groups by deploying
Client/Server Security Agents to computers you specify.

Remove: The Remove tool will remove the agent from the computers that you
specify.

Move: The Move tool allows you to move selected computer or servers from one
security server to another.
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Reset Counters: The Reset Counters tool works on all computers within a group.
When clicked, the value in the Viruses Detected and Spyware Detected columns of
the Security Agent information table will be reset to zero.

Security Groups Tree: Select a group from the Security Groups Tree to display a
list of computers in that group to the right.

Security Agent information table: When you select a client and click a tool from
the toolbar, the Web console displays a new configurations area.
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Chapter 3

Installing Agents

This chapter explains the steps necessary for installing or upgrading agents. It also
provides information on removing agents.

The topics discussed in this chapter include:

o Agent Installation Overview on page 3-2

o Agent Installation] Upgrade/ Migration Overview on page 3-4

*  Performing a Fresh Install on page 3-4

o Verifying the Agent Installation, Upgrade, or Migration on page 3-17

o Testing the Client Installation with the EICAR Test Seript on page 3-19

*  Removing Agents on page 3-20

31
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Agent Installation Overview

WEBS-A provides several methods to install the Client/Server Security Agent. This
section provides a summary of the different methods.

Tip: Trend Micro recommends Remote Install or Login Script Setup for organizations
enforcing strict policies.

* Internal Web page: Instruct the users in your organization to go to the internal
Web page and download the Client/Setver Security Agent setup files (see Installing
from an Internal Web Page on page 3-4)

*  Login Script Setup: Automate the installation of the Client/Server Security Agent
to unprotected computers when they log on to the domain (see Installing with Login
Seript Setup on page 3-6)

*  Client Packager: Deploy the Client/Setver Secutity Agent setup or update files to
clients through email (see Installing with Client Packager on page 3-8)

*  Remote Install: Install the agent on all Windows™ Vista/2000/XP/Server
2003 /Server 2008 clients from the Web console (see Installing with Remote Install on
page 3-11)

*  Vulnerability Scanner (TMVS): Install the Client/Server Secutity Agent on all
Windows 2000/Server 2003 clients with the Trend Micro Vulnerability Scanner
(Installing with Vulnerability Scanner on page 3-14)
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TABLE 3-1. Agent Deployment Methods

Web Login Client Remote TMVS
page scripts packager [install

Suitable for Yes No Yes No No
deployment
across the
WAN
Suitable for Yes Yes No Yes Yes
centralized
administration
and manage-
ment
Requires user |Yes No Yes No No
intervention
Requires IT No Yes Yes Yes Yes
resource
Suitable for No Yes No Yes Yes
mass deploy-
ment
Bandwidth Low, if High, if Low, if Low, if Low, if
consumption scheduled | clients scheduled |scheduled |scheduled

are

started at

the same

time

Required Priv-
ileges

Administrator privileges required for all installation meth-

ods.

Note: To use any of these Client/Setrver Security Agent deployment methods, you must have

local Administrator rights on the target clients.
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Agent Installation/Upgrade/Migration Overview

This section provides information on the following:

*  Performing a fresh Client/Setver Secutity Agent install with your chosen installation
method (see Agent Installation Overview on page 3-2)

*  Upgrading from a previous version of Client/Server Security Agent to the current
version (see Verifying the Agent Installation, Upgrade, or Migration on page 3-17)

*  Migrating from a third-party antivirus installation to the current version of WFBS-A
(see Verifying the Agent Installation, Upgrade, or Migration on page 3-17)

Note: Close any running applications on clients before installing the Client/Server Security
Agent. If you install while other applications are running, the installation process may
take longer to complete.

Performing a Fresh Install

Follow one of the procedures below if this is the first time you are installing
Client/Setver Security Agent on target computets.

Installing from an Internal Web Page

If you installed the Trend Micro Security Server to a computer running Windows 2000,
Windows XP, or Windows Server 2003 with Internet Information Server (1IS) 5.0, 6.0,
ot 7.0 or Apache™ 2.0.63, users can install the Client/Server Security Agent from the
internal Web site created during master setup.

This is a convenient way to deploy the Client/Server Secutity Agent. You only have to
instruct users to go to the internal Web page and download the Client/Server Security
Agent setup files.

Tip: You can use Vulnerability Scanner to see which users have not followed the instructions
to install from the Web console (see Verifying Client Installation with Vulnerability

Scanner on page 3-18 for more information).
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Users must have Microsoft Internet Explorer™ 5.5 or later with the security level set to

allow ActiveX controls to successfully download the Client/Server Security Agent setup

files. The instructions below are written from the user perspective. Email your users the

following instructions to install the Client/Setrver Security Agent from the internal Web

SErver.

To install from the internal Web page:

1.

Open an Internet Explorer window and type:

https://{Trend Micro Security
Server name}:{port}/SMB/console/html/client

For example:
https://my-test-server:4343/SMB/console/html/client
http://my-test-server:8059/SMB/console/html/client
https://192.168.0.10:4343/SMB/console/html/client
http://192.168.0.10:8059/SMB/console/html/client

Or use the Management Console's URL. On the password screen, you will see a

Click here link for client installation.

If you are NOT using SSL, type http instead of https.

Click Install Now to start installing the Client/Setver Security Agent.

Note: For Windows Vista, ensure Protected Mode is enabled.
To enable Protected Mode, in Internet Explorer, click Tools > Internet
Options > Security.

The installation starts. Once installation is completed, the screen displays the
message, Agent installation is complete.

Vertify the installation by checking if the Client/Server Security Agent icon appears
in the Windows system tray.

¢ For Conventional Scan: @

*  For Smart Scan: @
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Installing with Login Script Setup

3-6

Use Login Sctipt Setup to automate the installation of the Client/Setver Security Agent

on unprotected computers when they log on to the domain. Login Script Setup adds a

program called autopcc. exe to the server login script. The program

autopcc.exe performs the following functions:

Determines the operating system of the unprotected computer and the
Client/Server Security Agent

Updates the scan engine, virus pattern file, Damage Cleanup Services components,
cleanup file, and program files

Note: In order to enforce the use of login script installation method, clients must be
listed in the Windows Active Directory of the server that is performing the
installation.

To add autopcc.exe to the login script using Login Script Setup:

1.

On the computer where you installed WEFBS-A, open C:\Program
Files\Trend Micro\Security Server\PCCSRV\Admin\SetupUsr.exe.
The Login Script Setup utility loads. The console displays a tree showing all
domains on your network.

Browse for the Windows 2000/Server 2003/Setrver 2008 computer whose login
script you want to modify, select it, and then click Select. The server must be a
primary domain controller and you must have Administrator access.

Login Script Setup prompts you for a user name and password.
Type your user name and password. Click OK to continue.

The User Selection screen appears. The Users list shows the computers that log
on to the server. The Selected users list shows the users whose computer login
script you want to modify.

*  To modify the login script of a single user or multiple users, select them from
Users and then click Add

*  To modify the login script of all users, click Add All

*  To exclude a user whose computer you previously modified, select the name in
Selected users and click Delete

*  To reset your choices, click Delete All



Installing Agents

4. Click Apply when all the target users are in the Selected users list.

A message appears informing you that you have modified the server login scripts
successfully.

5. Click OK. The Login Script Setup utility will return to its initial screen.
*  To modify the login scripts of other servers, repeat steps 2 to 4

*  To close Login Script Setup, click Exit

Note: When an unprotected computer logs on to the servers whose login scripts you
modified, autopcc.exe will automatically install the agent to it.

Installing with Scripts

If you already have an existing login script for Windows 2000/Setver 2003/ Setver 2008,
Login Script Setup will append a command that executes autopcc . exe; otherwise, it
creates a batch file called ofcscan.bat (contains the command to run
autopcc.exe).

Login Script Setup appends the following at the end of the script:
\\{Server name}\ofcscan

where:

{Server name} is the computer name or IP address of the computet where the
Trend Micro Security Server is installed.

Tip: If the environment cannot resolve server names by DNS, replace {Server name}
with {Server IP Address}.

The Windows 2000 login script is on the Windows 2000 server (through a net logon
shared directory), under:

\\Windows 2000 server\{system drive}\WINNT\SYSVOL\
domain\scripts\ofcscan.bat

3-7
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The Server 2003 login script is on the Server 2003 server (through a net logon shared
directory), under:

\\Windows 2003 server\{system drive}\%windir%$\sysvol\
domain\scripts\ofcscan.bat

The Server 2008 login script is on the Server 2008 server (through a net logon shared
directory), under:

\\Windows 2008 server\{system drive}\%windir%\sysvol\
domain\scripts\ofcscan.bat

Installing with Client Packager

3-8

Client Packager can compress setup and update files into a self-extracting file to simplify
delivery through email, CD-ROM, or similar media.

When users receive the package, all they have to do is double-click the file to run the
setup program. agents installed using Client Packager report to the server where Client
Packager created the setup package. This tool is especially useful when deploying the
agent or update files to clients in low-bandwidth remote offices.

Client Packager Installation Considerations

*  Install: If the agent cannot connect to the Security Server, the client will keep
default settings. Only when the client can connect to the Security Server can it
obtain group settings.

*  Upgrade: If you encounter problems upgrading the agent with Client Packager,
Trend Micro recommends uninstalling the previous version of the agent first, then
installing the new version.

Note: Client Packager requires a minimum of 370MB free disk space on the Client.
Windows Installer 3.0 is necessary for the client to run an MSI package.
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Client Packager can create two types of self-extracting files:

¢ Executable

Note: In Windows Vista, the program must be executed with Administrator rights (Run
as Administrator).

*  Microsoft Installer Package Format (MSI): This file type conforms to the
Microsoft Windows Installer package specifications and can be used for silent
and/or Active Directory deployment. For mote information on MSI, see the
Microsoft Web site.

Tip: Trend Micro recommends using Active Directory to deploy an MSI package with
Computer Configuration instead of User Configuration. This helps ensure that the
MSI package will be installed regardless of which user logs on to the machine.

To create a package with the Client Packager GUI:

1. On the Trend Micro Security Server, open Windows Explorer.
2. Goto \PCCSRV\Admin\Utility\ClientPackager.

3. Double-click C1nPack.exe to run the tool. The Client Packager console opens.

Note:  You must run the program from the Trend Micro Security Server only.

4. In Target operating system, seclect the operating system for which you want to
create the package.

5. Select the Scan Mode.
. Conventional Scan: a local scan engine on the client scans the client
computer.

*  Smart Scan: a Scan Server helps scan the client. A Scan Server is automatically
installed with the security server. You can choose the scan method on the
Security Settings screen. Scan modes use different pattern files. Conventional
Scan uses the traditional virus pattern file.
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3-10

Select the type of package you want to create:

Setup: Select if installing the agent.

Update: Select if updating Client/Server Security Agent components only.

Select from among the following installation options under Options:

Silent Mode: Creates a package that installs on the client in the background,
unnoticeable to the user. The installation status window will not appear.

MSI Package: Creates a package that conforms to the Microsoft Windows
Installer Package Format.

Note:  The MSI package is for Active Directory deployment only. For local
installation, create an .exe package.

Disable Prescan (only for fresh-install): Disables the normal file scanning
that WEBS-A performs before starting setup.

Under Components, select the components to include in the installation package:

Program: All components
Scan engine: The latest Scan Engine on the Trend Micro Security Server

Virus pattern: The latest Virus Pattern File on the Trend Micro Security
Server

Vulnerability pattern: The latest Vulnerability Pattern File on the Trend Micro
Security Server.

Spyware components: The latest Spyware components on the Trend Micro
Security Server.

Common Firewall Driver: The driver for Firewall
Network Virus Pattern: The latest pattern file specifically for network viruses

DCE/DCT: The latest Virus Cleanup Engine and template on the Trend
Micro Security Server

IntelliTrap pattern: The latest IntelliTrap Pattern File on the Trend Micro
Security Server.

Ensure that the location of the ofcscan. ini file is correct next to Source file. To

modify the path, click | to browse for the ofcscan. ini file. By default, this file
is located in the \PCCSRV folder of the Trend Micro Security Server.
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10. In Output file, click || to specify the file name (for example,
ClientSetup.exe) and the location to create the package.

11. Click Create to build the package. When Client Packager finishes creating the
package, the message Package created successfully appears. To verify successful
package creation, check the output directory you specified.

12. Send the package to your users through email, or copy it to a CD or similar media
and distribute among your users.

WARNING! You can only send the package to Client/Server Security Agents that
report to the server where the package was created. Do not send the pack-
age to Client/Server Security Agents that report to other Trend Micro
Security Servers.

Installing with an MSI File

If you are using Active Ditrectory, you can install the Client/Server Security Agent by
creating a Microsoft Windows Installer file. Use Client Packager to create a file with an
.ms1i extension. You can take advantage of Active Directory features by automatically
deploying the agent to all clients simultaneously with the MSI file, rather than requiring
each user to install Client/Setrver Security Agent themselves.

For more information on MSI, see the Microsoft Web site. For instructions on creating
an MSI file, see Installing with Client Packager on page 3-8.

Installing with Remote Install

You can remotely install the Client/Server Secutity Agent to multiple Windows Vista,
2000, XP (Professional Edition only), Server 2003, Server 2008, SBS 2008, and EBS
2008 computers at the same time.

Note: To use Remote Install, you need administrator rights on the target computers. For
Windows Vista, Server 2008, SBS 2008, and EBS 2008, you will need to use a built-in
domain administrator password because of Windows User Account Control (UAC).
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To install CSA with Remote Install:

Note: Installing Client/Server Security Agent on Windows Vista requites a few additional

steps. Refer to Enabling Client Server/ Security Agent Remote Install on Windows 1V ista
Clients on page 3-13 for additional details.

AN O

From the Web console main menu, click Security Settings > Add. The Add
Computer screen appears.

Select Desktop or Server, from the Computer Type section.
Select Remote Install, from the Method section.
Click Next. The Remote Install screen appears.

From the list of computers in the Groups and Computers box, select a client, and
then click Add. A prompt for a user name and password to the target computer
appears.

Type your user name and password, and then click Login. The target computer
appears in the Selected Computers list box.

Repeat these steps until the list displays all the Windows computers in the Selected
Computer list box.

Click Install to install the Client/Server Security Agent to your target computets. A
confirmation box appears.

Click Yes to confirm that you want to install the agent to the client. A progress
screen appears as the program copies the Client/Server Security Agent files to each
target computet.

When WEFBS-A completes the installation to a target computer, the installation status
will appear in the Result field of the selected computers list, and the computer name

appears with a green check mark.

Note: Remote Install will not install the Client/Server Security Agent on a machine already

running a Trend Micro Secutity Server.
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Enabling Client Server/Security Agent Remote Install on Windows Vista
Clients

Installing Client/Setrver Security Agent on Windows Vista clients requires additional
steps.

To enable Remote Install on Windows Vista Clients:

1.

On the client, temporarily enable File and Printer Sharing,

Note: If the company security policy is to disable Windows Firewall, proceed to step 2
to start the Remote Registry service.

a. Open Windows Firewall in the Control Panel.

b. Click Allow a program through Windows Firewall. If you are prompted for
an Administrator password or confirmation, type the password or provide
confirmation. The Windows Firewall Settings window appears.

c. Under the Program or port list in the Exceptions tab, make sure the File
and Printer Sharing check box is selected.

d. Click OK.

Temporarily start the Remote Registry service.

a. Open Microsoft Management Console.

Tip: Type services.msc in the Run window to open Microsoft Management
Console.

b. Right-click Remote Registry and select Start.

If required, return to the original settings after installing Client/Setver Secutity
Agent on the Windows Vista Client.
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Use Trend Micro Vulnerability Scanner (TMVS) to detect installed antivirus solutions,
search for unprotected computers on your network, and install the Client/Setver
Security Agent on them. To determine if computers need protection, Vulnerability
Scanner pings ports that antivirus solutions normally use.

This section explains how to install the agent with Vulnerability Scanner. For
instructions on how to use Vulnerability Scanner to detect antivirus solutions, refer to
Verifying Client Installation with 1V ulnerability Scanner on page 3-18.

Note:  You can use Vulnerability Scanner on machines running Windows 2000 or Server
2003; however, the machines should not be running Terminal Server.
You cannot install the Client/Server Security Agent on a client with Vulnerability
Scanner if an installation of the Trend Micro Secutity Server is present on the client.

To install the Client/Server Security Agent with Vulnerability Scanner:

1. In the drive where you installed the Trend Micro Security Server, go to the
following location: {server location} > PCCSRV > Admin > Utility > TMVS.
Double-click TMVS . exe. The Trend Micro Vulnerability Scanner console
appears.

2. Click Settings. The Settings screen appears.
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— Product Query
Select the check boxes for the antivirug products that you want to check for on your network. To avoid
getting falze alarms, we recommend selecting all check boxes.
V¥ Check for all Trend Micro products [V Check for ather antivius solutions
IV ServerProtect [NT /Linus] [V Mcafee ViusScan ePolicy Orchestrator

[V DificeScan Corporate Edition/ 24892 V' Morton Antivinus Corporate Edition

Security Server Port zettings: Settings... |
¥ PortalProtect I 80

V¥ ScanMail for Exchange I 16372

[V InterScan farily

Port zettings:  Seftings... |

V' PC-cillin

r— Description Retrieval Setting
Click the retriewval method that pou want to uge for getting computer descriptions.

7 Momal retrieval & Quick retrieval
I | Retrieve computer descriptions when avaiatle

—dlert Setting:
[~ Email results to the system administrator Carfigure... |
I Display alert an unprotected computers Cgstomize...l

— Save Az C5Y File

™ Automatically save the results to a C5V file.
Specify a default folder where CSY files will be saved.

Falder: IE:\Program FilezTrend MicrohSecurity Server\PCCSRV AL Browse... |

— Ping Setting:
v Enable vulnerability Scanner pings computers on wour network to get their status. Specify your ping
zettings here.

Packet gize (10 to 512 bytes) I 32 Timeout [10 ta 5000 mz) I 1000

v Detect O5 type by ICMP OS5 fingerprinting operation. [ICMP Echo code=19]
Thiz function maybe unsuccessiul under the firewall environment.

t Security Server Setting for [Install and Log Report): Specify an server. [e.g. MyServer)

|192.188.1.13 Paort: ISDSS
v Auto-install Client/Server Security &gent for unprotected computer; Install Account... |

LCancel |

FIGURE 3-1. TMVS Settings screen

Under Trend Micro Security Server Setting (for Install and Log Report), type
the Trend Micro Security Server name or IP address and port number.

Select the Auto-install Client/Server Security Agent for unprotected computer

check box.

Click Install Account.
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6. Type a user name and password with Administrator privileges to the server (or
domain), and then click OK.

Click OK to go back to the main TMVS screen.

Click Start to begin checking the computers on your network and begin
Client/Setver Security Agent installation.

Installing with Email Notification

Use this to send an email message with a link to the installer.
To notify the location of the package from the console:

1. From the Web console main menu, click Security Settings > Add. The Add
Computer screen appears.

Select Desktop or Server, from the Computer Type section.
Select Email notification install, from the Method section.
Click Next. The Email Notification Install screen appears.

Type the subject of the email and the recipients.

A S

Click Apply. The default email client opens with recipients, subject, and the link to
the installer.

Installing MSA from the Web Console

3-16

The Messaging Security Agent (MSA) can also be installed from the Web console.

To install the MSA from the Web console:

1. Log on to the Web console.

2. Click the Security Settings tab, and then click the Add button.

3. Under the Computer Type section, click Microsoft Exchange server.

4. Under Microsoft Exchange Server Information, type the following information:

*  Server name. The name of the Microsoft Exchange server to which you want
to install MSA.

¢ Account. The Domain Administrator user name.
*  Password. The Domain Administrator password.

5. Click Next. The Microsoft Exchange Server Settings screen appears.
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10.

11.

Under Web Server Type, select the type of Web server that you want to install on
the Microsoft Exchange server. You can select either IIS Server or Apache Server.

For the Spam Management Type, End User Quarantine will be used.

Under Directories, change or accept the default target and shared directories for
the MSA installation. The default target and shared directories are C: \Program
Files\Trend Micro\Messaging Security Agent and C$, respectively.

Click Next. The Microsoft Exchange Server Settings screen appears.

Verify that the Microsoft Exchange server settings that you specified in the
previous screens are correct, and then click Next to start the MSA installation.

To view the status of the MSA installation, click the Live Status tab.

Verifying the Agent Installation, Upgrade, or
Migration

After completing the installation or upgrade, verify that the Client/Server Security
Agent is propertly installed.

To verify the installation:

Look for the WEFBS-A program shortcuts on the Windows Start menu of the client
running the agent.

Check if WFBS-A is in the Add/Remove Programs list of the client’s Control
Panel.

Use Vulnerability Scanner (see Verifying Client Installation with Vulnerability Scanner on
page 3-18).
Use the Client Mover tool.
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Verifying Client Installation with Vulnerability Scanner
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Verify all the clients in the network have agents installed. Automate the Vulnerability
Scanner by creating scheduled tasks. For information on how to automate Vulnerability
Scanner, see the WEFBS-A online help.

Note:  You can use Vulnerability Scanner on machines running Windows 2000 and Server
2003; however, the machines should not be running Terminal Server.

To verify Agent installation using Vulnerability Scanner:

1. In the drive where you installed the Trend Micro Security Server, go to Trend
Micro Security Server > PCCSRV > Admin > Utility > TMVS. Double-click
TMVS . exe. The Trend Micro Vulnerability Scanner console appears.

Click Settings. The Settings screen appears.

Under Product Query, select the Security Server check box and specify the port
that the server uses to communicate with clients.

4. Under Description Retrieval Settings, click the retrieval method to use. Normal
retrieval is more accurate, but it takes longer to complete.

If you click Normal retrieval, you can set Vulnerability Scanner to try to retrieve
computer descriptions, if available, by selecting the Retrieve computer
descriptions when available check box.

5. To have results automatically sent to yourself or to other Administrators in your
organization, select the Email results to the system administrator check box
under Alert Settings. Then click Configure to specify your email settings.

*  In To, type the email address of the recipient.
*  In From, type your email address.

*  In SMTP server, type the address of your SMTP server. For example, type
smtp.example.com. The SMTP server information is required.

*  In Subject, type a new subject for the message or accept the default subject.
Click OK to save your settings.

To display an alert on unprotected computers, click the Display alert on
unprotected computers check box. Then click Customize to set the alert
message. The Alert Message screen appears.
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8. Type a new alert message in the text box or accept the default message and then
click OK.

9. To save the results as a comma-separated value (CSV) data file, select the
Automatically save the results to a CSV file check box. By default, Vulnerability
Scanner saves CSV data files to the TMVS folder. If you want to change the default
CSV folder, click Browse, select a target folder on your computer or on the
network, and then click OK.

10. Under Ping Settings, specify how Vulnerability Scanner will send packets to the
computers and wait for replies. Accept the default settings or type new values in the
Packet size and Timeout fields.

11. Click OK. The Vulnerability Scanner console appears.
12. To run a manual vulnerability scan on a range of IP addresses, do the following:

a. InIP Range to Check, type the IP address range that you want to check for
installed antivirus solutions and unprotected computers.

b. Click Start to begin checking the computers on your network.

13. To run a manual vulnerability scan on computers requesting IP addresses from a
DHCP server, do the following:

a. Click the DHCP Scan tab in the Results box. The DHCP Start button
appears.

b. Click DHCP Start. Vulnerability scanner begins listening for DHCP requests
and performing vulnerability checks on clients as they log on to the network.

Vulnerability Scanner checks your network and displays the results in the Results table.
Verify that all servers, desktops, and portable computers have the agent installed.

If Vulnerability Scanner finds any unprotected servers, desktops, or portable computers,
install the agent on them using your preferred agent installation method.

Testing the Client Installation with the EICAR
Test Script

The European Institute for Computer Antivirus Research (EICAR) has developed a test
virus you can use to test your installation and configuration. This file is an inert text file

whose binary pattern is included in the virus pattern file from most antivirus vendors. It
is not a virus and does not contain any program code.
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Obtaining the EICAR Test File:
You can download the EICAR test virus from the following URL:
http://www.eicar.org/anti_virus_test file.htm

Alternatively, you can create your own EICAR test virus by typing the following into a
text file, and then naming the file eicar.com:

X50!PS@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!
SH+H*

Note: Flush the cache in the cache server and local browser before testing.

Removing Agents

Re

There are two ways to remove agents:
*  Running the agent uninstallation program

*  Using the Web console

WARNING! Removing agents makes clients vulnerable to threats.

moving the Agent Using the Agent Uninstallation

Program

3-20

If you granted users the privilege to remove the agent, instruct them to run the agent
uninstallation program from their computer.

To run the Agent uninstallation program:
1.  On the Windows Start menu, click Settings > Control Panel > Add or Remove
Programs.

2. Select Trend Micro Client/Setver Security Agent and click Change/Remove.
The Client/Server Security Agent Uninstallation screen appeats and prompts for
the uninstall password, if configured.

3. Type the uninstall password and then click OK.


http://www.eicar.org/anti_virus_test_file.htm
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Removing the Agent Using the Web Console

You can also remotely remove Client/Server Security Agent using the Web console.

To remotely remove an Agent using the Web console:

1.
2.
3.

6.

Log on to the Web console.
Click the Security Settings tab.

In the Security Groups tree, select the client from which you want to remove the
agent and then click Remove. The Remove Computer screen appeats.

Under Removal Type, click Uninstall the selected agents, and then click Apply.
A confirmation message appears.

Click OK. A popup screen appears and displays the number of uninstall
notifications that were sent by the server and received by the client.

Click OK.

To verify that the agent has been removed, refresh the Security Settings screen. The
client should no longer appear on the Security Groups tree.

Removing the Agent from Exchange Servers

To remove Messaging Security Agent using the Web console:

1.

2
3.
4

Logon to the Microsoft Exchange Server with Administrator rights.
On the Microsoft Exchange Server, click Start and then Control Panel.
Open Add or Remove Programs.

Select Trend Micro Messaging Security Agent and click Remove. Follow the
on-screen instructions.

3-21



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

Running the Messaging Security Agent Uninstallation
Program

3-22

To remove the Messaging Security Agent:

1. Log on to the Microsoft Exchange Server with Administrator rights.

2. On the Microsoft Exchange Server, click Start and then Control Panel.
3. Open Add or Remove Programs.
4

Select Trend Micro Messaging Security Agent and click Remove. Follow the
on-screen instructions.



Chapter 4

Managing Groups

This chapter explains the concept and usage of groups in WEFBS-A.

The topics discussed in this chapter include:

*  Overview of Groups starting on page 4-2

e Viewing Clients in a Group starting on page 4-3

*  Adding Groups starting on page 4-5

*  Removing Computers and Groups from the Web Console starting on page 4-6
*  Adding Clients to Groups starting on page 4-7

*  Moving Clients starting on page 4-9

*  Replicating Group Settings starting on page 4-10

e Importing and Exporting Settings starting on page 4-11
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Overview of Groups

In WFBS-A, groups are a collection of computers and servers (not Microsoft Exchange
servers) that share the same configuration and run the same tasks. By grouping clients,
simultaneously configure, and manage, multiple agents.

For ease of management, group clients based on the departments to which they belong
or the functions they perform. Also, group clients that are at a greater risk of infection
to apply a more secure configuration to all of them in just one setting. Microsoft
Exchange servers cannot be grouped together. To configure Microsoft Exchange
servers, refer to Configurable Options for the Messaging Security Agent on page 6-6.

By default, the Security Server assigns clients to groups (desktops, servers, or Exchange
servers) based on the type of agent that is installed.
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Viewing Clients in a Group

Navigation Path: Security Settings > Select a Group

From the Security Settings screen, you can manage all clients on which you installed
Client/Server Security Agents and Messaging Security Agents and customize your
security settings for agents.

Security Server: E-G-1.sbs2kBegt.local Port :8069 Deskiops and Servers: 1
9 Configure R Blimport [5)Export | Wy Add Group [ Add [ Remove [JlMove | @ Reset Counters

uj My Company Name = ‘ Online/Offline ‘ Scheduled Scan | Manual Scan | Scan Method ‘ Smart Scan Agent Pattern | Platform

HH servers defaul) - I'HE 51 online 2009/3/16 13.10:23 N/A Smart 5.897.50 WInXP €

’ @ Hea2 Online 2008/3/1615:32:23 N/A Smart 5.897.50 WinXP ¢

J Online 2009/3/1613:19:43  N/A Smart 5.897.50 Winxp ¢

Hec-14  Online 2008/12/15 14:03-.  N/A Smart 5.897.50 Win200(

Hecs Online 2009/3/1613:05:01 N/A Smart 5.897.50 Winxp ¢

Hep2  online 2009/3/1615:30:36  N/A Smart 5.897.50 WInXP ¢

Hepa  online 2009/3/1613:03:21 N/A Smart 5.897.50 WinXp ¢

Heps Online 2008/3/1613:27:50 N/A Smart 5.897.50 WinxP ¢

Hep7 Online 2009/3/16 13:04:38 N/A Smart 5.897.50 WInXP ¢

HeE2 Online 2009/3/1613:55:22 N/A Smart 5.897.50 Win Vist,

HMeEes Online 2009/3/16 16:06:40  N/A Smart 5.897.50 Winxp ¢

Hees Offline N/A N/A Smart 5.897.50 Winxp ¢

Hees Offline 2009/3/16 13:41:35 N/A Smart 5.897.50 WinXp ¢

Hees Online 2009/3/1613:29:20 N/A Smart 5.897.50 WInXP ¢

AT Online 2008/3/16 12:59:41  N/A Smart 5.897.50 WinXP ¢

o | 2

E__L:j Conventional Scan - Update Agent Q Conventional Scan - Agent @’ Smart Scan - Update Agent g Smart Scan - Agent

FIGURE 4-1.  Security Settings screen showing clients in a group

Clients are displayed according to their group in the Security Groups tree. The Security
Groups tree is an expandable list of logical groups of clients.

4-3



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

4-4

When you select a group from the left-hand side and click Configure, the Web console
displays a new configuration area.

Tip:

To select multiple, adjacent clients, click the first computer in the range, hold down the
SHIFT key, and then click the last computer in the range. To select a range of
non-contiguous clients, click the first computer in the range. Hold down the CTRL key
and then click the clients you want to select.

Note: Microsoft Exchange servers with Messaging Security Agent installed are registered to

the servers group. However, they are displayed individually in the Security Groups
tree.

When you select a group from the Security Groups tree on the left side, a list of the

clients in the group appears to the right. Use the information on this screen to:

Ensure your agents are using the latest engines

Regulate security settings depending on the number of virus and spywarte incidents
Take special action on clients with unusually high counts

Understand overall network condition

Verify the scan method you selected for your agents

From here you can:

Configure groups: Refer to Adding Groups on page 4-5.

Replicate settings from one group to another: Refer to Replicating Group Settings
on page 4-10.

Add new groups: Refer to .Adding Groups on page 4-5.

Remove groups: Refer to Removing Computers and Groups from the Web Console on page
4-6.

Move Clients from one Group to another or one Security Server to another:
Refer to Moving Clients on page 4-9.

Reset counters: Click Reset Counters on the Security Settings Toolbar. Resets
the spam, virus/malware, spyware/grayware, and URL violation incidents.
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Adding Groups

Navigation Path: Security Settings > Add Group

Create groups to collectively manage multiple clients.

Note:

Clients must be associated with a Group. A client cannot reside outside of a Group.

Security Settings > Add Group

Group Type

®
O Ser

Select the type of group you would like to add.

Kops

Name

Name:

Settings

Specify a name for this new greup

I

“fou can import seftings from an existing group to this new group and modify the seftings later to suit your needs.

] Import settings from group: Desktops (default) ™

Save Cancel

FIGURE 4-2. Add Group screen

To add a group:

1.

2.

From the Add Group screen, update the following as required:

Group Type: Sclect either Desktop or Server.

Import settings from group: Imports the security settings from the selected
group.

Click Save.
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Removing Computers and Groups from the
Web Console

4-6

Navigation Path: Security Settings > Select a Group

You can use Remove to accomplish two goals:

Remove the Client icon from the Web console: In some situations, a client might
become inactive such as when the computer has been reformatted or the user
disables the Client/Setver Security Agent for a long time. In these situations, you
might want to delete the computer icon from the Web console.

Uninstall the Client/Server Security Agent from a Client (and consequently

remove the Client icon from the Web console): As long as a computer or server
has the Client/Server Security Agent installed, it is capable of becoming active and

appearing on the Web console. To remove an inactive client for good, first uninstall
the Client/Server Security Agent.

You can remove either a single computer or a group from the Web console.

WARNING! Removing the agent from a computer may expose that computer to

viruses and other malware.

To remove a Client or group:

1.
2.

Click the group or computer that you want to remove.
Click Remove from the toolbar.

*  Select Remove the selected inactive agent(s) to remove the client icon from
the Web console.

*  Seclect Uninstall the selected agent(s) to remove the Client/Setver Secutity
Agent from the selected computers and remove the computer icons from the
Web console.

Click Apply.

Note: If there are still clients registered to the group, you will be unable to remove the
group. Remove or uninstall the agents before removing the group.
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Adding Clients to Groups

Worry-Free Business Security provides several methods to install the Client/Server
Security Agent. This section provides a summary of the different methods.

Tip: In organizations where I'T policies are strictly enforced, Remote Install and Login Script
Setup ate recommended.

* Internal Web page: Instruct the users in your organization to go to the internal
Web page and download the Client/Setver Security Agent setup files

*  Login Script Setup: Automate the installation of the Client/Server Security Agent
to unprotected computers when they log on to the domain

*  Client Packager: Deploy the Client/Server Secutity Agent setup or update files to
Clients through email

* Installing with Email Notification: Send an email message with a link to the
installer.

*  Remote Install: Install the Agent on all Windows Vista/2000/XP/Setver
2003 /Server 2008 Clients from the Web console

*  Vulnerability Scanner (TMVS): Install the Client/Server Security Agent on all
Windows 2000/Setrver 2003 clients with the Trend Micro Vulnerability Scanner

When you add a desktop or server, the Security Server deploys an agent to the computer
and adds the icon for that client to the Security Settings screen. Once the agent is
installed on your client, it will start to report security information to the Security Server.

By default, the Security Server creates groups based on your existing Windows domains
and refers to cach client according to computer name. You can delete the groups that
the Security Server has created for you or transfer clients from one group to another.
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To add a Client to a Group:

1. From the Security Settings screen, click the Add tool on the toolbar.
2. Update the following as required:
*  Computer Type: The type of client.
*  Desktop or server
*  Microsoft Exchange server
* Method

*  Remote install: Remotely install the agent on the client. Refer to Installing
with Remote Install on page 3-11 for more information.

*  Create domain login script: Install the agent using domain login script.
The next time the client logs on to the network, the agent will be installed.
Refer to Installing with Login Script Setup on page 3-6 for more information.

*  Microsoft Exchange Server Information

*  Server name: Name or IP address of the target Microsoft Exchange
server.

¢ Account: Domain administrator account name.
*  Password: Domain administrator account password.

3. Click Next. Follow the onscreen instructions.
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Moving Clients

Navigation Path: Security Settings > Select a Group

WEBS-A gives you the option to move clients from one Group to another or one
Security Server to another.

Security Settings > Move Desktop/Server @

Move DeskiopiServer

Move selected desktop(s) or serveris) on-line to ancther Security Server. Enter the new server name and port number below
Server name:

Port:

Cancel

FIGURE 4-3. Move Desktop/Server screen

To move a Client from one Group to another:

1.

2.

From the Security Settings screen, select the Group, and then select the client.

Drag the client into another Group. The client will inherit the settings of the new
Group.

To move a Client from one Security Server to another:

1.
2.
3.

From the Security Settings screen, select the Group, and then select the client.

Click Move.

Type the new server name and port number. You can obtain the port number on
the Security Settings screen by clicking on a server (see Figure 4-1. Security Settings
screen showing clients in a gronp). The port number appears at the top.

Click Move.
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Replicating Group Settings

Use Replicate Settings to copy the settings from one group your network to another.
The settings will apply to all clients that are part of the destination group.

Navigation Path: Security Settings > Select a Group

Security Settings > Replicate Settings

Replicate Settings

Allsettings from source group will be replicated to specified target groups.
Source: Guest

Target groups: ] Deskiops (default

O sakes

e

FIGURE 4-4. Replicate Settings screen

To replicate settings from one group to another:
1. From the Security Settings screen, select the source Group that must replicate its
settings to other Groups.

Click Replicate Settings.

Select the target groups that must inherit the settings from the source Group.
Click Apply.
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Importing and Exporting Settings

You can save the settings for your desktops and servers and then later imported them
for new desktops and servers. The settings are saved as a data file (dat). The following
settings can be imported and exported:

* In Security Settings:
Antivirus/Anti-Spyware, Firewall, Web Reputation, URL Filtering, Behavior
Monitoring, Trend Secure Toolbar, Mail Scan, Client Privilege, Quarantine

¢ In Scans:

Manual Scan, Scheduled Scan

Note:  You can import/export settings between desktops and servers. Settings are not
dependent on group type.

To import settings:

1. On the Security Settings screen, select a desktop or server.
2. Click Import. The Import Settings screen appeats.

3. Click Browse, find the file, and then click Import.

To export settings:

1. On the Security Settings screen, select a desktop or server.
2. Click Export. The Export Settings screen appears.
3. Click Export.

On the Windows dialog box, click Save and select the location. To export the settings to
one or more domain that this server also manages, use Replicate Settings.

4-11
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Chapter 5

Managing Basic Security Settings

This chapter explains how to configure settings to protect your network.

The topics discussed in this chapter include:

*  Options for Desktop and Server Groups starting on page 5-2
e About Scan Types starting on page 5-3

*  Configuring Real-time Scan starting on page 5-5

*  Managing the Firewall starting on page 5-8

*  Using Web Reputation starting on page 5-16

*  Configuring URL Filtering starting on page 5-18
*  Using Bebavior Monitoring starting on page 5-19
e TrendSecure starting on page 5-24

*  Managing POP3 Mail Scan starting on page 5-26
*  Client Privileges starting on page 5-28

*  Managing the Quarantine starting on page 5-31
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Options for Desktop and Server Groups

In WEFBS-A, Groups are a collection of clients that share the same configuration and
run the same tasks. By grouping clients, simultaneously configure and manage, multiple
clients. For more information, refer to Overview of Groups on page 4-2.

The following items can be accessed by selecting a group from the Security Settings
screen and clicking Configure:

TABLE 5-1. Configuration Options for Desktop and Server Groups

Option Description Default
Scan Method Switch between Smart Scan Conventional Scan (for
and Conventional Scan upgrade)
Smart Scan (for new
installation)
Antivirus/Anti-spy Configure Real-time Scan, Enabled (Real-time
ware antivirus, and anti-spyware Scan)
options
Firewall Configure Firewall options Disabled
Web Reputation Configure In Office and Out of | In Office: Enabled, Low
Office Web Reputation Out of Office: Enabled,
options Medium
Behavior Configure Behavior Enabled
Monitoring Monitoring options
URL Filtering URL filtering blocks Web sites | Enabled
that violate configured
policies.
TrendSecure Configure In Office and Out of | In Office: Disabled

Office options for Transaction Out of Office: Enabled
Protector and TrendProtect ’

POP3 Mail Scan Configure the scanning of Disabled
POP3 email messages

Client Privileges Configure access to settings N/A
from the client console
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TABLE 5-1. Configuration Options for Desktop and Server Groups (Continued)

Option Description Default
Quarantine Specify the Quarantine N/A
directory

Note: Other client settings, such as IM Content Filtering, apply to all clients and ate
accessible through the Desktop/Server tab on the Preferences > Global Settings
screen.

About Scan Types

Virus scanning is a central part of the Worry-Free Business Security strategy. During a
scan, the Trend Micro scan engine works together with the virus pattern file to perform
the first level of detection, using a process called pattern matching, Since each virus
contains a unique signature or string of tell-tale characters that distinguish it from any
other code, the virus experts at TrendLabs capture inert snippets of this code in the
pattern file. The engine then compares certain parts of each scanned file to the pattern
in the virus pattern file, looking for a match.

When the scan engine detects file containing a virus or other malware, it executes an
action such as clean, quarantine, delete, ot replace with text/file. You can customize
these actions when you set up your scanning tasks.

WEBS-A provides three types of scans to protect clients from Internet threats:

*  Real-time Scan: Real-time Scan is a persistent and ongoing scan. Each time a file is
received, opened, downloaded, copied, or modified, Real-time Scan scans the file for
threats.

In the case of email messages, the Messaging Security Agent guards all known virus
entry points with Real-time Scanning of all incoming messages, SMTP messages,
documents posted on public folders, and files replicated from other Microsoft
Exchange servers.
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Manual Scan: Manual Scan is an on-demand scan. Manual Scanning eliminates
threats from files. This scan also eradicates old infections, if any, to minimize
reinfection. During a Manual Scan, agents take actions against threats according to
the actions set by the Administrator (or User). To stop the scan, click Stop
Scanning when the scan is in progress.

Note: The time taken for the scan depends on the client’s hardware resources and the
number of files to be scanned.

To configure a Manual Scan, click Scans > Manual Scan. Refer to Configuring
Manual and Scheduled Scan Options and Configuring Scan Options for Microsoft Exchange
Servers for more information.

Scheduled Scan: A Scheduled Scan is similar to Manual Scan but scans all files and
email messages at the configured time and frequency. Use Scheduled Scans to
automate routine scans on your clients and improve the efficiency of threat
management.

To configure a Scheduled scan, click Scans > Scheduled Scan. Refer to Scheduling
Scans for more information.

Note: Do not confuse the scan types above with scan methods. The scan method refers to

Smart Scan and Conventional Scan (Scan Methods on page 8-2).
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Configuring Real-time Scan

Navigation Path: Security Settings > Select a group > Configure >
Antivirus/Anti-spyware

Antivirus/Anti-spyware |d|

Enable reaktime AntivirustAnti-spyware

Target I Action

Select a method:
© Allscannable files
true file type” identification (&)

@ nteliScan: us

FOT, FPS, PP, PRC, RAR, REG, R
WSF, XLA, XLS, XLT, XL, Z,.ZF [w]

O Scan files being created or modified

#] Exclusions

|+] Advanced Settings

FIGURE 5-1.  Security Settings > Antivirus/Anti-spyware screen

To configure Real-time Scan:
1. From the Target tab on the Antivirus/Anti-spyware screen, update the following
as required:
*  Enable real-time Antivirus/Anti-spywate
¢  Files to scan
*  All scannable files: Only encrypted or password-protected files are
excluded.

* IntelliScan: Scans files based on true-file type. Refer to Trend Micro
IntelliScan on page C-4 for more information.
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Scan files with the following extensions: WFBS-A will scan files with
the selected extensions. Separate multiple entries with commas ().

Select when to scan files

Scan files being created, modified, or retrieved
Scan files being retrieved

Scan files being created or modified

Exclusions: Exclude specific files, folders, or files with certain extensions from

being scanned.

Enable Exclusions

Do not scan the directories where Trend Micro products are
installed

Do not scan the following directories: Type the name of the folder to
exclude from the scan. Click Add. To remove a foldet, select the folder
and click Delete.

Do not scan the following files: Type the name of the file to exclude
from the scan. Click Add. To remove a file, select the file and click Delete.

Do not scan files with the following extensions: Type the name of the
extension to exclude from the scan. Click Add. To remove an extension,
select the extension and click Delete.

Note:  If Microsoft Exchange Server is running on the client, Trend Micro

recommends excluding all Microsoft Exchange Server folders from
scanning. To exclude scanning of Microsoft Exchange server folders on a
global basis, go to Preferences > Global Settings, click the
Desktop/Server tab, and then select Exclude Microsoft Exchange
server folders when installed on Microsoft Exchange server.

Advanced Settings

Enable IntelliTrap (for antivirus): IntelliTrap detects malicious code such
as bots in compressed files. Refer to Trend Micro IntelliTrap on page C-6 for
more information.

Scan mapped drives and shared folders on the network (for antivirus)

Scan floppy during system shutdown (for antivirus)
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Scan compressed files (for antivirus): Select the number of layers to
scan.

Spywate/Grayware Approved List (for anti-spyware): This list contains
details of the approved spyware/grayware applications. Click the link to
update the list. Refer to Editing the Spyware/ Grayware Approved List on page
8-7 for more information.

2. From the Action tab on the Antivirus/Anti-spyware screen, specify how
WEBS-A should handle detected threats:

¢ Action for Virus Detections

ActiveAction: Use Trend Micro preconfigured actions for threats. Refer
to Trend Micro ActiveAction on page C-4 for more information.

Perform the same action for all detected Internet threats: Select from
Pass, Delete, Rename, Quarantine, or Clean. If you select Clean, set the
action for an uncleanable threat.

Customized action for the following detected threats: Select from
Pass, Delete, Rename, Quarantine, or Clean for each type of threat. If you
select Clean, set the action for an uncleanable threat.

Backup detected file before cleaning: Saves an encrypted copy of the
infected file in the following directory on the client:

C:\Program Files\Trend Micro\Client Server Security
Agent\Backup

*  Action for Spyware/Grayware Detections

Clean: When cleaning spyware/grayware, WFBS-A could delete related
registry entries, files, cookies, and shortcuts. Processes related to the
spyware/grayware could also be terminated.

Deny Access

WARNING! Denying spyware/grayware access to the client does not remove the

spyware/grayware threat from infected clients.

*  Advanced Settings

Display an alert message on the desktop or server when a
virus/spywate is detected
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3. Click Save.

Additionally, configure who receives notifications when an event occurs. Refer to
Configuring Events for Notifications on page 9-3.

Managing the Firewall

5-8

Help protect clients from hacker attacks and network viruses by creating a barrier
between the client and the network. Firewall can block or allow certain types of network
traffic. Additionally, Firewall will identify patterns in network packets that may indicate
an attack on clients.

WEBS-A has two options to choose from when configuring the Firewall, simple mode
and advanced mode. Simple mode enables the firewall with the Trend Micro
recommended default settings. Use advanced mode to customize the Firewall settings.

Tip: Trend Micro recommends uninstalling other software-based firewalls before deploying
and enabling Firewall.

Default Firewall Simple Mode Settings

Firewall provides default settings to give you a basis for initiating your client firewall
protection strategy. The defaults are meant to include common conditions that may exist
on clients, such as the need to access the Internet and download or upload files using
FTP.

Note: By default, WFBS-A disables the Firewall on all new Groups and clients.
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TABLE 5-2. Default Firewall Settings

Security Level

Description

Low Inbound and outbound traffic allowed, only network
viruses blocked.

Settings Status

Intrusion Disabled

Detection System

Alert Message Disabled

(send)

Exception Name | Action Direction Protocol Port

DNS Allow Incoming and TCP/UDP 53
outgoing

NetBIOS Allow Incoming and TCP/UDP 137, 138,
outgoing 139, 445

HTTPS Allow Incoming and TCP 443
outgoing

HTTP Allow Incoming and TCP 80
outgoing

Telnet Allow Incoming and TCP 23
outgoing

SMTP Allow Incoming and TCP 25
outgoing

FTP Allow Incoming and TCP 21
outgoing

POP3 Allow Incoming and TCP 110
outgoing

MSA Allow Incoming and TCP 16372,
outgoing 16373
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Location Firewall Settings
In Office Off
Out of Office Off

Traffic Filtering

Firewall monitors all incoming and outgoing traffic; providing the ability to block certain
types of traffic based on the following criteria:

*  Direction (incoming or outgoing)

*  Protocol (TCP/UDP/ICMP)

*  Destination ports

*  Destination computer

Scanning for Network Viruses

The Firewall examines each data packet to determine if it is infected with a network
virus.

Stateful Inspection

The Firewall is a stateful inspection firewall; it monitors all connections to the client
making sure the transactions are valid. It can identify specific conditions in a transaction,
predict what transaction should follow, and detect when normal conditions are violated.
Filtering decisions, therefore, are based not only on profiles and policies, but also on the
context established by analyzing connections and filtering packets that have already
passed through the firewall.

Intrusion Detection System

5-10

Firewall also includes an Intrusion Detection System (IDS). The IDS can help identify
patterns in network packets that may indicate an attack on the client. Firewall can help
prevent the following well-known intrusions:

*  Oversized Fragment: This exploit contains extremely large fragments in the IP

datagram. Some operating systems do not properly handle large fragments and may
throw exceptions or behave in other undesirable ways.
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Ping of Death: A ping of death (abbreviated “POD?”) is a type of attack on a
computer that involves sending a malformed or otherwise malicious ping to a
computer. A ping is normally 64 bytes in size (or 84 bytes when IP header is
considered); many computer systems cannot handle a ping larger than the maximum
IP packet size, which is 65,535 bytes. Sending a ping of this size can crash the target
computer.

Conflicting ARP: This occurs when the source and the destination IP address are
identical.

SYN flood: A SYN flood is a form of denial-of-service attack in which an attacker
sends a succession of SYN requests to a target's system.

Overlapping Fragment: This exploit contains two fragments within the same IP
datagram and have offsets that indicate they share positioning within the datagram.
This could mean that fragment A is being completely overwritten by fragment B, or
that fragment A is partially being overwritten by fragment B. Some operating
systems do not properly handle overlapping fragments and may throw exceptions or
behave in other undesirable ways. This is the basis for the so called teardrop Denial
of service Attacks.

Teardrop Attack: The Teardrop attack involves sending IP fragments with
ovetlapping, ovet-sized, payloads to the tatget machine. A bug in the TCP/IP
fragmentation re-assembly code of various operating systems caused the fragments
to be improperly handled, crashing them as a result of this.

Tiny Fragment Attack: When any fragment other than the final fragment is less
than 400 bytes, indicating that the fragment is likely intentionally crafted. Small
fragments may be used in denial of service attacks or in an attempt to bypass
security measures or detection.

Fragmented IGMP: When a client receives a fragmented Internet Group
Management Protocol (IGMP) packet, the client's performance may degrade or the
computer may stop responding (hang) and require a reboot to restore functionality.
LAND Attack: A LAND attack is a DoS (Denial of Service) attack that consists of
sending a special poison spoofed packet to a computer, causing it to behave
undesirably. The attack involves sending a spoofed TCP SYN packet (connection
initiation) with the target host's IP address and an open port as both source and
destination.

5-11
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Stateful Inspection

The Firewall is a stateful inspection firewall; it monitors all connections to the client
making sure the transactions are valid. It can identify specific conditions in a transaction,
predict what transaction should follow, and detect when normal conditions are violated.
Filtering decisions, therefore, are based not only on profiles and policies, but also on the
context established by analyzing connections and filtering packets that have already
passed through the Firewall.

Configuring the Firewall

5-12

Note: Configure the Firewall for In Office and Out of Office. If Location Awareness is
disabled, In Office settings will be used for Out of Office connections. Refer to
Location Awareness on page 10-6.
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Navigation Path: Security Settings > Select a group > Configure >

Firewall > In Office/Out of Office

Firewvall -In Office

[0 EnsclzFirewall

O simplem:

@ Advances

o defaulisatings.

,1DS, netifications, snd sxospticns

Security Lewvel

Choose 8 trafficrule for all perts not defined in the exception |ist
Q High:  Allinbound
© Medium: Intound tra

® Low: Allinboundioutt

Settings

) 2
| |Hame Action Direction Protocol PortPortRange Machine
|t |ons Allew Bi-girectional TCPUDP Spacifizd 52 All
2 [NetBIOS | Allow, i 137, Al
] | Al e . o

FIGURE 5-2. Firewall - In Office screen

To configure the Firewall:

1. From the Firewall screen, update the following options as required:

*  Enable Firewall: Select to enable the firewall for the group and location.

*  Simple Mode: Enables firewall with default settings. Refer to Default

Firewall Settings on page 5-9.

*  Advanced Mode: Enables firewall with custom settings. Refer to Advanced
Firewall Options on page 5-13 for configuration options.

2. Click Save. The changes take effect immediately.

Advanced Firewall Options

Use the Advanced Firewall options to configure custom firewall settings for a particular

group of clients.

5-13



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

To configure advanced firewall options:

1. From the Firewall screen, select Advanced Mode.
2. Update the following options as required:

*  Security Level: The security level controls the traffic rules to be enforced for
portts not in the exception list.

*  High: Blocks inbound and outbound traffic.
*  Medium: Blocks inbound traffic and allows outbound.
*  Low: Allows inbound and outbound traffic.
*  Settings
*  Enable Intrusion Detection System: Intrusion Detection System

identifies patterns in network packets that may indicate an attack. Refer to
Intrusion Detection System on page 5-10 for more information.

*  Enable Alert Messages: When WEFBS-A detects a violation, the client is
notified.

*  Exceptions: Ports in the exception list will not be blocked. Refer to Working
with Firewall Exceptions on page 5-15 for more information.

3. Click Save.

Disabling the Firewall

Navigation Path: Security Settings > Select a group > Configure >
Firewall > In Office/Out of Office

To disable the Firewall:

1. To disable the firewall for the group and connection type, clear the Enable
Firewall check box.

2. Click Save.

Note: To completely disable the Firewall, repeat the above process for both connection
types (In Office and Out of Office).
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Working with Firewall Exceptions

Exceptions comprise specific settings that allow or block different kinds of traffic based
on Direction, Protocol, Port and Machines.

For example, during an outbreak, you may choose to block all client traffic, including the
HTTP port (port 80). However, if you still want to grant the blocked clients access to
the Internet, you can add the Web proxy server to the exception list.

Adding Exceptions

To add an exception:

1.

From the Firewall - Advanced Mode screen in the Exceptions section, click
Add.

Update the options as required:
*  Name: Specify a unique name for the exception.
*  Action: Block or Allow the traffic for the selected protocol, ports, and clients.

*  Direction: Inbound refers to traffic flowing from the Internet and into your
network. Outbound refers to traffic flowing from your network and into the
Internet.

*  Protocol: The network traffic protocol for this exclusion.

* Ports
* Al ports (default)
* Range

*  Specified ports: Separate individual entries with commas.
*  Machine

*  All IP addresses (default)

e IPrange

*  Single IP: The IP address of a particular client.

Click Save. The Firewall Configuration screen appears with the new exception in
the exception list.

5-15
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Editing Exceptions
To edit an exception:

1. From the Firewall - Advanced Mode screen in the Exceptions section, select the
exclusion you want to edit.

Click Edit.

Update the options as required. Refer to Adding Exceptions on page 5-15 for more
information.

4. Click Save.

Removing Exceptions
To remove an exception:

1. From the Firewall - Advanced Mode screen, in the Exceptions section, select the
exclusion you want to delete.

2. Click Remove.

Using Web Reputation

5-16

Web Reputation helps prevent access to URLs that pose potential security risks by
checking any requested URL against the Trend Micro Web Security database. Depending
on the location (In Office/Out of Office) of the client, configure a different level of
security.

If Web Reputation blocks a URL and you feel the URL is safe, add the URL to the
Approved URLs list. For information on adding a URL to the Approved URL list, refer
to Approved URLs on page 10-8 for more details.



Managing Basic Security Settings

Configuring Web Reputation

Navigation Path: Security Settings > Select a group > Configure > Web
Reputation > In Office/Out of Office

Web Reputation evaluates the potential security risk of all requested URLs by querying
the Trend Micro Security database at the time of each HT'TP request.

Note: Configure the Web Reputation settings for In Office and Out of Office. If Location
Awareness is disabled, In Office settings will be used for Out of Office connections.
Refer to Location Awareness on page 10-6.

Web Reputation - In Office ((jl

In Office Settings work as default settings if Location Awareness is disabled.
Review Location Awareness settings

Enable WWeb Reputation
Security Level

® High Blocks pages that are:
e ‘erified fraud pages or threat sources
e Suspected fraud pages or threst sources
& Associated with spam or possibly compromised
* Unrated pages
O Medium Blocks pages that are:
» Verified fraud pages or threst sources
» Suspected fraud pages of threat sources
o Low Blocks pages that are:

® “Verified fraud pages or threst sources

Global Approved URL(S

FIGURE 5-3. Security Settings > Web Reputation screen

To edit Web Reputation settings:

1. From the Web Reputation screen, update the following as required:
*  Enable Web Reputation
*  Security Level

*  High: Blocks pages that are verified fraud pages or threat sources,
suspected fraud pages or threat sources, associated with spam or possibly
compromised, unrated pages

*  Medium: Blocks pages that are verified fraud pages or threat sources,
suspected fraud pages or threat sources

*  Low: Blocks pages that are verified fraud pages or threat sources
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2. To modify the list of approved Web sites, click Global Approved URL(s) and
modify your settings on the Global Settings screen.

3. Click Save.

Configuring URL Filtering

Navigation Path: Security Settings > Select Group > Configure > URL
Filtering

Use URL filtering to block unwanted content from the Internet. You can select specific
types of Web sites to block during different times of the day by selecting Custom. Also
define Business Hours and Leisure Hours block Web sites during different times of the

day.

during different times of the day, select Custom and configure the teble below

Enable URL Fittering

Filter Strength
[&] High Blocks knoveen or potential security threats, inappropriate or possibly offensive contert, content that can
atfect productivity or bandwidth, and unrated pages
@ Medium Blocks known security threats and inappropriate content
O Low Blocks known securty threats
O custom Select specific pags categories ta block
Filter Rules
URL Category D Business Hours D Leisure Hours
1+ Adult O
#| Business "] O

FIGURE 5-4. Security Settings > URL Filtering screen

To configure URL Filtering:
1. From the URL Filtering screen, update the following as required:
*  Enable URL Filtering
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*  Filter Strength

*  High: Blocks known or potential security threats, inappropriate or

possibly offensive content, content that can affect productivity or

bandwidth, and unrated pages

*  Medium: Blocks known security threats and inappropriate content

*  Low: Blocks known security threats

*  Custom: Select your own categories, and whether you want to block the

categories during business hours or leisure hours.

Define your Business Hours.

To modify the list of approved Web Sites, click Global Approved URL(s) and

modify your settings on the Global Settings screen.

4. Click Save.

Using Behavior Monitoring

Agents constantly monitor clients for unusual modifications to the operating system or

on installed software. Administrators (or users) can create exception lists that allow

certain programs to start while violating a monitored change, or completely block

certain programs. In addition, programs with a valid digital signature are always allowed

to start.

Refer to the following table to view the description and default value of the monitored

changes.

TABLE 5-3. Possible Changes Monitored
Monitored Description Default
Change Value
Duplicated Many malicious programs create copies of Ask when
System File themselves or other malicious programs using necessary

file names used by Windows system files. This
is typically done to override or replace system
files, avoid detection, or discourage users
from deleting the malicious files.
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Modification

the ports that are open for communication, and
the IP addresses that can communicate with
the computer. Many malicious programs
modify the policy to allow themselves to
access to the network and the Internet.

TABLE 5-3. Possible Changes Monitored (Continued)

Monitored Description Default
Change Value
Hosts File The Hosts file matches domain names with IP Always
Modification addresses. Many malicious programs modify block

the Hosts file so that the Web browser is

redirected to infected, non-existent, or fake

Web sites.
Suspicious Suspicious behavior can be a specific action Ask when
Behavior or a series of actions that is rarely carried out necessary

by legitimate programs. Programs exhibiting

suspicious behavior should be used with

caution.
System File Certain Windows system files determine Always
Modification system behavior, including startup programs block

and screen saver settings. Many malicious

programs modify system files to launch

automatically at startup and control system

behavior.
New Internet Spyware/grayware programs often install Ask when
Explorer unwanted Internet Explorer plugins, including necessary
Plugin toolbars and Browser Helper Objects.
Internet Many virus/malware change Internet Explorer Always
Explorer settings, including the home page, trusted block
Setting Web sites, proxy server settings, and menu
Modification extensions.
Security Modifications in Windows Security Policy can Always
Policy allow unwanted applications to run and block
Modification change system settings.
Firewall The Windows Firewall policy determines the Ask when
Policy applications that have access to the network, necessary
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TABLE 5-3. Possible Changes Monitored (Continued)

Monitored Description Default
Change Value
Program Many malicious programs configure Windows Ask when
Library so that all applications automatically load a necessary
Injection program library (DLL). This allows the

malicious routines in the DLL to run every time
an application starts.

Shell Many malicious programs modify Windows Ask when
Modification shell settings to associate themselves to necessary
certain file types. This routine allows malicious
programs to launch automatically if users open
the associated files in Windows Explorer.
Changes to Windows shell settings can also
allow malicious programs to track the
programs used and start alongside legitimate

applications.
New Service Windows services are processes that have Ask when
special functions and typically run necessary

continuously in the background with full
administrative access. Malicious programs
sometimes install themselves as services to

stay hidden.
System Many malicious programs perform various Ask when
Process actions on built-in Windows processes. These necessary
Modification actions can include terminating or modifying

running processes.
New Startup Many malicious programs configure Windows Ask when
Program so that all applications automatically load a necessary

program library (DLL). This allows the
malicious routines in the DLL to run every time
an application starts.

Another feature of Behavior Monitoring is to protect EXE and DLL files from being
deleted or modified. Users with this privilege can protect specific folders. In addition,
users can select to collectively protect all Intuit QuickBooks programs.
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Configuring Behavior Monitoring

5-22

Navigation Path: Security Settings > Select a group > Configure >
Behavior Monitoring

Behavior Monitoring protects clients from unauthorized changes to the operating
system, registry entries, other software, or files and folders.

Behavior Monitoring

@

Enable Bishavior Manitoring

Software Protection

Enable Intuit "™ GuickBooks™ Protection (£

Possible Changes Monitored

Action

Details

Duplicated System Fils Ask ¥when Mecessary v
Hasts File Modffication
Suspicious Behavior
System File Modification ’Alwaysﬂlut:k—v|
Mewy Irternet Explorer Plugin AskWhen Mecessary v
e S s
Security Policy Modificetion
Firswvall Policy Modification Ak ¥ihen Necassary v
Program Library Injection [askhen Mecessary |
Shell Modification Aszk When Necessary v
New Ssrvice Ask When Necessary v
System Process Modification [Shways mlow ]
Mewy Startup Program Aszk When Necessary v
Exceptions

Enter Program Full Path

Specify the ful path of programs and add them to the Approved or Blocked Program list. Programs inthe Approved
Program list can be launched and those in the Blocked Program list cannnot be lsunched

Example: C:\Program FilesiMSH MessengerMSYS exe (Use semicolon to separate entries)

\
FIGURE 5-5.

Behavior Monitoring screen
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To edit Behavior Monitoring settings:

1. From the Behavior Monitoring screen, update the following as required:

*  Enable Behavior Monitoring

Note:  Navigate to Security Settings > Select a group > Configure > Client
Privileges and select Edit exception list in the Behavior Monitoring
section.

*  Enable Intuit™ QuickBooks™ Protection: Protects all Intuit QuickBooks
files and folders from unauthorized changes by other programs. Enabling this
feature will not affect changes made from within Intuit QuickBooks programs,
but will only prevent changes to the files from other unauthorized applications.

The following products are supported:
QuickBooks Simple Start
QuickBooks Pro
QuickBooks Premier
QuickBooks Online

*  Prevent applications in USB plug-in devices from automatically opening:
Select this option to stop programs on USB devices from running automatically
on clients.

*  Possible Changes Monitored: Sclect Always Allow, Ask When Necessary,
or Always Block for each monitored change. Refer to Table 5-3 on page 5-19
for information on the different changes.

*  Exceptions: Exceptions include an Approved Program List and a Blocked
Program List: Programs in the Approved Programs List can be started even
if it violates a monitored change, while programs in the Blocked Program List
can never be started.

e Full Path of Program: Type the full path of the program. Separate
multiple entries with semicolons ;). Click Add to Approved Programs
List or Add to Blocked Programs List. Use environment variables to
specify paths, if required. Refer to Table 5-4 on page 5-24 for the list of
supported variables.

*  Approved Programs List: Programs (maximum of 100) in this list can be

started. Click the corresponding i icon to delete an entry.
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*  Blocked Programs List: Programs (maximum of 100) in this list can

never be started. Click the corresponding flli icon to delete an entry.
2. Click Save.

Environment Variables

WEBS-A supports environment variables to specify specific folders on the client. Use
these variables to create exceptions for specific folders. The following table describes
the available variables:

TABLE 5-4. Supported Variables

Environment Points to the...

Variable

$windir$ Windows folder

$rootdir$ root folder

$tempdir$ Windows temporary folder

$programdir$ Program Files folder
TrendSecure

TrendSecure comprises a set of browser-based tools (TrendProtect and Transaction
Protector) that enable users to surf the Web securely. TrendProtect warns users about
malicious and Phishing Web sites. Transaction Protector determines the safety of your
wireless connection by checking the authenticity of the access point.

TrendSecure adds a browser toolbar that changes color depending on the safety of
your wireless connection. You can also click the toolbar button to access the
following features:

*  Wi-Fi Advisor: Checks the safety of wireless networks based on the validity of their
SSIDs, authentication methods, and encryption requirements.
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Page Ratings: Determines the safety of the current page.

Note: Configure the TrendSecure settings for In Office and Out of Office. If Location

Awareness is disabled, In Office settings will be used for Out of Office connections.
Refer to Location Awareness on page 10-6.

Configuring TrendSecure

Navigation Path: Security Settings > Select a group > Configure >
TrendSecure Toolbars > In Office/Out of Office

Configure the availability of TrendSecure tools to users depending on their location.

TrendSecure Toolbars - In Office

In Office Seftings work a3 default settings if Location Avwareness iz disabled
Review Location Awareness seftings

Trend3ecure comprises & set of browser-based tools (TrencProtect and Transaction Protector)
that enable users to surf the Wieh securely

How to use:

Step1 Step2 Step3
Enahle the required Install the companents an Dane.
components: Clierts

Transaction Protector

[] EnableWi-Fi Advisor

Mote: Wincows XP SP2 (32-hit) Clients require a Microsoft Hat Fix to use Wi-Fi Advisor. The hot fix installation starts:

automatically when Wi-Fi Advisor is clicked on & Client's broweser. After installing the hot fix, plesse restart the Client.
TrendProtect

[] Enahle Page Ratings

Save

FIGURE 5-6. TrendSecure Toolbars - In Office screen
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To edit the availability of TrendSecure tools:

1. From the TrendSecure In Office/Out of Office screen, update the following as
required:
*  Enable Wi-Fi Advisor: Checks the safety of wireless networks based on the
validity of their SSIDs, authentication methods, and encryption requirements.
*  Enable Page Ratings: Determines the safety of the current page.
2. Click Save.

Note: TrendSecutre Toolbars can only be made available to agents from the Web console.
Users have to install or uninstall the tools from the agent’s console.

Managing POP3 Mail Scan
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POP3 Mail Scan and the Trend Micro Anti-Spam toolbar plug-in protect clients in
real-time against security risks and spam transmitted through POP3 email messages.

Note: By default, POP3 Mail Scan can only scan new messages sent through port 110 in the
Inbox and Junk Mail folders. It does not support secure POP3 (SSL-POP3), which is
used by Exchange Server 2007 by default.

POP3 Mail Scan Requirements

POP3 Mail Scan supports the following mail clients:

*  Microsoft Outlook™ 2000, 2002 (XP), 2003, and 2007

*  Outlook Express™ 6.0 with Service Pack 2 (on Windows XP only)
*  Windows Mail™ (on Microsoft Vista only)

*  Mozilla Thunderbird 1.5 and 2.0

Note: POP3 Mail Scan cannot detect security risks and spam in IMAP messages. Use
Messaging Security Agent to detect security risks and spam in IMAP messages.
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Anti-Spam Toolbar Requirements

The Trend Micro Anti-Spam toolbar supports the following mail clients:
*  Microsoft Outlook 2000, 2002 (XP), 2003, and 2007

*  Outlook Express 6.0 with Service Pack 2 (on Windows XP only)

*  Windows Mail (on Windows Vista only)

The Anti-Spam toolbar supports the following operating systems:
*  Windows XP SP2 32-bit
*  Windows Vista 32- and 64-bit

Configuring Mail Scan
Navigation Path: Security Settings > Select a group > Configure > Mail
Scan
To edit the availability of Mail Scan:

1. From the Mail Scan screen, update the following as required:
*  Enable real-time scan for POP3 mail
*  Enable Trend Micro Anti-Spam toolbar

2. C(lick Save.
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Client Privileges
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Navigation Path: Security Settings > Select a group > Configure > Client

Privileges

Grant Client Privileges to allow users to modify settings of the agent installed on their

computer.

Tip: To enforce a regulated security policy throughout your organization, Trend Micro

recommends granting limited privileges to users. This en
settings or unload Client/Server Security Agent.

sures users do not modify scan

Configuring Client Privileges

Client Privileges

Grant clients the priviiegs to modify the folowing settings

Antivirus/Anti-spyware

Manual Scan settings Stop Scheduled Scan
Scheduled Scan seffings Enable roaming mode

Real-time Scan seftings

Firewall

Display Firewall tab

Al clients to enablefdisable firewsll

Web Reputation

Etiit approved URL list

Behavior Monitoring

Display Behavior Monitoring tab and allow users to customize the lists

Mail Scan

Allowy users to configure real-time scan for POPS mail

Proxy Settings

Allowy users to configure prosy seftings

(Dizabling this festure will reset the proxy settings to their default)

Update Privileges

Perform "Update Now*
Enableidizable Scheduled Update

(Select this check box to make the Scheduled Updste option visile on the ciient; otherwise, the option wil not be
vizible)

FIGURE 5-7. Client Privileges screen
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To grant privileges to Clients:

1. From the Client Privileges screen, update the following as required:

Antivirus/Anti-spywate

*  Manual Scan settings

*  Scheduled Scan settings
*  Real-time Scan settings
*  Stop Scheduled Scan

*  Enable roaming mode
Firewall

* Display Firewall tab

¢ Allow clients to enable/disable firewall

Note:  If you allow users to enable or disable the firewall, you cannot change these
settings from the Web console. If you do not grant users this privilege, you
can change these settings from the Web console. The information under
Local Firewall settings on the agent always reflects the settings
configured from the agent, not the Web console.

Web Reputation
*  Edit approved URL list
Behavior Monitoring

*  Display Behavior Monitoring tab and allow users to customize the
lists: Allow users to enable/disable Behavior Monitoring and configure
the Exception List and the Software Protection List.

Mail Scan

*  Allow users to configure real-time scan for POP3 mail
Proxy Settings

* Allow users to configure proxy settings

Update Privileges

*  Perform “Update Now”

*  Enable/Disable Scheduled Update

Update Settings
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*  Download from Trend Micro ActiveUpdate Server: When users
initiate an update, the agent gets updates from the update source specified
on the Update Source screen. If the update fails, the agents attempt to
update from the Security Server. Selecting Download from the Trend
Micro ActiveUpdate Server enables agents to attempt to update from the
Trend Micro ActiveUpdate Server if the update from the Security Server
fails.

Tip: To ensure agents on portable clients are updated when they are out of the
office, enable Download from Trend Micro ActiveUpdate Server.

*  Enable Scheduled Update
*  Disable program upgrade and hot fix deployment
*  Client Security
*  High: Prevents access to agent folders, files, and registry entries.

*  Normal: Provides read/write access to agent folders, files, and registry
entries.

Note: If you select High, the access permissions settings of the agent folders, files,
and registry entries ate inherited from the Program Files folder (for clients
running Windows Vista/2000/XP/Setver 2003).
Therefore, if the permissions settings (security settings in Windows) of the
Windows file or Program Files folder are set to allow full read/write access,
selecting High still allows clients full read/write access to the Client/Server

Security Agent folders, files, and registry entries.

2. Click Save.
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Managing the Quarantine

The quarantine directory stores infected files. The quarantine directory can reside on the
client itself or on another server. If an invalid quarantine directory is specified, agents
use the default quarantine directory on the client:

C:\Program Files\Trend Micro\Client Server Security
Agent\SUSPECT

The default folder on the server is:

C:\Program Files\Trend Micro\Security Server\PCCSRV\Virus

Note: If the CSA is unable to send the file to the Security Server for any reason, such as a
network connection problem, the file remains in the client suspect folder. The agent
attempts to resend the file when it reconnects to the Security Server.

Configuring the Quarantine Directory

Navigation Path: Security Settings > Select a group > Configure >
Quarantine

Quarantine Directory f(ju

Quarantine Directory

Specify the quarantine directory for antivirus

Quarantine directory: HTTPuftweam03.tweam03.local

Specify a URL or a UNC path

(Example: HTTP:#i<CSM Server= or W<CSM Server=\CSMVirus)

FIGURE 5-8. Quarantine Directory screen
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To set the Quarantine directory:

1. From the Quarantine Directory screen, update the following as required:

*  Quarantine directory: Type a Uniform Resource Locator (URL) or Universal
Naming Convention (UNC) path to store the infected files. For example,
http://www.example.com/quarantine or
\\TempServer\Quarantine.

2. Click Save.
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Chapter 6

Managing the Messaging Security
Agent

This chapter describes the Messaging Security Agent and explains how to set Real-time
Scan options, configure anti-spam, content filtering, attachment blocking, and
quarantine maintenance options for Microsoft Exchange servers.

The topics discussed in this chapter include:

o About Messaging Security Agents on page 6-2

e Configurable Options for the Messaging Security Agent on page 6-6

*  Antivirus on page 6-8

e Anti-Spam on page 6-13

*  Content Scanning on page 6-15

*  Content Filtering on page 6-22

»  Attachment Blocking on page 6-41

*  Messaging Agent Quarantine on page 6-45

*  Operations on page 6-53

*  Adding Microsoft Exchange Servers fo the Security Groups Tree on page 6-59

*  Replicating Settings for Microsoft Exchange Servers on page 6-61

*  Adding a Disclaimer to Outbound Email Messages on page 6-62
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About Messaging Security Agents

6-2

Messaging Security Agents (MSAs) protect Microsoft Exchange servers. The Messaging
Security Agent helps prevent email-borne threats by scanning email passing in and out
of the Microsoft Exchange Mailbox Store as well as email that passes between the
Microsoft Exchange Server and external destinations. In addition, the Messaging
Security Agent can:

e reduce spam
*  block email messages based on content
*  block or restrict email messages with attachments

Messaging Security Agents can only be installed on Microsoft Exchange servers. The
Groups Tree displays all the Messaging Security Agents in a network.

Note: Multiple Messaging Security Agents cannot be combined into a Group. Administer
and manage each Messaging Security Agent individually.

WEBS-A uses the Messaging Security Agent to gather security information from
Microsoft Exchange servers. For example, the Messaging Security Agent reports spam
detections or completion of component updates to the Trend Micro Security Server.
This information displays in the Web console. The Trend Micro Security Server also
uses this information to generate logs and reports about the security status of your
Microsoft Exchange servets.

Note: Each detected threat generates one log entry/notification. This means that if the
Messaging Security Agent detects multiple threats in a single email, it will generate
multiple log entries and notifications. There may also be instances when the same
threat is detected several times, especially if you are using cache mode in Outlook
2003. When cache mode is enabled, the same threat may be detected both in the
transport queue folder and Sent Items folder, or in the Outbox folder.
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How the Messaging Security Agent Scans Email Messages

The Messaging Security Agent (MSA) uses the following sequence to scan email

messages:

1. Scans for spam (Anti-spam)

a.
b.
c.

d.

c.

Compares the email to the Administrator’s Approved/Blocked Senders list
Checks for phishing occurrences

Compares the email with the Trend Micro supplied exception list
Compares the email with the Spam signature database

Applies heuristic scanning rules

Scans for content filtering rule violations

Scans for attachments that exceed user defined parameters

Scans for virus/malware (Antivirus)
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MSA Actions

Administrators can configure the Messaging Security Agent to take actions according to
the type of threat presented by virus/malware, Trojans, and worms. If you use
customized actions, set an action for each type of threat.

TABLE 6-1. Messaging Security Agent Customized Actions

Action Description

Clean Removes malicious code from infected message bodies and
attachments. The remaining email message text, any
uninfected files, and the cleaned files are delivered to the
intended recipients. Trend Micro recommends you use the
default scan action clean for virus/malware.

Under some conditions, the Messaging Security Agent cannot
clean a file.

During a manual or Scheduled Scan, the Messaging Security
Agent updates the Information Store and replaces the file
with the cleaned one.

Replace with The Messaging Security Agent deletes the infected content
text/file and replaces it with text or a file. The email message is

delivered to the intended recipient, but the text replacement
informs them that the original content was infected and was

replaced.
Quarantine Moves the email message to a restricted access folder,
entire removing it as a security risk to the Microsoft Exchange
message environment. The original recipient will not receive the

message. This option is not available in Manual and
Scheduled Scanning.

See Confignring Quarantine Directories on page 6-46 for more
information about the quarantine folder.
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TABLE 6-1. Messaging Security Agent Customized Actions (Continued)
Action Description
Quarantine Quarantines only the infected content to the quarantine

message part

directory and the recipient receives the message without this
content.

Delete entire

During Real-time Scanning, the Messaging Security Agent

message deletes the entire email message. The original recipient will
not receive the message. This option is not available in
Manual or Scheduled Scanning.

Pass Records virus infection of malicious files in the Virus logs, but
takes no action.
Excluded, encrypted, or password-protected files are
delivered to the recipient without updating the logs.

Archive Moves the message to the archive directory and delivers the
message to the original recipient.

Quarantine The Messaging Security Agent sends the entire message to

message to the Security Server for quarantine.

server-side

spam folder

Quarantine The Messaging Security Agent sends the entire message to

message to the user’s spam folder for quarantine.

user's spam
folder

Tag and
deliver

The Messaging Security Agent adds a tag to the header
information of the email message that identifies it as spam
and then delivers it to the intended recipient.
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Advanced Macro Scanning

The Messaging Security Agent uses the virus pattern file to identify known malicious
macro codes during regular scanning. The Messaging Security Agent takes action against
malicious macro code depending on the action that you configure from the Antivirus
screen. Use Advanced macro scanning to gain additional protection against malicious
macro code.

Advanced macro scanning supplements regulat virus/malware scanning. It uses
heuristic scanning to detect macro viruses or simply strips all detected macro code.
Heuristic scanning is an evaluative method of detecting viruses that uses pattern
recognition and rules-based technologies to search for malicious macro code. This
method excels at detecting undiscovered viruses and threats that do not have a known
virus signature. When a malicious macro code is detected using heuristic scanning, the
Messaging Security Agent takes action against the malicious code based on the action
that you configured from the Antivirus screen. When you select Delete all macros
detected by advanced macro scanning, the Messaging Security Agent strips all macro
code from the scanned files.

Configurable Options for the Messaging
Security Agent

The following items can be accessed by clicking Configure from the Security Settings
screen:

*  Antivirus: Configure Real-time Scan options for the Messaging Security Agent.

*  Anti-spam (Content Scanning): Set spam detection level, configure
Approved/Blocked Senders list, and set actions for spam.

*  Anti-Spam (Email Reputation): Configure Email Reputation to block messages
from known or suspected sources of spam. Additionally, create exclusions to allow
or block message from other senders

*  Content Filtering: Enable and configure content filtering.
*  Attachment Blocking: Specify attachment blocking requirements.

*  Quarantine: Perform queries, quarantine maintenance, and set Quarantine
directoties.

*  Operations: Perform spam maintenance, set internal email address, and set system

debugger options.
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Default Messaging Security Agent Settings

Consider the options listed in the table to help you optimize your Messaging Security

Agent configurations.

TABLE 6-2.

Trend Micro Default Actions for the Messaging Security Agent

Scan option

Real-time Scan

Manual and Scheduled
Scan

Anti-spam
Spam Quarantine message to Not applicable
user’s spam folder
(default, if the Outlook
Junk Email or End User
Quarantine installed)
Phish Delete entire message Not applicable

Content filtering

Filter messages that
match any condition
defined

Quarantine entire
message

Replace

Filter messages that
match all conditions
defined

Quarantine entire
message

Not available

particular email
accounts

Monitor the message Quarantine entire Replace
content of particular message

email accounts

Create an exception for | Pass Pass

Attachment blocking

Action

Replace attachment
with text/file

Replace attachment
with text/file
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TABLE 6-2.

Trend Micro Default Actions for the Messaging Security Agent

Scan option

Real-time Scan

Manual and Scheduled
Scan

Other

Encrypted and
Password protected
files

Pass (When you
configure the action to
Pass, encrypted files
and files that are
protected by passwords
are passed and the
event is not logged)

Pass (When you
configure the action to
Pass, encrypted files
and files that are
protected by passwords
are passed and the
event is not logged)

Excluded files (Files
over specified scanning
restrictions)

Pass (When you
configure the action to
Pass, files or message
body over the specified
scanning restrictions
are passed and the
event is not logged)

Pass (When you
configure the action to
Pass, files or message
body over the specified
scanning restrictions
are passed and the
event is not logged)

Antivirus

WEBS-A provides three types of scans to protect Microsoft Exchange Servers from
email-borne threats:

6-8

Real-time Scan: Real-time Scan is a persistent and ongoing scan. The Messaging
Security Agent guards all known virus entry points with Real-time Scanning of all

incoming messages, SMTP messages, documents posted on public folders, and files
replicated from other Microsoft Exchange servers. When it detects a security threat

it automatically takes action against those security risks according to the

configurations.

The Messaging Security Agent scans the following in real time:

¢ All incoming and outgoing email messages

*  Public-folder postings

e All server-to-server replications
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The speed of Real-time Scanning depends on its settings. You can increase the
performance of Real-time Scans by specifying certain file types that are vulnerable
to virus/malware.

*  Manual Scan: Manual Scan is an on-demand scan. Manual Scanning eliminates
threats from files on clients and inside Microsoft Exchange mailboxes. This scan
also eradicates old infections, if any, to minimize reinfection. During a Manual Scan,
WEBS-A takes actions against threats according to the actions set by the
Administrator.

*  Scheduled Scan: A Scheduled Scan is similar to Manual Scan but scans all files and
email messages at the configured time and frequency. Use Scheduled Scans to
automate routine scans on clients and improve threat management efficiency.

Configuring Real-time Scan for Messaging Security
Agents

Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Antivirus

Configure Messaging Security Agents to scan specific targets and set actions to take
when it discovers a security threat in the targeted messages and files. Also, configure
Agents to send notifications when it takes actions against security risks. Refer to
Table 6-2 on page 6-7 for the default settings.
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Antivirus @

Enable real-time antivirus

Target | Action

Default Scan

Select a method for scanning viruses, worms, Trojans, and other malicious code:
@ Allscannable files

Q InteliScan: uses “true file type” identification }J

) Specific file types 3

Enable InteliTrap (1)

Scan message body

Additional Threat Scan

[0 selectan
Spyware Adware
[ piaters [ Joke Programs
[ Hacking Tools [ Remotz Access Tooks
[ Passworg Cracking Applications O others
= Exclusions

Do not scan attachment andior message body if:

eeds: “
30
0

Message body size &

Attachment size exceeds I

Do not scan compressed files if:

Decompressed file count exceeds

MB

MB

Size of decompressed file exceeds MB
(1-20

Number of layers of compression exceeds: B
Size of decompressed file is “x" times the size of compressed file: 1000 | (1-1000000)

FIGURE 6-1.  Security Settings > Antivirus screen

To configure Real-time Scan for Messaging Security Agents:

1. From the Target tab on the Antivirus screen, update the following as required:

¢ Enable real-time antivitus

WARNING! Disabling Real-time Scan makes the Microsoft Exchange server vul-
nerable to infection.
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¢  Files to scan

IntelliScan: Scans files based on true-file type. Refer to Trend Micro
IntelliScan on page C-4 for more information.

All scannable files: Only encrypted or password-protected files are
excluded.

Specific file types: WEFBS-A will scan files with the selected extensions.
Separate multiple entries with commas (,).

Note:  The following file types are always .com, ASCII, TEXT, HTML, and Active

Server pages.

Enable IntelliTrap: IntelliTrap detects malicious code such as bots in
compressed files. Refer to Trend Micro IntelliTrap on page C-6 for more
information.

Scan message body: Scans the body of an email message that could
contain embedded threats.

* Additional Threat Scan: Select the additional threats WFBS-A should scan.
Refer to Understanding Threats on page 1-12 for definitions of threats.

*  Exclusions: Exclude email messages that match the following criteria from

scans:

Message body size exceeds

Attachment size exceeds

Decompressed file count exceeds

Size of decompressed file exceeds
Number of layers of compression exceeds

Size of decompressed file is “x” times the size of compressed file

2. From the Action tab, update the following as required:

e Action for Virus Detections

ActiveAction: Use Trend Micro preconfigured actions for threats. Refer
to Trend Micro ActiveAction on page C-4 for more information.

Perform the same action for all detected Internet threats: Select from
Clean, Replace with Text/File, Delete Entire message, Pass, or Quarantine
message part. Refer to Table 6-1 on page 6-4 for more information.
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Specify action per detected threats: Select from Clean, Replace with
Text/File, Delete Entite message, Pass, Quarantine entire message, ot
Quarantine message part for each type of threat. Refer to Table 6-1 on
page 6-4 for more information.

Enable action on Mass-mailing behavior: Select from Clean, Replace
with Text/File, Delete Entire message, Pass, or Quarantine message patt
for mass-mailing behavior type of threats. Refer to Table 6-1 on page 6-4
for more information.

Set the secondary action for unsuccessful cleaning attempts. Select from
Replace with Text/File, Delete Entire message, Pass, or Quarantine
message part.

Backup infected file before cleaning: Back up the threat before cleaning
as a precaution to protect the original file from damage.

Note:  Trend Micro recommends deleting backed up files immediately after

determining the original file was not damaged and that it is usable. If the
file becomes damaged or unusable, send it to Trend Micro for further
analysis. (Even if the Messaging Security Agent has completely cleaned and
removed the virus itself, some virus/malwate damage the original file code
beyond repair.)

Do not clean infected compressed files to optimize performance:
When Agents detect a threat in a compressed file, it will not clean the file.
Instead, it processes the files as if they were uncleanable.

Notifications: WFBS-A will send notification messages to the selected people.
Administrators can also disable sending notifications to spoofing senders.

Macros: A type of virus encoded in an application macro and often included in
a document. Select Enable advanced macro scan and configure the

following:

Heuristic level: Heuristic scanning is an evaluative method of detecting
viruses. This method excels at detecting undiscovered viruses and threats
that do not have a known virus signature.

Delete all macros detected by advanced macro scan: Refer to Advanced
Macro Scanning on page 6-6 for more information.
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*  Unscannable Message Parts: Set the action and notification condition for
encrypted and/or password-protected files. For the action, select from Replace
with Text/File, Delete Entire message, Pass, or Quarantine message patt.

*  Excluded Message Parts: Set the action and notification condition for parts
of messages that have been excluded. For the action, select from Replace with
Text/File, Delete Entite message, Pass, or Quarantine message patt.

*  Backup Setting: The location to save the backed up files.

*  Replacement Settings: Configure the text and file for replacement text. If the

action is replace with text/file, WFBS-A will replace the threat with this text
string and file.

3. Click Save.

Additionally, configure who receives notifications when an event occurs. Refer to
Configuring Events for Notifications on page 9-3.

Anti-Spam

WEBS-A provides two ways to combat spam — Email Reputation and Content
Scanning,

Email Reputation

There are two service levels for Email Reputation. They are:

*  Standard: The Standard service uses a database that tracks the reputation of about
two billion IP addresses. IP addresses that have been consistently associated with
the delivery of spam messages are added to the database and rarely removed.

*  Advanced: The Advanced service level is a DNS, query-based service like the
Standard service. At the core of this service is the standard reputation database,
along with the dynamic reputation, real-time database that blocks messages from
known and suspected sources of spam.

When an email message from a blocked or a suspected IP address is found, Email
Reputation blocks the message before it reaches your gateway.
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Configuring Email Reputation

Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Anti-Spam > Email Reputation

Configure Email Reputation to block messages from known or suspected sources of
spam. Additionally, create exclusions to allow or block message from other senders.

Anti-Spam (Email Reputationp @l

Enable real-time arti-spam (Email Reputation)

Target | Service Portal

Service Level

Set service level

(O Standard
Uses the Standard Reputation databaze to block messages from known spam sources. Click for more information
Intelligent action - Denial of connection for standard reputation matches

&) Advanced

Uses both Standard and Dynamic Reputation databases to block messages from known and suspected spam sources.
Click for more information

Intelligent action - Denial of connection for advanced reputation matches

'+l Approved IP Addresses

.+l Blocked IP Addresses

FIGURE 6-2. Email Reputation screen

To configure Email Reputation:

1. From the Target tab on the Email Reputation screen, update the following as
required:

*  Enable real-time Anti-Spam (Email Reputation)

*  Service Level: Refer to Email Reputation on page 6-13 for information about
the available services.

. Standard
¢ Advanced
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*  Approved IP Addresses: Email messages from these IP addresses will never
be blocked. Type the IP address to approve and click Add. If required, you can
import a list of IP addresses from a text file. To remove an IP address, select the
address and click Remove.

*  Blocked IP Addresses: Email messages from these IP addresses will always
be blocked. Type the IP address to block and click Add. If required, you can
import a list of IP addresses from a text file. To remove an IP address, select the
address and click Remove.

Click Save.
Go to:
https://nrs.nssg.trendmicro.com/index.ph

to view reports. Refer to Email Reputation documentation for more information.

Note: Email Reputation is a Web-based service. Administrator’s can only configure the
service level from the Web console.

Content Scanning

Content Scanning determines spam based on the content of the message rather than the
originating IP. The Messaging Security Agent uses the Trend Micro anti-spam engine
and spam pattern files to screen each email message for spam before delivering it to the
Information Store. The Microsoft Exchange server will not process rejected spam mail
and the messages do not end up in the user’s mailboxes.

Spam Detection

The anti-spam engine makes use of spam signatures and heuristic rules to screen email
messages. It scans email messages and assigns a spam score to each one based on how
closely it matches the rules and patterns from the pattern file. The Messaging Security
Agent compares the spam score to the user-defined spam detection level. When the
spam score exceeds the detection level, the Messaging Security Agent takes action
against the spam.
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For example, spammers often use many exclamation marks, or more than one
consecutive exclamation marks (!Il) in their email messages. When the Messaging
Security Agent detects a message that uses exclamation marks in this way, it increases the
spam score for that email message.

Select one of these options for your spam detection:

*  High: This is the most rigorous level of spam detection, but there is greater chance
of false positives. False positives are those emails that the Messaging Security Agent
filters as spam when they are actually legitimate emails.

*  Medium: This is the default setting. The Messaging Security Agent monitors at a
high level of spam detection with a moderate chance of filtering false positives.

*  Low: This is most lenient level of spam detection. The Messaging Security Agent
will only filter the most obvious and common spam messages, but there is a very
low chance that it will filter false positives.

The Messaging Security Agent uses the Trend Micro anti-spam engine and spam pattern
files to screen each email message for spam before delivering it to the Information
Store. The Microsoft Exchange server will not process rejected spam mail and the
messages do not end up in the user’s mailboxes.

The Messaging Security Agent performs one of the following actions on detected spam
during Real-time Scanning:

*  Quarantines spam messages to a server-side spam folder

*  Quarantines spam messages to uset’s spam folder

*  Deletes the spam message

*  Tags and delivers messages as spam

Note:  Microsoft Outlook may automatically filter and send messages that MSA detected as
spam to the Junk Mail folder.

Phishing

A Phishing incident starts with an email message that falsely claims to be from an
established or legitimate enterprise. The message encourages recipients to click a link
that will redirect their browsers to a fraudulent Web site. Here the user is asked to
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update personal information such as passwords, social security numbers, and credit card
numbers in an attempt to trick a recipient into providing private information that will be
used for identity theft.

When the Messaging Security Agent detects a Phish message, it can take the following
actions:

*  Quarantine message to server-side spam folder: The Messaging Security Agent
sends the entire message to the Security Server for quarantine.

*  Delete entire message: The Messaging Security Agent deletes the entire message
and Microsoft Exchange does not deliver it.

*  Tag and deliver: The Messaging Security Agent adds a tag to the header
information of the email message that identifies it as phish and then delivers it to the
intended recipient.

Approved and Blocked Senders Lists

An Approved Senders list is a list of trusted email addresses. The Messaging Security
Agent does not filter messages arriving from these addresses for spam—except when
Detect Phishing incidents is enabled. When you have enabled Detect Phishing
incidents, and the Messaging Security Agent detects a phishing incident in an email,
then that email message will not be delivered even when it belongs to an approved
sender list. A Blocked Senders list is a list of suspect email addresses. The Messaging
Security Agent always categorizes email messages from blocked senders as spam and
takes the appropriate action.

There are two Approved Senders lists: one for the Microsoft Exchange Administrator
and one for the end-users.

*  The Microsoft Exchange Administrator’s Approved Senders list and Blocked
Senders list (on the Anti-spam screen) control how the Messaging Security Agent
handles email messages bound for the Microsoft Exchange server.
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*  The end-user manages the Spam Folder that is created for them during installation.

The end-users’ lists only affect the messages bound for the server-side mailbox store

for each individual end-user.

Note:

Approved and Blocked Senders lists on a Microsoft Exchange server override the
Approved and Blocked Senders lists on a client. For example, the sender
“user@example.com” is on the Administrator’s Blocked Senders list, but the end-user
has added that address to his Approved Senders list. Messages from that sender arrive
at the Microsoft Exchange store and the Messaging Security Agent detects them as
spam and takes action against them. If the Messaging Security Agent takes the
Quarantine message to user’s spam folder action, it will attempt to deliver the message to the
end user’s Spam folder, but the message will be redirected to the end user’s inbox
instead because the end user has approved that sender.

Note:

When you are using Outlook, there is a size limit for the amount and size of addresses
on the list. To prevent a system error, the Messaging Security Agent limits the
amount of addresses that an end user can include in his or her approved sender list
(this limit is calculated according to the length and the number of email addresses).

The Messaging Security Agent supports wildcard matching for Approved and Blocked

Senders lists. It uses the asterisk (*) as the wildcard character.

The Messaging Security Agent does not support the wildcard match on the user name

art. However, if you type a pattern such as ‘“*@trend.com”, the Messaging Security
p , 11y peap > ging y
Agent still treats it as “@trend.com”.

You can only use a wildcard if it is:

*  next to only one period and the first or last character of a string

*  to the left of an @ sign and the first character in the string



Managing the Messaging Security Agent

*  any missing section at the beginning or end of the string serves the same function as

a wildcard

TABLE 6-3. Email Address Matches for Wildcards

Pattern

Matched samples

Unmatched samples

john@example.com

john@example.com

Any address different
from the pattern

@example.com

*@example.com

john@example.com

mary@example.com

john@ms1.example.co
m

john@example.com.us

mary@example.com.us

example.com

john@example.com
john@ms1.example.com

mary@ms1.rd.example.co
m

mary@example.com

john@example.com.us

mary@myexample.com.

us

joe@example.comon

*.example.com

john@ms1.example.com

mary@ms1.rd.example.co
m

joe@ms1.example.com

john@example.com

john@myexample.com.
us

mary@ms1.example.co
mon

example.com.*

john@example.com.us

john@ms1.example.com.u
s

john@ms1.rd.example.co
m.us

mary@example.com.us

john@example.com

mary@ms1.example.co
m

john@myexample.com.
us
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TABLE 6-3. Email Address Matches for Wildcards (Continued)

Pattern

Matched samples Unmatched samples

*.example.com.*

john@ms1.example.com.u | john@example.com

s john@ms1.example.co

john@ms1.rd.example.co m

m.us john@trend.example.us

mary@ms1.example.com.
us

*.*.*.example.com

*kkkk

.example.com

The same as “*.example.com”

*example.com
example.com*
example.*.com

@*.example.com

Invalid patterns

Configuring Content Scanning
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Navigation Path: Security Settings > Select a Messaging Security Agent

> Configure > Anti-Spam > Content Scanning

Configuring Content Scanning to scan SMTP traffic for spam is a two-step process.
First, select a spam detection level, configure the Approved Senders, and Blocked
Senders lists. Next, choose the action for to take when WIEFBS-A detects spam.
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[Anti-Spam

Ensble realtime Anti-Spam

Target ‘lk Action “

Spam Catch Rate

Spam detection level.

Detect Phishing (&)

=l Approved Senders

Email from addresses or domain names in this list will not be treated as Spam

(for example:domain.com, username@domain.com, or @domain.com|

Add

Remove

(Limport ]

1+ Blocked Senders

FIGURE 6-3. Content Scanning screen

To configure Content Scanning:

1. From the Target tab on the Content Scanning screen, update the following as
required:

Enable real-time Anti-Spam (Content Scanning)

Spam Detection Level: Refer to Spam Detection on page 6-15 for information
about the available services.

Detect Phishing: Phishing incidents encourage users to click a link that will
redirect their browser to a fraudulent Web site that imitates an authentic Web
site. Refer to Phishing on page 6-16 for information.

Approved Senders: Email messages from these addresses or domain names
will never be blocked. Type the addresses or domain names to approve and
click Add. If required, you can import a list of addresses or domain names from
a text file. To remove addresses or domain names, select the address and click

Remove. Refer to Approved and Blocked Senders Lists on page 6-17 for
information

6-21



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

*  Blocked Senders: Email messages from these addresses or domain names will

always be blocked. Type the addresses or domain names to block and click

Add. If required, you can import a list of addresses or domain names from a

text file. To remove addresses or domain names, select the address and click
Remove. Refer to Approved and Blocked Senders Lists on page 6-17 for

information

Note:  The Blocked IP Addresses list takes precedence over Content Scanning.
Click Save.
From the Action tab on the Content Scanning screen, update the following as
required:
* Spam

Quarantine message to server-side spam folder
Quarantine message to uset's spam folder
Delete entire message

Tag and deliver: Appends the tag to the subject of the email message.

e Phishing Incident

Quarantine message to server-side spam folder
Delete entire message

Tag and deliver: Appends the tag to the subject of the email message.

4. Click Save.

Content Filtering

Content Filtering evaluates inbound and outbound email messages on the basis of

user-defined rules. Each rule contains a list of keywords and phrases. Content filtering

evaluates the header and/or content of messages by comparing the messages with the
list of keywords. When the content filter finds a word that matches a keyword, it can
take action to prevent the undesirable content from being delivered to Microsoft

Exchange clients. The Messaging Security Agent can send notifications whenever it takes

an action against undesirable content.
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The content filter provides a means for the Administrator to evaluate and control the
delivery of email on the basis of the message text itself. It can be used to monitor
inbound and outbound messages to check for the existence of harassing, offensive, or
otherwise objectionable message content. The content filter also provides a synonym
checking feature which allows you to extend the reach of your policies. You can, for
example, create rules to check for:

*  Sexually harassing language
*  Racist language

*  Spam embedded in the body of an email message

Note: By default, content filtering is not enabled.

Scan Actions
During Content Filtering, if an email message matches a rule, any one of the following
actions can be configured:

*  Replace with text/file: Replaces the filtered content with a text file. You cannot
replace text from the From, To, Cc, or Subject fields.

*  Quarantine entire message: Moves the entire message to the quarantine directory.

*  Quarantine message part: Quarantines only the filtered content to the quarantine
directory and the recipient receives the message without this content.

*  Delete entire message: Deletes the entire email message.

*  Archive: Moves the message to the archive directory and delivers the message to the
original recipient.

*  Pass: Delivers the message as is.

Note: The quarantine action is unavailable during Manual or Scheduled Scans.

Keywords

In WFBS-A, keywords include the following and are used to filter messages:
*  Words (guns, bombs, and so on)

*  Numbers (1,2,3, and so on)
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*  Special characters (&,#,+, and so on)
*  Short phrases (blue fish, red phone, big house, and so on)

*  Words or phrases connected by logical operators (apples .AND. oranges)

EEINTS

*  Words or phrases that use regular expressions (.REG. a.*e matches “ace”, “ate
“advance”, but not “all”, “any”, or “antivirus”)

>

,and

Importing Keywords

WEBS-A can import an existing list of keywords from a text (.txt) file. Imported
keywords appear in the keyword list.

Using Operators on Keywords

Operators are commands that combine multiple keywords. Operators can broaden or
narrow the results of a criteria. Enclose operators with periods (.). For example,

apples .AND. oranges and apples .NOT. oranges

Note: The operator has a dot immediately preceding and following, There is a space between
the final dot and the keyword.

TABLE 6-4. Using Operators

OPERATOR How IT WORKS EXAMPLE
any keyword MSA searches content that Type the word and add
matches the word it to the keyword list
OR MSA searches for any of the Type ".OR." between
keywords separated by OR all the words you want
to include

For example, apple OR orange.
MSA searches for either apple For example,
or orange. If content contains

. ” "apple .OR. orange"
either, then there is a match.
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TABLE 6-4. Using Operators (Continued)
OPERATOR How IT WORKS EXAMPLE

AND MSA searches for all of the Type ".AND." between

keywords separated by AND all the words you want
to include

For example, apple AND
orange. MSA searches for both For example,
apple and orange. If content "apple .AND. orange"
does not contain both, then
there is no match.

NOT MSA excludes keywords Type ".NOT." before a
following NOT from search. word you want to

exclude

For example, .NOT. juice. MSA
searches for content that does For example, “.NOT.
not contain juice. If the juice”
message has “orange soda”,
there is a match, but if it
contains “orange juice”, there is
no match.

WILD The wildcard symbol replaces a | Type “.WILD.” before

missing part of the word. Any
words that are spelled using
the remaining part of the
wildcard are matched.

Note: MSA does not support
using "?" in the wildcard
command ".WILD.".

the parts of the word
you want to include

For example, if you
want to match all
words containing
“valu”, type

Y .WILD.valu”. The
words Valumart,
valucash, and
valubucks all match.
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TABLE 6-4. Using Operators (Continued)

OPERATOR How IT WORKS EXAMPLE
REG To specify a regular expression, | Type ".REG." before
add a .REG. operator before the word pattern you
that pattern (for example, .REG. | want to detect.
a.*e).
Refer to Regular Expressions on For example, “.REG.

page 6-29 for more information, | 5 *e” matches: “ace’,
“ate”, and “advance”,

but not “all”, “any”, nor
“antivirus”

Using Keywords Effectively
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MSA offers simple and powerful features to create highly specific filters. Consider the

following, when creating your Content Filtering rules:

By default, MSA searches for exact matches of keywords. Use regular expressions to set
MSA to search for partial matches of keywords. For more information, refer to
Regular Expressions on page 6-29.

MSA analyzes multiple keywords on one line, multiple keywords with each word on
a separate line, and multiple keywords separated by commas/petiods/hyphens/and
other punctuation marks differently. See Table 6-5 for more information about using
keywords on multiple lines.

You can also set MSA to search for synonyms of the actual keywords.

TABLE 6-5. How to Use Keywords

SITUATION EXAMPLE MATCH/NON-MATCH
Two words on guns bombs Matches:
same line

“Click here to buy guns bombs and
other weapons.”

Does not match:

“Click here to buy guns and bombs.”
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TABLE 6-5. How to Use Keywords (Continued)

SITUATION EXAMPLE MATCH/NON-MATCH
Two words guns, bombs Matches:
separated by “Click here to buy guns, bombs, and
a comma

other weapons.”

Does not match:

“Click here to buy used guns, new
bombs, and other weapons.”
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TABLE 6-5. How to Use Keywords (Continued)

SITUATION EXAMPLE MATCH/NON-MATCH
Multiplewords | guns When you choose Any specified
on multiple bombs keywords
lines

weapons and ammo
Matches:

“Guns for sale”

Also matches:

“Buy guns, bombs, and other
weapons”

When you choose All specified
keywords

Matches:

“Buy guns bombs weapons and
ammo”

Does not match:

“Buy guns bombs weapons
ammunition.”

Also does not match:

“Buy guns, bombs, weapons, and

ammo”
Many guns bombs weapons | Matches:
keywords on ammo “Buy guns bombs weapons ammo”
same line

Does not match:

“Buy ammunition for your guns and
weapons and new bombs”
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Regular Expressions

Regular expressions are used to perform string matching, See the following tables for some
common examples of regular expressions. To specify a regular expression, add a “.REG.”
operator before that pattern.

There are a number of Web sites and tutorials available online. One such site is the
PerlDoc site, which can be found at:

http://www.perl.com/doc/manual/html/pod/petlre.html

WARNING! Regular expressions are a powerful string matching tool. For this reason,
Trend Micro recommends that Administrators who choose to use regular
expressions be familiar and comfortable with regular expression syntax.
Poorly written regular expressions can have a dramatic negative perfor-
mance impact. Trend Micro recommends is to start with simple regular
expressions that do not use complex syntax. When introducing new rules,
use the archive action and observe how MSA manages messages using
your rule. When you are confident that the rule has no unexpected conse-
quences, you can change your action.

See the following tables for some common examples of regular expressions. To specify a
regular expression, add a “ REG.” operator before that pattern.

TABLE 6-6. Counting and Grouping

ELEMENT WHAT IT MEANS EXAMPLE
The dot or period character do. matches doe, dog, don,
represents any character dos, dot, etc.d.r matches
except new line character. deer, door, etc.

* The asterisk character means do* matches d, do, doo,
zero or more instances of the dooo, doooo, etc.

preceding element.

+ The plus sign character means do+ matches do, doo,
one or more instances of the dooo, doooo, etc. but not d
preceding element.
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TABLE 6-6.

Counting and Grouping (Continued)

ELEMENT

WHAT IT MEANS

EXAMPLE

?

The question mark character
means zero or one instances of
the preceding element.

do?g matches dg or dog
but not doog, dooog, etc.

Parenthesis characters group
whatever is between them to be
considered as a single entity.

d(eer)+ matches deer or
deereer or deereereer, etc.
The + sign is applied to the
substring within
parentheses, so the regex
looks for d followed by one
or more of the grouping
eer.”

Square bracket characters
indicate a set or a range of
characters.

d[aeiouy]*+ matches da,
de, di, do, du, dy, daa, dae,
dai, etc. The + sign is
applied to the set within
brackets parentheses, so
the regex looks for d
followed by one or more of
any of the characters in the
set [aeioy].

d[A-Z] matches dA, dB, dC,
and so on up to dZ. The
set in square brackets
represents the range of all
upper-case letters between
A and Z.

("]

Carat characters within square
brackets logically negate the
set or range specified, meaning
the regex will match any
character that is not in the set
or range.

d[*aeiouy] matches db, dc
or dd, d9, d#--d followed
by any single character
except a vowel.
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TABLE 6-6. Counting and Grouping (Continued)

ELEMENT WHAT IT MEANS EXAMPLE

{} Curly brace characters set a da{3} matches daaa--d
specific number of occurrences | followed by 3 and only 3
of the preceding element. A occurrences of “a”. da{2,4}
single value inside the braces matches daa, daaa, daaaa,

means that only that many and daaaa (but not
occurrences will match. A pair daaaaa)--d followed by 2,
of numbers separated by a 3, or 4 occurrences of “a”.
comma represents a set of da{4,} matches daaaa,
valid counts of the preceding daaaaa, daaaaaa, etc.--d
character. A single digit followed by 4 or more
followed by a comma means occurrences of “a”.
there is no upper bound.

TABLE 6-7. Character Classes (shorthand)

ELEMENT WHAT IT MEANS EXAMPLE

\d Any digit character; functionally | \d matches 1, 12, 123, etc.,
equivalent to [0-9] or [[:digit:]] but not 1b7--one or more of

any digit characters.

\D Any non-digit character; \D matches a, ab, ab&, but
functionally equivalent to [*0-9] not 1--one or more of any
or [M:digit:]] character but 0, 1, 2, 3, 4,

5,6,7,8,0r9.

\w Any “word” character--that is, \w matches a, ab, a1, but
any alphanumeric character; not !&--one or more upper-
functionally equivalent to or lower-case letters or
[_A-Za-z0-9] or [_[:alnum:]] digits, but not punctuation

or other special characters.

\W Any non-alphanumeric \W matches *, &, but not
character; functionally ace or al--one or more of
equivalent to [*_A-Za-z0-9] or any character but upper- or
[*_[:alnum:]] lower-case letters and

digits.
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TABLE 6-7. Character Classes (shorthand) (Continued)
ELEMENT WHAT IT MEANS EXAMPLE
\s Any white space character; vegetable\s matches

space, new line, tab,
non-breaking space, etc.;
functionally equivalent to
[[:space]]

“vegetable” followed by any
white space character. So
the phrase “| like a
vegetable in my soup”
would trigger the regex, but
“I like vegetables in my
soup” would not.

\S

Any non-white space character;
anything other than a space,
new line, tab, non-breaking
space, etc.; functionally
equivalent to [:space]]

vegetable\S matches
“vegetable” followed by any
non-white space character.
So the phrase “I like
vegetables in my soup”
would trigger the regex, but
“I like a vegetable in my
soup” would not.

TABLE 6-8. Character Classes

ELEMENT WHAT IT MEANS EXAMPLE
[:alpha:] Any alphabetic characters .REG. [[:alpha:]] matches
abc, def, xxx, but not 123 or
@#$.
[:digit:] Any digit character; functionally | .REG. [[:digit:]] matches 1,
equivalent to \d 12, 123, etc.
[:alnum:] Any “word” character--that is, .REG. [[:alnum:]] matches

any alphanumeric character;
functionally equivalent to \w

abc, 123, but not ~!'@.
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TABLE 6-8. Character Classes (Continued)

ELEMENT WHAT IT MEANS EXAMPLE

[:space:] Any white space character; .REG. (vegetable)[[:space:]]
space, new line, tab, matches “vegetable”
non-breaking space, etc.; followed by any white space
functionally equivalent to \s character. So the phrase “I

like a vegetable in my soup”
would trigger the regex, but
“| like vegetables in my
soup” would not.

[:graph:] Any characters except space, .REG. [[:graph:]] matches
control characters or the like 123, abc, xxx, ><”, but not
space or control characters.

[:print:] Any characters (similar with .REG. [[:print:]] matches
[:graph:]) but includes the 123, abc, xxx, ><”, and
space character space characters.

[:entrl:] Any control characters (e.g. .REG. [[:cntrl:]] matches
CTRL + C, CTRL + X) 0x03, 0x08, but not abc,

123, |@#.
[:blank:] Space and tab characters .REG. [[:blank:]] matches

space and tab characters,
but not 123, abc, |@#

[:punct:] Punctuation characters .REG. [[:punct:]] matches ; :
21~@Q#%% &, etc.,
but not 123, abc

[:lower:] Any lowercase alphabetic .REG. [[:lower:]] matches
characters (Note: ‘Enable case abc, Def, sTress, Do, etc.,
sensitive matching’ must be but not ABC, DEF, STRESS,

enabled or else it will function DO, 123, |@#.
as [:alnum:])

[:upper:] Any uppercase alphabetic .REG. [[:upper:]] matches
characters (Note: ‘Enable case | ABC, DEF, STRESS, DO,
sensitive matching’ must be etc., but not abc, Def,
enabled or else it will function Stress, Do, 123, |@#.

as [:alnum:])
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TABLE 6-8. Character Classes (Continued)
ELEMENT WHAT IT MEANS EXAMPLE
[:xdigit:] Digits allowed in a hexadecimal .REG. [[:xdigit:]] matches Oa,
number (0-9a-fA-F) 7E, 0f, etc.

TABLE 6-9.

Pattern Anchors

ELEMENT

WHAT IT MEANS

EXAMPLE

A Indicates the beginning of a

string.

A(notwithstanding) matches
any block of text that began
with “notwithstanding” So
the phrase “notwithstanding
the fact that | like
vegetables in my soup”
would trigger the regex, but
“The fact that | like
vegetables in my soup
notwithstanding” would not.
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$ Indicates the end of a string

(notwithstanding)$ matches
any block of text that ended
with “notwithstanding” So
the phrase “notwithstanding
the fact that | like
vegetables in my soup”
would not trigger the regex,
but “The fact that | like
vegetables in my soup
notwithstanding” would.
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TABLE 6-10. Escape Sequences and Literal Strings

ELEMENT WHAT IT MEANS EXAMPLE
\ In order to match some (1) .REG. C\C\+\+ matches
characters that have special ‘C\C++’.
meaning in regular expression (2) .REG. \* matches *.

(for example, “+”).
(3) .REG. \? matches ?.

\t Indicates a tab character. (stress)\t matches any
block of text that contained
the substring “stress”
immediately followed by a
tab (ASCII 0x09) character.

\n Indicates a new line character. (stress)\n\n matches any

NOTE: Different platforms block of text that contained
represent a new line character. the subst.rlng s.tress

On Windows, a new line is a fO||0V\{ed immediately by two
pair of characters, a carriage new line (ASCII 0x0A)
return followed by a line feed. characters.

On Unix and Linux, a new line
is just a line feed, and on
Macintosh a new line is just a
carriage return.

\r Indicates a carriage return (stress)\r matches any
character. block of text that contained
the substring “stress”
followed immediately by
one carriage return (ASCII
0x0D) character.
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TABLE 6-10.

Escape Sequences and Literal Strings (Continued)

ELEMENT

WHAT IT MEANS

EXAMPLE

\b

Indicates a backspace
character.

OR

Denotes boundaries

(stress)\b matches any
block of text that contained
the substring “stress”
followed immediately by
one backspace (ASCII
0x08) character.

A word boundary (\b) is
defined as a spot between
two characters that has a \w
on one side of it and a \W
on the other side of it (in
either order), counting the
imaginary characters off the
beginning and end of the
string as matching a \W.
(Within character classes \b
represents backspace
rather than a word
boundary.)

For example, the following
regular expression can
match the social security
number: .REG.
\b\d{3}-\d{2}-\d{4}\b

\xhh

Indicates an ASCII character
with given hexadecimal code
(where hh represents any
two-digit hex value).

\x7E(\w){6} matches any
block of text containing a
“word” of exactly six
alphanumeric characters
preceded with a ~ (tilde)
character. So, the words
‘~ab12cd’, ‘~Pa3499’ would
be matched, but ‘~oops’
would not.
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Using Complex Expression Syntax

A keyword expression is composed of tokens, which is the smallest unit used to match
the expression to the content. A token can be an operator, a logical symbol, or the
operand, i.e., the argument or the value on which the operator acts.

Operators include .AND,, .OR., NOT., NEAR., OCCUR., . WILD,, “.(”” and “.).” The
operand and the operator must be separated by a space. An operand may also contain
several tokens. Refer to Keywords on page 6-23 for more information.

Regular Expression Example

The following example describes how the Social Security content filter, one of the
default filters, works:

[Format] .REG. \b\d{3}-\d{2}-\d{4}\b

The above expression uses \b, a backspace character, followed by \d, any digit, then by
{x}, indicating the number of digits, and finally, -, indicating a hyphen. This expressions
matches with the social security number. The following table describes the strings that
match the example regular expression:

TABLE 6-11. Numbers matching the Social Security Regular

Expression
.REG. \b\d{3}-\d{2}-\d{4}\b
333-22-4444 Match
333224444 Not a match
333 22 4444 Not a match
3333-22-4444 Not a match
333-22-44444 Not a match

If you modify the expression as follows,
[Format] .REG. \b\d{3}\x20\d{2}\x20\d{4}\b
the new expression matches the following sequence:

333 22 4444
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Viewing Content Filtering Rules
Navigation Path: Security Settings > Messaging Security Agent >
Configure > Content Filtering

The Messaging Security Agent (MSA) displays all the content filtering rules on the
Content Filtering screen.

IContent Filtering @]
[T Enable real-time content fitering
Rows per page: | 10 T

[Radd MRemove {Re 1-7of7 M 4 Page|l of1 b M
™ |Rule Action Priority | Enabled
I | PROFANTY Quaranting entire message 1 @
7 | RACIAL DISCRMMATION Quarantine entire message 2l @
I | SEXUAL DISCRIMMATION Quarantine entire message 3 @
[T |HOAXES Quarantine entire message 4 e
[ | chAmmaL Quarantine entire message s| @
[ | CREDIT CARD NUMBER Quaranting entire message s| @
7 | s0CIAL SECURTY NUMBER Quarantine entire message | @
[Radd fRemove JlReorde 1-70f7 M4 Page|l af 1 e M
Save Restore Defautts |

FIGURE 6-4. Content Filtering screen

This screen shows summary information about the rules including:

*  Rule

*  Action: MSA takes this action when it detects undesirable content.

*  Priority: MSA applies each filter in succession according to the order shown on this
page.

* Enabled: @& indicates an enabled rule and € indicates a disabled rule.

From here, Administrators can:

*  Enable/disable Content Filtering rules: Sclect Enable real-time content
filtering and click Save. This enables or disables all the rules. To enable or disable
an individual rule, click € or & to toggle the status of the rule.
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Add/edit rules: Refer to Adding/ Editing Content iltering Rules on page 6-39.
Reorder rules: Refer to Reordering Rules on page 6-40.
Remove rules: Select the rules to delete and click Remove.

Restore default rules: This removes all the current rules and restores the default
rules. Click Restore Defaults.

Adding/Editing Content Filtering Rules

To create a content filtering rule, you move through a series of steps. After you have
created your rule, the Messaging Security Agent (MSA) begins to filter all incoming and
outgoing messages according to your rule. You can create rules that can:

Filter messages that match any condition defined: This type of rule is capable
of filtering content from any message during a scan.

Filter messages that match all conditions defined: This type of rule is capable
of filtering content from any message during a scan.

Monitor the message content of particular email accounts: This type of rule
monitors the message content of particular email accounts. Monitoring rules are
similar to a general content filter rules, except that they only filter content from
specified email accounts.

Create exceptions for particular email accounts: This type of rule creates an
exception for particular email accounts. When you exempt a particular email
account, this account will not be filtered for content rule violations.

Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Content Filtering > Add/Edit a Rule

To create/edit a rule:

1.

From the Content Filtering screen, click Add.

To edit a rule, click the name of the rule.

Select the type of rule and click Next.

To filter messages that match any condition defined:

a. Name the rule.

b. Set the scan conditions.
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c. Add the keywotds. Include synonyms and/or case-sensitive critetia.

d. Configure the action on the message matching the criteria, set the people to be
notified, archive the message, and/or set the replacement text or string.

4. To filter messages that match all conditions defined:

a. Name the rule.
b. Set the scan conditions.

c. Configure the action on the message matching the criteria, set the people to be
notified, archive the message, and/or set the replacement text or string.

5. To monitor the message content of particular email accounts

a. Name the rule.

b. Set the accounts to monitor.

c. Set the scan conditions.

d. Add the keywords. Include synonyms and/or case-sensitive criteria.

e. Configure the action on the message matching the criteria, set the people to be
notified, archive the message, and/or set the replacement text or string.

6. To create an exception list for email accounts

a. Name the rule.

b. Set the accounts to exclude.

Note:  Messaging Security Agent does not apply content rules with a lower priority
than this rule to email accounts in this list.

7. Click Finish.

Reordering Rules

MSA applies the content filtering rules to email messages according to the order shown
in the Content Filtering screen. Configure the order in which the rules are applied. MSA
filters all email messages according to each rule until a content violation triggers an
action that prevents further scanning (such as delete or quarantine). Change the order of
these rules to optimize content filtering.
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Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Content Filtering >

To change the order of the content filtering rules:

1. From the Content Filtering screen, select a check box that corresponds to the rule
for which you want to change the order.

Click Reorder. A box appears around the order number for the rule.

Type a new order number in the box. The rule order number will change to the
number that you type and all the other rule order numbers will change accordingly.

For example, if you select rule number 5 and change it to rule number 3, then rule
numbers 1 and 2 will remain the same, and rule numbers 3 and higher will increase
by one number.

Attachment Blocking

Attachment blocking prevents attachments in email messages being delivered to the
Microsoft Exchange Information Store. Configure the Messaging Security Agent to
block attachments according to the attachment type or attachment name and then
replace, quarantine, ot delete all the messages that have attachments that match the criteria.

Blocking can occur during Real-time, Manual, and Scheduled Scanning, but the deleze and
quarantine actions are not available for Manual and Scheduled Scans.

The extension of an attachment identifies the file type, for example .txt, .exe, or .dlL
However, the Messaging Security Agent examines the file header rather than the file
name to ascettain the actual file type. Many virus/malwate are closely associated with
certain types of files. By configuring the Messaging Security Agent to block according to
file type, you can decrease the security risk to your Microsoft Exchange servers from
those types of files. Similarly, specific attacks are often associated with a specific file
name.

Tip: Using blocking is an effective way to control virus outbreaks. You can temporarily
quarantine all high-risk file types or those with a specific name associated with a known
virus/malware. Later, when you have more time, you can examine the quarantine folder
and take action against infected files.
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Selecting Blocking Targets

Block attachments with two general strategies: either block all attachments and then
exclude specified attachments or specify all the attachments to block.

*  All attachments: The Messaging Security Agent can block all email messages that

contain attachments. However, this type of scan requires a lot of processing. Refine

this type of scan by selecting attachment types or names to exclude.

*  Specific attachments: When you select this type of scan, the Messaging Security
Agent only scans for email messages containing attachments that you identify. This
type of scan can be very exclusive and is ideal for detecting email messages

containing attachments that you suspect contain threats. This scan runs very quickly

when you specify a relatively small amount of attachment names or types.

You can block attachments according to:

*  Attachment names: By default, the Messaging Security Agent examines the file
header rather than the file name to ascertain the actual file type. When you set
Attachment Blocking to scan for specific names, the Messaging Security Agent will
detect attachment types according to their name.

* Attachment type: The Messaging Security Agent examines the file header rather
than the file name to ascertain the actual file type.

Attachment Blocking Actions

You can configure the Messaging Security Agent to take action against email messages
containing detected threats. The following table lists the actions the Messaging Security
Agent can take.

TABLE 6-12. Attachment Blocking Actions

Action Description
Replace with The Messaging Security Agent deletes the attachment
text/file and replaces it with a text file. The email message is

delivered to the intended recipient, but the text
replacement informs them that the original content was
infected and was replaced.
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TABLE 6-12. Attachment Blocking Actions (Continued)
Action Description
Quarantine Moves the email message that contains the attachment to
entire a folder with restricted access. This action is not available
message for Manual or Scheduled Scans.
Quarantine Quarantines only the filtered content to the quarantine

message part directory and the recipient receives the message without

this content.

message

Delete entire During Real-time Scanning, the Messaging Security

Agent deletes the entire email message.

Configuring

Attachment Blocking

Navigation Path: Security Settings > Select a Messaging Security Agent

> Configure

> Attachment Blocking

Configure the attachments to block and specify the action for blocked messages.

Attachment Blocking

[ Enable reak-time attachment blocking

Target | Action

Block these attachments

(O Al attachments
[ Attachment types to exclude &
[0 Attachment names to exclude [+
(® Specific attachments
[0 Attachment types [#
Attachment names [

[] Block attachment types or names within zip files

FIGURE 6-5. Attachment Blocking screen
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To block attachments:
1. From the Target tab on the Attachment Blocking screen, update the following as
required:
* All attachments
*  Attachment types to exclude
* Attachment names to exclude
*  Specific attachments
* Attachment types
* Attachment names
*  Block attachment types or names within ZIP files
2. From the Action tab, update the following as required:
*  Select an action: Refer to Table 6-12 on page 6-42 for information.

*  Notifications: Configure whom to notify about the restriction. Exclude
external recipients or senders if required.

*  Replacement Settings: Configure the text and file for replacement text. If the
action is replace with text/file, WFBS-A will replace the threat with this text
string and file.

3. Click Save.

Real-time Monitor
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Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Real-time Monitor

The Real-time Monitor displays current information about the selected Exchange Server
and its Messaging Security Agent (MSA). It shows information about scanned messages
and protection statistics, including the number of viruses and spam found, attachments
blocked, and content violations.

The Messaging Security Agent has been running since field helps you verify
whether the MSA is working propetly.
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To clear old information and start collecting fresh information in real time:
*  Click Reset to reset the protection statistics to zero.

*  Click Clear Content to clear older information about scanned messages.

To access the Real-time Monitor:

1. Click Security Settings.

Select an Exchange Server computer.

Click Configure.

Eal

Click the Real-time Monitor link on the upper right portion of the screen.

Messaging Agent Quarantine

When Messaging Secutity Agents detect a threat, spam, restricted attachments and/ot
restricted content in email messages, the Agent can move the message to a quarantine
folder. This process acts as an alternative to message/attachment deletion and prevents
users from opening the infected message and spreading the threat.

The default quarantine folder on the Message Security Agent is:
C:\Program Files\Trend Micro\Messaging Security Client\
storage\quarantine

Quarantined files are encrypted for added security. To open an encrypted file, use the
Restore Encrypted Virus (VSEncode.exe) tool. For more information on restoring files
encrypted by MSA, refer to Restore Encrypted 17irus on page E-8.

Administrators can query the quarantine database to gather information about
quarantined messages.
Use Quarantine to:

*  Eliminate the chance of important messages being permanently deleted, if they are
erroneously detected by aggressive filters

*  Review messages that trigger content filters to determine the severity of the policy
infraction

6-45



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

*  Maintain evidence of an employee’s possible misuse of the company’s messaging
system

Note: Do not confuse the quarantine folder with the end user’s spam folder. The quarantine
folder is a file-based folder. Whenever Messaging Security Agent quarantines an email
message, it sends the message to the quarantine folder. The end uset’s spam folder is
located in the Information Store for each user's mailbox. The end uset’s spam folder
only receives email messages resulting from an anti-spam quarantine to a uset's spam
folder and not quarantine actions as the result of content filtering,
antivirus/anti-spyware, ot attachment blocking policies.

Quarantine Directories

The Messaging Security Agent quarantines email messages according to configured
actions. Create one quarantine folder for each action. There are four quarantine
directories in WEBS-A, they are:

*  Antivirus: Quarantines email messages containing virus/malware,
spyware/grayware, worms, Trojans, and other malicious threats.

*  Anti-spam: Quarantines spam and phishing email.

e Attachment blocking: Quarantines email messages containing restricted
attachments.

*  Content filtering: Quarantines email messages containing restricted content.

Configuring Quarantine Directories

Configure the quarantine directories on the Microsoft Exchange Server. The quarantine
directory will be excluded from scanning,

Note: Quarantine directories ate file-based and do not reside on the Information Store.
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Navigation Path: Security Settings > Select a Messaging Security Agent

> Configure > Quarantine > Directory

[Quarantine Directory

@

Specify the quarantine directories on the Exchange Server

Note: Changing the directory wil result in the files remaining in the old directory being subject to scanning

ie quarantine directory will be excluded from scanning

Antivirus

Quarantine directory [EAProgram FilesiTrend MicroWessaging Security Agentistorageiquarantine

Specify a local path
rogram FilesiTrend Micro\Messaging Security
\Quaranting)

Anti-spam Filtering

Quarantine directory: E:\Program Files\Trend Micro\Messaging Security Agenfistorage'quarantine

Specify a local path
(For exampl rogram Files\Trend Micro\Messaging Security
AgenfiStorage\Quaranting)

Content Filtering

Quarantine directery E:\Program Files{Trend Microllessaging Security Agenfisteragelquarantine

Specify a local path.
(For example, C:\Program FilesiTrend Micro\Messaging Security
Agent\Storage\Quaranting)

Attachment Blocking

Quarantine directory: E‘\Program Files\Trend Microllleesaging Security Agenfistoragsiquarantingl

rogram Files\Trend Micro\Messaging Security

AgenfiStorage\Quarantine)

Save

FIGURE 6-6. Quarantine Directory screen

To set up the Quarantine Directory

1. From the Quarantine Directory screen, set the directory path for the following

quarantine folders:

* Antivirus

*  Anti-Spam

*  Content Filtering

* Attachment Blocking

Refer to Quarantine Directories on page 6-46 for more information.

Click Save.
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Querying Quarantine Directories

To view information about quarantined messages, query the Quarantine Directories.

Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Quarantine > Query

[Quarantine Query D

Query the quarantine database

DateTime Range

Reasons Quarantined

® Allreasons

) Specified types
Wirus scan
Anti-Spam

Content fitering
Aftachment blocking

Unscannable message parts

Resend Status

® Mever been resent
) Resent at least once

) HBoth of the above

Advanced Criterias

Sender. ‘

Recipient ‘

Subject: ‘

Sort by QO ascending ® Descending
Display: per page

Search

FIGURE 6-7. Quarantine Query screen

To query the Quarantine Directories:

1. From the Quarantine Query screen, update the following as required:

*  Date/Time Range
¢ From Date and Time

¢ To Date and Time
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*  Reasons Quarantined
e All Reasons

*  Specified Types: Select from Virus scan, Anti-Spam, Content filtering,
Attachment blocking, and/or Unscannable message parts.

*  Resend Status
*  Never been resent
*  Resent at least once
*  Both of the above
*  Advanced Criteria
*  Sender: Messages from specific senders. Use wildcards if required.
*  Recipient: Messages from specific recipients. Use wildcards if required.
*  Subject: Messages with specific subjects. Use wildcards if required.
*  Sort by: Configure the sort condition for the results page.
*  Display: Number of results per page.

2. Click Search. Refer to Quarantined Messages on page 6-49 for more information.

Quarantined Messages

After running a query, view the details of the message and determine its safety. If you
feel a message is safe, resend the message to the original recipients. If you feel otherwise,
delete the message. To run a query, refer to Querying Quarantine Directories on page 6-48.

WARNING! The quarantine folder contains email messages that have a high-risk of
being infected. Be cautious when handling email messages from the
quarantine folder so that you do not accidentally infect the client.
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Quarantine Query |a|
Query the quarantine database. )
Results from 12/19/2007 13:27:00 to 12/20/2007 13:27:00 /
a (
[ | Scan time= Sender Recipient
[ | 121182007 17:40:56 | Rebert.Chin@eijgallo.com; Spam@trendmicro.com; \|
O bg3@hew.com bg3@hew com /
D 12M9/2007 17:40:56 | Mildred Ling@VerizonWireless.com; | Spam@TrendMicro.com; (
pa—— I
- “=R@sfmi.com / ~>@adm.uned.es

FIGURE 6-8. Quarantine Query Results screen

The Quarantine Query Results screen displays the following information about the

messages:

Scan time

Sender

Recipient

Subject

Reason: The reason the email message is quarantined.
File name: Name of the blocked file in the email message.

Quarantine path: The quarantined location of the email message. Administratot’s
can decrypt the file using VSEncoder . exe (Restore Encrypted VVirns on page E-8)
and then rename it to .eml to view it.

WARNING! Viewing infected files could spread the infection.

Resend status

To resend a quarantined message:

From the Quarantine Query Results screen, select the message and click .
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The message is re-sent to the original recipients.

Note:

If you resend a quarantined message that was originally sent using Microsoft Outlook,

the recipient may receive multiple copies of the same message. This may occur

because the Virus Scan engine strips each message that it scans into several sections.

Maintaining Quarantine Directories

Navigation Path: Security Settings > Select a Messaging Security Agent

> Configure > Quarantine > Maintenance

Use this feature to manually or automatically delete quarantined messages. This feature

can delete all messages, messages that have been resent, messages that have not been

resent.

Quarantine Maintenance

Last quarantine maintenance: 12/19/2007 2:30:00

Manual | Automatic

Files to delete

@ Allquarantined files

(O uarantined files that have never been resent

() Quarantined files that have been resent at least once

Action

Delete selected files older than day(s)

FIGURE 6-9. Quarantine Maintenance screen

To maintain Quarantine Directories:

1. From the Quarantine Maintenance screen, update the following as required:

*  Enable automatic maintenance: Only available for automatic maintenance.

* Files to delete

*  All quarantined files

*  Quarantined files that have never been resent

*  Quarantined files that have been resent at least once
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*  Action: The number of days the messages should be stored. For example, if the
date is November 21 and you typed 10 in Delete selected files older than,
then the Messaging Security Agent deletes all files from before November 11
when it performs the automatic delete.

2. Click Save.

Managing the End User Quarantine Tool

During installation, the Messaging Security Agent adds a folder, Spam Mail, to the
server-side mailbox of each end user. When spam messages arrive, the system
quarantines them in this folder according to spam filter rules predefined by the
Messaging Security Agent. End users can view this spam folder to open, read, or delete
the suspect email messages. See Span Maintenance on page 6-55.

End users can open email messages quarantined in the spam folder. When they open
one of these messages, two buttons appear on the actual email message: Approved
Sender and View Approved Sender List. When they click Approved Sender, the
Messaging Security Agent moves the message from that sender to their inbox, adds the
address of the message to their personal Approved Sender List. Clicking View
Approved Sender List opens another screen that allows the end user to view and
modify their list of approved senders by SMTP email address or domain. When the
Microsoft Exchange server receives messages from the addresses on the end user’s
approved sender list, it delivers them to the end user’s inbox, regardless of the header or
content of the message.

Note: WFBS-A also provides Administrators with an Approved Senders and Blocked
Senders list. The Messaging Security Agent applies the Administrator’s approved
senders and blocked senders before considering the end user list.

End User Quarantine Housekeeping Feature

The Messaging Security Agent housekeeping feature performs the following tasks every
24 hours at the default time of 2:30 AM:

*  Auto-deletes expired spam messages

*  Recreates the spam folder if it has been deleted
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*  Creates spam folders for newly created mail accounts

*  Maintains email message rules

The housekeeping feature is an integral part of the Messaging Security Agent and
requires no configuration.

Operations

During installation, Messaging Security Agent adds a folder, Spam Mail, to the
server-side mailbox of each end user. When spam messages arrive, the system
quarantines them in this folder according to spam filter rules predefined by Messaging
Security Agent. End users can view this spam folder to open, read, or delete the suspect
email messages.

Alternatively, Administrators can create the Spam Mail folder on Microsoft Exchange.
When an Administrator creates a mailbox account, the mailbox entity will not be created
immediately in Microsoft Exchange server, but will be created under the following
conditions:

* Anend user logs on to their mailbox for the first time

¢ The first email arrives at the mailbox

The Administrator must first create the mailbox entity before EUQ can create the Spam
Folder.

End users can open email messages quarantined in the spam folder. When they open
one of these messages, two buttons appear on the email message: Approve Sender and
View Approved Sender List. When they click Approve Sender, Messaging Security
Agent moves the message from the spam folder to their local inbox, adds the address of
the message to their personal Approved Sender List and logs an entry of the event (the
Administrator can view this log in a report at a later time). Clicking View Approved
Sender List opens another screen which allows the end user to view and modify their
list of approved senders by name, SMTP email address, or domain. When the Microsoft
Exchange server receives messages from the addresses on the end user’s approved
sender list, it delivers them to the end user’s inbox, regardless of the header or content of
the message.
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Notification Settings

6-54

Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Operations > Notification Settings

WEBS-A can send notifications in the form of email messages to various alerts. Some
notifications can be configured to apply to only internal email messages. Define the
email addresses or domains to treat as internal addresses. Custom Internal Email
Definitions are useful if your company has two or more domains and you would like to
treat email messages from both domains as internal email messages. For example,
example.com and example.net.

The recipients on your Internal Email Definitions list will receive messages for
notifications when you select the Do not notify external recipients check box under
the Notification settings for Antivirus, Content Filtering, and Attachment Blocking.
Do not confuse the Internal Email Definitions list with the Approved Senders list.

To prevent all email from addresses with external domains from being labeled as spam,
add the external email addresses to the Approved Senders lists for Anti-Spam.

Notification Settings @]

Administrator Account

Type the email address for the administrator who will send alerts and notifications.

Email address: | Admi example.Local

For example: user@domain.com

Internal Email Definition

(&) Default (Internal mail: email messages with the same domain.)
QO Custom internal mail definition Vl_]

Add email addresses or demain names:

Add

Remove

FIGURE 6-10. Notification Settings screen
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To configure notification settings:

1. From the Notification Settings screen, update the following as required:

¢ Email address. The address on behalf of whom WFBS-A will send
notification messages.

¢ Internal Email Definition

*  Default: WEFBS-A will treat email messages from the same domain as
Internal Emails.

*  Custom: Specify individual email addresses or domains to treat as internal
email messages.

2. Click Save.

Spam Maintenance

Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Operations > Spam Maintenance

Spam Maintenance @

¥ Enable End User Guaranting tool (&)

End User Quarantine Settings

Ei reate spam folder and delete spam messages

Client Spam Folder Settings Last successful maintenance:

Spam folder name: "Spam Mail"

Delste spam messages older than: 14 days

End User Quarantine tool exception list Last successful maintenance:

Add uzers who want to have End User Quarantine tool disakled:

Al

Dizahle the End User Guarartine taol for these uzers:

Delete

Save I

FIGURE 6-11. Spam Maintenance screen
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To maintain spam:

1. From the Spam Maintenance screen, update the following as required:

*  Enable End User Quarantine tool: Creates an end-user quarantine tool for
all mailboxes on your Exchange server.

Tip: If you select this option, Trend Micro recommends disabling the Trend Micro
Anti-Spam toolbar option on Agents to increase performance on clients. Refer

to Managing POP3 Mail Scan on page 5-26.

Note:  You must enable the EUQ tool in order for the Anti-spam > quarantine message
to uset's spam folder action to work.

*  Create spam folder and delete spam messages: Create a new spam folder
for each new user that you add to the Exchange server where you have installed
the end user quarantine tool. Clicking Create spam folder and delete spam
messages immediately creates the spam folder for the new user.

*  Delete spam messages older than: Specify the number of days to keep spam
messages before deleting the messages.

*  End User Quarantine tool exception list: Email addresses in this list do not
have End User Quarantine enabled.

To add a new email address, type the email address and click Add.
To delete an existing email address, select the address and click Delete.
2. Click Save.

Trend Support/Debugger
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The Messaging Security Agent Debugger can assist you in debugging or just reporting
the status of the Messaging Security Agent processes. When you are having unexpected
difficulties you can use debugger to create debugger reports and send them to Trend
Micro technical support for analysis.
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Each Messaging Security module inserts messages into the program, and then records
the action into log files upon execution. You can forward the logs to Trend Micro
Technical Support staff to help them debug the actual program flow in your
environment.

Use the debugger to generate logs on the following modules:

Messaging Security Agent Master Service

Messaging Security Agent Remote Configuration Server
Messaging Security Agent System Watcher

Virus Scan API (VSAPI)

Simple Mail Transfer Protocol (SMTP)

Common Gateway Interface (CGI)

By default, the Messaging Security Agent keeps the logs in the following directory:

c:\Program Files\Trend Micro\Messaging Security Agent\Debug

View the output with any text editor.

Generating System Debugger Reports

Navigation Path: Security Settings > Select a Messaging Security Agent
> Configure > Operations > Trend Support/Debugger

Generate debugger reports to assist Trend Support in troubleshooting your problem.
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To generate reports using the Debugger:

[Trend Support/System Debugger \’,j_

[] | Module Description Module Name File Name

Trend Micre Messaging Security SMEX_Master log, SMEX_Master-yy-mm-dg-

O roies o <EMEX_Master.exes B
S o G S S s ——
0 ;r::nd|lg1\;rfs\r;sj.zg\‘r\sgrSscurm’ <SMEX_SystemiVatcher sxes 2:1:1&5)3 ::::z:?-‘jf-mm-dd-m\ng
[ | Wirus Scan AP (VSAP]) <store.exes store.log, store-yy-mm-dd-xo0o log

[} ISS"I"I;_I;HE‘FW"NHPm'““' <inetinfo.exex netinfo.log, inetinfo-yy-mm-dd-cococlog
[ | common Gateway Interface (CGI) | <cgiDispatcher.exes caDispateherlog, egDispateher-yy-mm-dd-

ooooclog

FIGURE 6-12. Trend Support/System Debugger screen

1. From the Trend Support/System Debugger screen, select the modules to
monitor:

*  Messaging Security Agent Master Service

*  Messaging Security Agent Remote Configuration Server
*  Messaging Security Agent System Watcher

*  Virus Scan API (VSAPI)

*  Simple Mail Transfer Protocol (SMTP)

*  Common Gateway Interface (CGI)

2. Click Apply. The debugger starts collecting data for the selected modules.

Note: The Messaging Security Agent Debugger continues to collect debug data until you
clear all the items marked for debugging and click Apply.
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Adding Microsoft Exchange Servers to the
Security Groups Tree

When you Add a Microsoft Exchange server, the Security Server deploys the Messaging
Security Agent to the Microsoft Exchange server and adds the icon for that Exchange

server to the Security Groups Tree. The client Microsoft Exchange server is added to

your list of computers on the Security Settings screen. Once the Messaging Security

Agent is installed to your client, it will start to report security information to the Security

Server.

The Security Server provides a step-by-step wizard to help you Add, install or upgrade

the Messaging Security Agent on a Microsoft Exchange server.

To add a Desktop or Microsoft Exchange Server:

1.
2.
3.

Open the Security Settings screen.
Click Add. The Security Settings > Add Computer screen opens.

Select Exchange server. The screen changes to display the Server name, Account,
and Password. Type your information here. The Account must be a Domain
Administrator account.

Click Next. The installation wizard displays a screen depending on the type of
installation you need to do.

*  Freshinstallation: Installing to a Microsoft Exchange server with no previous
versions of Messaging Security

*  Upgrade: Installing to a Microsoft Exchange server which has a previous
version of Messaging Security (otherwise known as ScanMail)

* No installation required: Add a Microsoft Exchange server that already has
Messaging Security installed to the Security Groups Tree

* Invalid: A message warns you that there is a problem with your installation.
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Removing Microsoft Exchange Servers from the Web

Co
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nsole

You can use Remove to accomplish two goals:
*  Remove the Microsoft Exchange server icon from the Web console
* In some situations, a Microsoft Exchange server might become inactive. In these

situations, you might want to delete the Microsoft Exchange server icon from the
Web console.

Uninstall the Messaging Security Agents from the Microsoft Exchange server (and
consequently remove the Microsoft Exchange server icon from the Web console)

As long as a Microsoft Exchange server has the Messaging Security Agent installed, it is
capable of becoming active and appearing on the Web console. To remove the inactive
Microsoft Exchange server for good, first uninstall the Messaging Security Agent.

Note: Note: If you have Microsoft Exchange 5.5 Servers running ScanMail 3.82 connected
to your network, you cannot uninstall from the Web console.

You can remove either a single Microsoft Exchange server or a group from the Web
console.

WARNING! Removing the Messaging Security Agent from a computer may expose
that Microsoft Exchange setver to viruses and other malware.

To remove a Microsoft Exchange server:

1. Click the Microsoft Exchange server or group that you want to remove from the
Web console.

2. Click Remove from the toolbar.

a. Select Remove to remove the client icon from the Web console.
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b. Sclect Uninstall to remove the Messaging Security Agent from the selected
Microsoft Exchange server and remove the computer icons from the Web
console.

i.  If necessary, type the account name and password for the Microsoft
Exchange server that you want to remove.
ii. Click OK from the warning message to complete the uninstallation.

Click Next.
Confirm your action by clicking Apply.

Note: If there are still clients registered to the group, you will be unable to uninstall the
group. Remove or uninstall the Agents before removing the group.

Replicating Settings for Microsoft Exchange
Servers

To save time and maintain consistent security settings, you can replicate the settings
from one Microsoft Exchange server to another.

To replicate settings:

1.

From the Security Settings screen, choose the Microsoft Exchange server from
which you want to replicate settings.

Click Replicate. The Security Settings > Replicate screen opens displaying the
source you selected in the previous screen.

Select the target Microsoft Exchange server or server group to which you will
replicate the settings.

Click Apply.

Note:  You can only replicate settings from a source Microsoft Exchange server to a
target Microsoft Exchange server that share the same domain.
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Adding a Disclaimer to Outbound Email
Messages

You can add a disclaimer message only to outgoing email messages.
To add a disclaimer to each outbound mail:

1. Create a text file and add the disclaimer text to this file.
2. Modify the following keys in the registry:
*  First key:

Path: HKEY LOCAL MACHINE\SOFTWARE\TrendMicro\ScanMail
for Exchange\CurrentVersion

Key: EnableDisclaimer

Type: REG DWORD

Data value: 0 - Disable, 1 - Enable
*  Second key:

Path: HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\ScanMail
for Exchange\CurrentVersion

Key: DisclaimerSource
Type: REG SZ
Value: The full path of the disclaimer content file.

For example, C:\Data\Disclaimer.txt

Note: By default, WFBS-A will detect if an outbound mail is sent to the internal
or external domains, and add a disclaimer to each mail sent to the external
domains. The user can overwrite the default setting and add a disclaimer to
each outbound mail except the domains included in the following registry
key:

*  Third key:

Path: HKEYiLOCALiMACHINE\SOFTWARE\TrendMicrO\ScanMail
for Exchange\CurrentVersion

Key: InternalDomains

Type: REG SZ
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Value: Type the domain names to exclude. Use a semicolon
(;) to separate multiple items.

For example: domainl.org;domain2.org

Note:

The domain names here are the DNS names of the Exchange servers.

6-63



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

6-64



Chapter 7

Using Outbreak Defense

This chapter explains the Outbreak Defense Strategy, how to configure Outbreak
Defense, and how to use it to protect networks and clients.

The topics discussed in this chapter include:

*  Outbreak Defense Strategy on page 7-2

*  Outbreak Defense Current Status on page 7-3

*  Potential Threat on page 7-9

e Setting up Outbreak Defense on page 7-11

*  Configuring Vulnerability Assessment Settings on page 7-17
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Outbreak Defense Strategy

Outbreak Defense is a key component of WEFBS-A solution and protects your business
during a worldwide threat outbreak.

The Outbreak Defense Strategy is based on the idea of an Internet-wide outbreak life
cycle. The life of an outbreak is divided into three stages — Threat Prevention, Threat
Protection, and Threat Cleanup. Trend Micro counters each stage of the cycle with a
defense strategy called Outbreak Defense.

TABLE 7-1.

Outbreak Defense Response to the Outbreak Life Cycle Stages

Outbreak Stage

Outbreak Defense Stage

In the first stage of an outbreak
cycle, the experts at Trend Micro
observe a threat that is actively
circulating on the Internet. At this
time, there is no known solution for
the threat.

Threat Prevention

Outbreak Defense prevents the
threat from attacking your
computers and network by taking
actions according to the Outbreak
Policy downloaded from Trend
Micro update servers. These
actions include sending alerts,
blocking ports and denying access
to folders and files.

In the second stage of the outbreak,
computers that have been affected
by the threat pass the threat along
to other computers. The threat
begins to rapidly spread through
local networks causing business
interruptions and damaging
computers.

Threat Protection

Outbreak Defense protects at-risk
computers by notifying them to
download the latest components
and patches.

In the third and final stage of an
outbreak, the threat subsides with
fewer reported incidents.

Threat Cleanup

Outbreak Defense repairs damage
by running Cleanup services. Other
scans provide information that
Administrators can use to prepare
for future threats.
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Outbreak Defense Actions

The Outbreak Defense Strategy was designed to manage outbreaks at every point along
the outbreak life cycle. Based on the Outbreak Prevention Policy, Automatic Threat
Response typically takes pre-emptive steps such as:

*  Blocking shated folders to help prevent virus/malwate from infecting files in shared
folders

*  Blocking file with certain extensions on the Microsoft Exchange Server
*  Adding content filtering rules to the Messaging Security Agent

*  Blocking ports to help prevent virus/malware from using vulnerable ports to spread
the infection on the network and clients

Note: Outbreak Defense never blocks the port used by the Security Server to communicate
with clients.

*  Denying write access to files and folders to help prevent virus/malware from
modifying files

*  Assessing clients on your network for vulnerabilities that make it prone to the
current outbreak

*  Deploying the latest components such as the virus pattern file and virus cleanup
engine

*  Performing a Cleanup on all the clients affected by the outbreak

*  If enabled, scanning your clients and networks and takes action against detected
threats

Outbreak Defense Current Status

Navigation Path: Outbreak Defense > Current Status

The Web console displays and tracks the status of a wotld-wide virus/malwate outbreak
threat on the Current Status screen. The status roughly corresponds to the outbreak
life cycle.
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During an outbreak, Outbreak Defense uses the Outbreak Defense Strategy to protect
your computers and networks. In each stage, it refreshes the information in the Current
Status page. The three stages of Outbreak Defense:

1. Threat Prevention
2. Threat Protection

3. Threat Cleanup

[*

Outbreak Defense > Current Status @

Preventi ] }} { Protection } >> | Cleanup |

wide virus outbreak. ¥
ill be shown to you in th

Trend Micro Security Sen
Any action that the syste|

wrill automatically deploy a response to a wi
'm cannot take automatically w

will find the details of the threat and the actions that you must take below.
Vulnerable Computer(s) and Computs Cleanup sections
Last updated: 12/20/2007 16:35:30 | #4] Refresh

=| Prevention [JIRed Alert Enabled

Threat WORNM_ZOTOB A is currently spreading an the Inte
shortly. You can learn more about this threat by reading below.

Trend Micro has taken action to prevent an outbreak on your network. New components will be available

Threat Information

Threat Alert Type Risk Level Delivery Method Vulnerability Exploited Automatic Response

VWORM_ZOTOB.A Red Alert Wedium Exploit

Date/Time Initialed Date/Time End Automatic Response Details 1
12712007 18:25:30 17812008 18:35:30 View...

**Testing No 301" This memory-resident worm drops a copy of t=elf in the Windows system folder as BOTZOR EXE. This worm takes advantage of th
‘Windo Plug and Play vulnerability to propagate acros ks. For more information regarding th ulnerability, refer to the fol g Microsoft \
Microsoft Security Bulletin MS05-03% (OPP Ne.220 is erigianlly from RedAlertPolicy No.182 frem TrendLabs) (Maxeutbreak duration extends to 200 days)

Microsoft
b page:

Alert Status of your network.

Alert Status for Online Computers

Computer Type Enabled Not Enabled

DesktopsiSes

Er8 3 0

Exc} MIA —hLa

~+W0RM ZOTOB. AM =tinn and take neceaﬂ_w..-’/

FIGURE 7-1. Outbreak Defense screen—No Threat

Threat Prevention

The Threat Prevention stage of the Current Status screen displays information about
recent threats, clients that have alerts enabled, and clients that are vulnerable to the
current threat.
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Outbreak Defense > Current Status @

‘ Prevention ‘>>‘ Protection ‘>>| Cleanup |

s part of the ongoing health of your network, Trend Micro catches any vulnerable computers and provide you with a list of computers that you must manualy clean o
remove threats. Below you will find a list of computers that require your attention

==l prevention BlRed Alert Enabled 02/13/2007 21:05:10

Threat WORM_SASSER B i currently spreading on the Inte
Availahie shorthy

Trend Micro has taken action to prevent an outbreak on your network. Threat =olution will be
‘0l CAD lEarn more about this threat by reading belnw

Threat Information

Threat [Alert Type Risk Level [ Delivery Method [ Vulnerability Exploited [Automatic Response

WORM_SASSER.B Red High ‘ Emall M504-011 |

Date/Time Initiated DatefTime Ended [(or to be ended)] | Automatic Response Details

05/06/2005 hh:mm:ss 05/08/2005 hh:mm:ss Wigw...

This worm exploits the Windows LSASS vulnerability: MS04-011.

_Aler Status of vour petwork

Alert Status for Online Computers

Computer Type Enabled lot Enabled

Deskiops/S 178 5
2 0

k has the following vulnerabilities that WORM_SASSER B exploitz. To ensure the security of your network, please follow the instruction and take

Vulnerable Computer(s) for WIORM_SASSER.B

$ Export Tolal 10 records Page: 35 M 4 [1 |ofz b m

Risk Level Computer IP Address Computer Group # of Vulnerabilities
EREEE Desktop US 1.0.333.0 Desktops (default) 080

r TW Taipei 101 Desktop (defautt) 999

Desktops (default) 5643575375

S aipei 101 Desktops (default) 6573575

EEEEE Server TW Taipei 101 Desktops (default)y 0

m@s@e  Highly Critical sesea Critical memes Impertant seeem Noderate memma Low

FIGURE 7-2. Outbreak Defense screen—Threat Prevention Stage

Threat Information

The Threat Information section displays information about vitus/malware that are
currently on the Internet and could potentially affect your network and clients. Based on
Threat Information, the Outbreak Prevention Policy takes steps to protect the network
and clients while Trend Micro develops a solution (See Trend Micro Outbreak Prevention
Policy on page C-2). Learn more about a threat by clicking Help > Security Info to
redirect your browser to the Trend Micro Web site.
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This section provides the following information:
*  Risk Level: The level of risk the threat poses to clients and networks based on the

number and sevetity of virus/malware incident.

* Automatic Response Details: Click to view the specific actions Outbreak Defense
is using to protect your clients from the current threat. Click Disable to stop the
Automatic Response from the server-side and agents.

Note: After you disable Outbreak Defense, Trend Micro recommends running Cleanup
Now to help rid clients of Trojans and any running processes related to Trojans
or other types of malicious code (see Trend Micro Damage Cleanup Services on
page C-2).

Alert Status for Online Computers

The Alert Status for Online Computers displays a total for the number of clients both
with and without automatic alert enabled. Click the number link under the Enabled and
Not Enabled columns to view more information about specific clients.

Vulnerable Computers

The Vulnerable Computers section displays a list of clients that have vulnerabilities that
make them susceptible to the threat displayed in the Threat Information section.

Threat Protection

The Threat Protection stage of the Current Status screen provides information about
the Solution Download Status in regard to Trend Micro update components and the
Solution Deployment Status in regard to all agents.
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Outbreak Defense > Current Status @

Prevention }} Protection }} Cleanup

/s part of the ongaing health of your network, Trend Micro catches any vulnerable computers and provide you with 3 liet of computers that you must manually clean to
remove threats. Below you will find a list of computers that reguire your attention.

14l prevention MRed Alert Enabled 02/13/2007 21:05:10

[=l Protection for WORM_SASSER.B 07/03/2007 21:46:17

Solution Download Status

Component Version Status
Virus pattern 2.361.00 Downloaded
Damage cleanup pattern 598 Mot released yet

Selution Deployment Status (Pattern/Engine)

Computer Type Up-to-date Out-of-date
Desktopsi/Servers 153 20
Exchange server 2 0

FIGURE 7-3. Outbreak Defense screen—Protection Stage

Solution Download Status

Displays a list of components that need to be updated in response to the threat listed in
the Threat Information section.

Solution Deployment Status

Displays the number of agents that have updated and outdated components. It also
provides links to view the clients with updated or outdated components.

Threat Cleanup

The Threat Cleanup stage of the Current Status screen displays the status of the scan
that takes place after the updated components have been deployed. The Threat Cleanup
stage also displays the status of clients after the scan and lists whether the updates were
successful in cleaning or removing threat remnants.
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Outbreak Defense > Current Status

Prevention

4

Protection

| 9|

Cleanup

s part of the engoing health of your netwerk, Trend Micro catches any vulnerable computers and provide you with a list of computers that you must manually clean te

remove threats.

Below you will find a list of computers that require your attention

I

= prevention Blred Alert Enabled

02/13/2007 21:05:10 1

I

(4] Protection for WORM_SASSER.B

07/03/2007 21:46:17 1

=l Cleanup for WORM_SASSER.B

07/03/2007 21:46:17

Clisai . i i focSUB L " sk seith e latest thoaat Solut I i bl
Computer Scanning Status for WORM_SASSER.B
Computer Type ‘Scan Notification Sent Scan Notification Not Sent
DesktopsiSes 183 0
Desktopss 2 0
SheptEerrarheaasging-Soe S-S ae-tie £ Hhe-Festita-bele
Computer Cleanup Status for WORM_SASSER B
Successfulattempts: 23/25

3 Export Total 10 records Page: 36 14 4 ofZ b M
Computer Date/Time IP Address Computer Group Threat Name Cleanup Result v
Desktop21 05/08/2005 hh:mm:ss | 111.222.3 Desktops (default) WORM_SASSERB Unsuccessful
Desktop32 05/08/2005 hh:mm:ss | 111,222,333 Desktops (default) WORM_SASSERB Successful
Desktop82 /0812005 hh:mm:ss | 111.22 ktops 2 Unsuccessful
Desktop82 05/08/2005 hh:mmiss | 111.22 Desktops (default) Successful
Desktop82 05/08/2005 hh:mm:ss Desktops 2 ¢ Successful

FIGURE 7-4.

Outbreak Defense screen - Cleanup Stage

Note: Fora

it has

scan to automatically take place after the new components have been deployed,
to be enabled in the Outbreak Defense > Settings screen.

Computer Scanning Status For

Click the links to display a list of clients that have either received notification to scan for

threats or have yet to receive notification. clients that are not turned on or that have

been disconnected from the network cannot receive notifications.

Computer Cleanup Status For

This panel displays the results of the Cleanup scan. Click Export, to export this

information.
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Potential Threat

Navigation Path: Outbreak Defense > Potential Threat

The Potential Threat screen displays information about security risks to your clients
and network. The Security Server gathers threat information by running Vulnerability

Assessment and Cleanup services.

Outbreak Defense > Potential Threat

@

remove threats

As part of the ongoing health of your network, Trend Micro catches any vulnerable computers and provide you with a list of computers that you must manually clean to
Below you wil find a list of computers that require your attention

(=l Vulnerable Computer(s)

02/13/2007 21:05:10

Your network

necessary actions

k has the fellowing vulnerabilties that WORM_SASSER.B expleits. Te ensure the security of your network, please follow the instruction and take

[ Export Jy Scan for Vulnersbiliy Now Total 10 records Page: 35 M 4 ofz b M
Risk Level Computer IP Address Computer Group #of Vulnerabilities
[ Deskiop US 1.0333.0

Deskiops (default)

Server TW Taipei 101

Desktop (default)

Deskiops (default)

il

Taipei 101

E
Server TVW Taipei 101

Desktops (defaut)

Deskiops (defaut)

weems Highly Critical e@ss Criicsl seses Important s@ese Moderste @emse Low

[zl Computeris) to Cleanup

07/03/2007 21:46:17

Client!

Messaging Security for SMB has tried to cleanup the computers with the latest pattern. Please see the results below. To manually cleanup using the
compenents, click Cleanup Now

# Export «f Cleanup low Total: 10 records Page: 25 M 4 of2 b M
Computer Date/Time IP Address Computer Group Threat Hame Action Performed
Desktop1771 05/06/2005 hh:mm:ss 1.0.333.0 Desktops (defautt) WIORM_SASSERB
Desktop21 05/06/2005 hh:mm:ss Deskiop (default) WORM_SASSER.B
Desktop221 05/06/2005 hh:mr Deskiops (default) Never catched virus
Desktop21 Deskiops (default) Super Virus
Desktop861 05/06/2005 hh:mm:ss Deskiops (default) Uncatched virus

FIGURE 7-5.

Potential Threat screen

Unlike the Current Threat screen that only displays information about a current threat,
the Potential Threat screen displays information about all the threats to your clients
and network that have not been resolved.
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Vulnerable Computers

A vulnerable computer has weaknesses in its operating system or applications. Many
threats exploit these vulnerabilities to cause damage or gain unauthorized control.
Therefore, vulnerabilities represent risks not only to each individual computer where
they are located, but also to the other computers on your network.

The Vulnerable Computers section lists all the clients on your network that have
vulnerabilities discovered since the last vulnerability assessment. You can view the Last
updated time in the top-right hand corner of the screen.

The Potential Threat screen ranks the clients according to the risk level that they pose
to the network. Risk level is calculated by Trend Micro and represents the relative
number and severity of vulnerabilities for each client.

When you click Scan for Vulnerabilities Now, WEBS-A runs a Vulnerability
Assessment. A Vulnerability Assessment checks all the clients on your network for
vulnerabilities and displays the results in the Potential Threat screen. Vulnerability
Assessments can provide the following information about clients on your network:

*  Identify vulnerabilities according to standard naming conventions. Find out more
about the vulnerability and how to resolve it by clicking on the vulnerability name.

*  Display the vulnerabilities by client and IP address. Results include the risk level that
the vulnerabilities represent to the client and to the entire network.

*  Report vulnerabilities. Report vulnerabilities according to individual clients and
describe the security risks those clients present to the overall network.

nning Cleanup Now
You can initiate a cleanup manually by running Cleanup Now.
To run Cleanup Now:

1. Click Outbreak Defense > Potential Threat.

2. Click the Cleanup Now link. By default, the Security Server notifies all agents to
run Cleanup Now.
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Setting up Outbreak Defense

Use the Settings screen to configure Outbreak Defense and Vulnerability Assessment
options.

Outbreak Defense Settings

WEBS-A initiates Outbreak Defense in response to instructions that it receives in the
Outbreak Prevention Policy. The Trend Micro Outbreak Prevention Policy is designed
and issued by Trend Micro to give optimal protection to your clients and network during
outbreak conditions. Trend Micro issues the Outbreak Prevention Policy when it
observes frequent and severe virus/malware incidents that are actively circulating on the
Internet.

By default, the Security Server downloads the Outbreak Prevention Policy from the
Trend Micro ActiveUpdate Server every 30 minutes or whenever the Security Server
starts up.

During Outbreak Defense, the Security Server enacts the Outbreak Defense Policy and
takes action to protect your clients and network. At such a time, the normal functions of
your network will be interrupted by measures like blocked ports and inaccessible
directories. You can use the Outbreak Defense Settings to customize the Outbreak
Defense for your clients and network, thus avoiding unexpected consequences from the
policies enacted during Outbreak Defense.

Red Alerts

Several business units have repotted about a rapidly spreading virus/malware. As a
response, Trend Micro has triggered its 45-minute Red Alert solution process, which
involves releasing preventive solutions and scan patterns and sending out relevant
notifications. Trend Micro may also send out fix tools and information regarding related
vulnerabilities and threats.

Yellow Alerts

Infection reports are received from several business units as well as support calls
confirming scattered instances. An official pattern release (OPR) is automatically pushed
to deployment servers and made available for download. In case of an email-spreading
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virus/malware, content filtering rules, called Outbreak Prevention Policies (OPP), are
sent out to automatically block related attachments on servers equipped with the
product functionality.

Recommended Outbreak Defense Settings

The following settings are provided for optimal protection:

TABLE 7-2. Recommended Outbreak Defense Settings
Setting Recommended Value
Enable Automatic Outbreak Defense for | Enabled
Red Alerts issued by Trend Micro
Disable Red Alerts after 2 days
Disable Red Alerts after required Enabled
components deployed
Automatic Desktop/Server scans Enabled
Automatic Microsoft Exchange scans Enabled
Enable Automatic Outbreak Defense for | Disabled
Yellow Alerts issued by Trend Micro
Disable Yellow Alerts after NA
Disable Yellow Alerts after required NA
pattern/engine deployed
Disable Yellow Alerts after required NA
pattern/engine deployed.

Automatic Desktop/Server scans Enabled
Automatic Microsoft Exchange scans Enabled
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TABLE 7-2. Recommended Outbreak Defense Settings (Continued)

Setting

Recommended Value

Exceptions

Ports for the following services
will not be blocked during
Outbreak Defense Automatic
Response:

DNS

NetBios

HTTPS (Secure Web server)
HTTP (Web server)

Telnet

SMTP (Simple mail protocol)
FTP (File transfer protocol)
Internet Mail (POP3)

Scheduled Policy Download Settings

Frequency: Every 30 minutes

Source: Trend Micro
ActiveUpdate Server

Configuring Outbreak Defense Settings

Note: Trend Micro designed Outbreak Defense defaults to provide optimal protection for

your clients and network. Before customizing your Outbreak Defense settings,
carefully consider the settings and only modify them when you understand the

consequences.
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Navigation Path: Outbreak Defense > Settings > Outbreak Defense tab

Outbreak Defense > Setfings

Set up your response to vulnerabilties and outbreaks for the entire network.

Outbreak Defense Vulnerability Assessment

Automatic Qutbreak Defense

Enable Automatic Outbreak Defense for Red Alerts issued by Trend Micro m ,,i_]
Disable Red Alerts after: days
Disable Red Alerts after required component(s) deployed

Perform automatic virus scan after required component(s) deployed for:

[ Desktopsss

ers
[0 Exchange server

D Enable Automatic Outbreak Defense for Yellow rts issued by Trend Micro ‘L Vi_]

Disable Yellow Alerts after: days

[ Disable vellow Alerts after reguired patterniengine deployed.

Perform automatic virus scan after required compenentis) deployed for

[] Desktopsises
[] Exchange

[+l Exceptions

4l Scheduled Policy Download Settings

FIGURE 7-6. Outbreak Defense tab of Outbreak Defense Settings screen

To configure the Outbreak Defense settings:

1. Update the following options as required:

*  Enable Outbreak Defense for Red Alerts issued by Trend Micro:
Outbreak Defense policies stay in effect until you click Outbreak Defense >
Current Status > Disable or one of the disable settings are met. When the
Security Server downloads a new Outbreak Prevention Policy, the old policy

stops.

* Disable Red Alerts after x days: The duration for the Outbreak Defense

alert.,

*  Perform automatic virus scan after required components deployed for:

*  Desktops/Setvers

*  Microsoft Exchange Servers

7-14
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*  Yellow Alert settings: Configure the options for Yellow Alerts. Refer to Yelow

Alerts on page 7-11 for more information.

*  Exceptions: The ports that will not be blocked during Outbreak Defense
Automatic Response. Refer to Using Outbreak Defense Exceptions on page 7-15 to

work with Exceptions.

Note:  When adding a new exception, ensure to select Enable this exception.

*  Scheduled Policy Download Settings: The settings for periodically

downloading updated components.

*  Frequency

*  Source: The source of the updates.

2. Click Save.

Trend Micro ActiveUpdate server (default)

Using Outbreak Defense Exceptions

Intranet location containing a copy of the current file

Other update source: Any other update source on the Web.

Navigation Path: Outbreak Defense > Settings > Outbreak Defense tab

Use Exceptions to Add, Edit or Remove ports from being excluded from blocking.

=l Exceptions

D Always exclude the followings ports frem blocking by Virus Control.

Add [ Edt [ Remove

Description Protocol

Enabled

Wieb service (HTTR)

Send mail (SMTP}

Internet mail (POP3)

File tranzfer (FTP)

20-21

ooioo|o ol

Telnet

00000

FIGURE 7-7. Exceptions section of Outbreak Defense Settings screen
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To add an exception:

1. Click the plus (+) icon for the Exceptions section.
2. Click Add.

3. From the Outbreak Defense> Settings > Add Exception screen, update the
following options as required:

*  Enable this exception
*  Description: A brief description that will help identify the exception.
*  Protocol: Select the protocol to which the exception must be applied.

*  Ports: Type a port range or individual ports for the exception. Separate
multiple entries with semicolons (3).

4. Click Add.

To edit an exception:

1. Click the plus (+) icon for the Exceptions section.
2. Select the exception and click Edit.

3. Update the options as required.

4. C(lick Save.

To remove an exception:

Tip: Disable an Exception instead of removing it.

1. Click the plus (+) icon for the Exceptions section.
2. Select the exception and click Remove.
3. Click OK to confirm.

Viewing Automatic Outbreak Defense Details

Navigation Path: Outbreak Defense > Current Status > Prevention panel

During an outbreak, the Security Server activates Outbreak Defense. The Automatic
Outbreak Defense prevents your computers and network from being damaged by the
current outbreak during the critical time when TrendLabs is creating their solution to
the current outbreak.
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Automatic Outbreak Defense performs the following actions during a virus outbreak:

Blocks shared folders to help prevent viruses from infecting files in shared folders

Blocks ports to help prevent viruses from using vulnerable ports to infect files on
the network and clients.

Note: Outbreak Defense never blocks the port used by the Security Server to
communicate with the clients.

Denies write access to files and folders to help prevent viruses from modifying files
Enables Attachment Blocking to block suspect attachment files

Enables Content Filtering and creates a “Match All” or “Match Any” rule to filter
threatening content

Configuring Vulnerability Assessment Settings

Navigation Path: Outbreak Defense > Settings > Vulnerability
Assessment tab

The Vulnerability Assessment settings determine the frequency and the target of the

Vulnerability Prevention scans.
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Qutbreak Defense > Settings @

Set up your response to vulnerabilties and outbreaks for the entire network.

Outbreak Defense Vulnerability Assessment

Schedule

Enable Scheduled Wulnerabilty Prevention
@ Daiy
Q) Weskly, svery
O Monthly, on day
Start time:
in

mm

Target

O Algroups

@ Specified groupis
Deskiops (defautt)
Servers

skiops 2

FIGURE 7-8. Vulnerability Assessment tab of Outbreak Defense Settings

screen

To configure Vulnerability Assessment frequency:

1.

7-18

From the Vulnerability Assessment tab on the Outbreak Defense > Settings
screen, update the following options as required:

*  Enable Scheduled Vulnerability Prevention

*  Frequency: Select from Daily, Weekly, or Monthly. If you select Weekly
or Monthly, set the day of the week or the day of the month.

e Start time
*  Target
*  All groups: Scans all the clients that appear in the Group Management

Tree on the Security Settings screen.

*  Specified group(s): Limit the vulnerability assessment scan to only the
selected groups.

Click Save.



Chapter 8

Managing Scans

This chapter describes how to use Smart Scan, Conventional Scan, and Manual and
Scheduled scans to protect your network and clients from virus/malware and other
threats.

The topics discussed in this chapter include:

e Abont Scanning on page 8-2

e Scan Methods on page 8-2

*  Scan Types on page 8-3

*  Configuring Mannal and Scheduled Scan Options on page 8-3

*  Configuring Scan Options for Microsoft Exchange Servers on page 8-8

e Scheduling Scans on page 8-9
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About Scanning

WEBS-A provides three types of scans to protect your clients from Internet threats:
Manual Scan, Scheduled Scan, and Real-time Scan. Each scan has a different purpose
and use, but all are configured approximately the same way. This chapter discusses
Manual and Scheduled Scans.

Scan Methods

8-2

Client Scanning is performed in two different ways:

*  Conventional Scan: the client uses its own scan engine and local pattern file to
identify threats.

*  Smart Scan: the client uses its own scan engine but instead of using only a local
pattern file to identify threats, it primarily relies on the pattern file held on the Scan
Server.

Note: In this implementation of WFBS-A, the Security Server acts as a Scan Server.
The Scan Server is simply a service that runs on the Security Server. The Scan
Server service is automatically installed during Security Server installation; there
is no need to install it separately. If your clients are configured for Smart Scan
but cannot connect to the Smart Scan service, they will attempt to connect to the
Trend Micro Global Smart Scan Server.

WARNING! Clients configured for Smart Scan must be online to connect with the
Scan Server service. Offline clients are vulnerable to threats that
might already be on the computer or threats from external devices.
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Selecting the Scan Method

If client scans are slowing down client computers, consider switching to Smart Scan. By
default, Smart Scan is enabled. You can disable Smart Scan for all clients on the
Preferences > Global Settings screen under General Scan Settings.

To select the scan method:

1. Click Security Settings and click a server or desktop.
2. Click Configure.

3.  On the top of the screen, click Smart Scan or Conventional Scan.

Note: If your clients are configured for Smart Scan but cannot connect to the Scan Server
on your network, they will attempt to connect to the Trend Micro Global Smart Scan
Server.

Scan Types

WEBS-A offers the following types of scans:

*  Real-time Scan: an ongoing scan executed each time the client users download, save,
copy, modify or open a file.

e Manual Scan: an on-demand scan that administrator or client users initiate.

*  Scheduled Scan: a scan that starts at regular, scheduled times.

For more information, see About Scan Types on page 5-3.

Configuring Manual and Scheduled Scan
Options

Configuring Scan Options involves setting the Target (files to scan) and the Action
(action for detected threats).
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Navigation Path: Scans > Manual Scan or Scheduled Scan > Click a
group

Scans > Manual Scan > Desktops (default) : Antivirus/Anti-spyware. @

Target | Action

© Allscannab

@ nteliscan: uses “true fiie type” identification (&)

© scan fles wih he folowing extensions (use commas to separate entries

ACE AR, ASP,BAT,BIN.BOO, CAB, CHM,.CLA, .CLASS, .COM,.CSC, DAT, DLL,DOC, DOT,DRV,. A

EML, EXE,.GZ, HLP, HTA, HTI HTML,.HTT IN|JAR, JPEG,.JPG .JS, JSE, LNK .LZH, DB, }PD, PP
= WS, OCX, OFT,.OVL, PDF, PHP, PIF, PL,POT, PPS, PP, PRC, RAR,REG,RTF, =

TAR,.V/BE, VBS, V5D, VS5, VST, XD, WHL, WSF, XLA, XLS, XLT, XL, Z.ZP ¥

k

] Scan mapped drives and shared foklers on the net

4 files: Up te ompression layers

Scan comy

=l Exclusions

Enable Exclusions
Do not scan the following directories:

Do not scan the directores Tend Miero progucts are nstaled.

Enter the directory path (E.g. ctemplExcludeDir

[

Do not scan the following files:

Enter the fle name or the file nams full path
(E.5. ExcludeDoc.hlp; e emplexciiinExcludeDoc.hip)

Ja0d

Do not scan files with the following extensions:

ion(s):

ct fle

nsion fromth

Accos

Ortypethe extension bek

[z Advanced Settings

For Antivirus Only
Enable nteliTrap (@)

Scan boot area

For Anti-spyware Only

Add certain types of Spyware/Gray ware applications or files to the approved list to exempt them from scanning

This applies to all types of scans.
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To configure the scan options:

1. From the group’s scanning options screen, update the following as required:

e Files to scan

All scannable files: Only encrypted or password-protected files ate
excluded.

IntelliScan: Scans files based on true-file type. Refer to Trend Micro
IntelliScan on page C-4 for more information.

Scan files with the following extensions: WFBS-A will scan files with
the selected extensions. Separate multiple entries with commas (;).

Scan mapped drives and shared folders on the network

Scan compressed files: Configure the number of layers to scan.

*  Exclusions: Exclude specific files, folders, or files with certain extensions from

being scanned.

Enable Exclusions

Do not scan the directories where Trend Micro products are
installed

Folder exclusions: Type the name of the folder to exclude from the scan.
Click Add. To remove a folder, select the folder and click Delete.

File exclusions: Type the name of the file to exclude from the scan. Click
Add. To remove a file, select the file and click Delete.

Extension exclusions: Type the name of the extension to exclude from
the scan. Click Add. To remove an extension, select the extension and
click Delete.

*  Advanced Settings

Enable IntelliTrap (for antivirus): IntelliTrap detects malicious code such
as bots in compressed files. Refer to Trend Micro IntelliTrap on page C-6 for
more information.

Scan boot area (for antivirus): The boot sector contains the data used by
clients to load and initialize the operating system. A boot sector virus
infects the boot sector of a partition or a disk.
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*  Spyware/Grayware Approved List (for anti-spyware): This list contains
details of the approved spyware/grayware applications. Click the link to
update the list. Refer to Editing the Spyware/ Grayware Approved List on page
8-7 for more information.

2. From the Action tab, specify how WEFBS-A should handle detected threats:
*  CPU Usage: The period of time Security Server waits between scanning each
file affects CPU usage. Select a lower CPU usage level to increase the wait time
between file scans, which frees up the CPU to perform other tasks.

¢ Action for Virus Detections

* ActiveAction: Use Trend Micro preconfigured actions for threats. Refer
to Trend Micro ActiveAction on page C-4 for more information.

Same action for all threats: Select from Pass, Delete, Rename, Quarantine,
or Clean. If you select Clean, set the action for an uncleanable threat.

Customized action for the following detected threats: Select from Pass,
Delete, Rename, Quarantine, or Clean for each type of threat. If you select
Clean, set the action for an uncleanable threat.

*  Backup detected file before cleaning: WEFBS-A makes a backup of the
threat before cleaning, The backed-up file is encrypted and stored in the
following directory on the client:

C:\Program Files\Trend Micro\Client Server Security
Agent\Backup

To decrypt the file, refer to Restore Encrypted Virus on page E-8
*  Action for Spywate/Graywate Detections

*  Clean: When cleaning spyware/grayware, WEFBS-A could delete related
registry entries, files, cookies, and shortcuts. Processes related to the
spyware/grayware could also be terminated.

*  Pass: Only logs the infection for further assessment. Refer to Lggs on page
12-2 for more information.

3. Click Save.

Additionally, configure who receives notifications when an event occurs.
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Editing the Spyware/Grayware Approved List

The Spywate/Grayware Approved List determines which spyware or grayware
applications users can use. Only Administrators can update the list. Refer to
Spyware/ Grayware on page 1-13 to learn about the different kinds of spyware.

Note:

Scans.

For a particular group, the same list is used for Real-Time, Scheduled, and Manual

Navigation Path: Scans > Manual Scan or Scheduled Scan > Click a
group > Advanced Settings > Modify Spyware/Grayware Approved List

Spyware/Grayware Approved List for Servers (default)

See the Trend Micre Spyware/Grayware Encyclo

£dia for more information on spyware/grayware.

Approved List

E—

Approved List (1024 items maximum)

Warsge 1 Jotereom p—
123Banners im Adware_180Sclutions
s SearchAssistant
olutions. Seekmo
0Solutions.Zango
-

FIGURE 8-1.

Spyware/Grayware Approved List screen
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To update the Spyware/Grayware Approved List:

1.

From the Advanced Setting section, click Modify Spywate/Grayware Approved
List.

From the Spywate/Grayware Approved List screen, update the following as
required:

*  Left pane: Recognized spyware or grayware applications. Use Search or the
Quick Find links to locate the spywate/grayware application that you want to
allow.

Note: Applications are sorted by type of the application and then application name
(SpywareType_ApplicationName).

*  Right pane: Approved spyware or grayware applications.

*  Add>: Select the application name in the left pane and click Add>. To select
multiple applications, press CTRL while clicking the application names.

Click Save.

Configuring Scan Options for Microsoft
Exchange Servers

8-8

Navigation Path: Scans > Manual Scan or Scheduled Scan > Expand a
Microsoft Exchange Server > Antivirus/Content Filtering/Attachment
Blocking

Configuring Scan Options for Microsoft Exchange servers involves setting options for

Antivirus, Content Filtering, and Attachment Blocking;

To set the scan options for Microsoft Exchange Servers:

1.

From the Manual Scan or Scheduled Scan screen, expand the Microsoft
Exchange server to scan.

Set the scanning options for:
¢ Antivirus
*  Content Filtering

*  Attachment Blocking
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3. For Scheduled Scans, update the schedule on the Schedule tab. Refer to Scheduling

Scans on page 8-9.
4. Click Scan Now or Save.

Scheduling Scans

Navigation Path: Scans > Scheduled Scan > Schedule tab

Schedule scans to periodically scan clients and Microsoft Exchange servers for threats.

Tip: Trend Micro recommends not scheduling a scan and an update to run at the same time.
This may cause the Scheduled Scan to stop unexpectedly. Similatly, if you begin a Manual

Scan when a Scheduled Scan is running, the Scheduled Scan will be interrupted. The
Scheduled Scan aborts, but runs again according to its schedule.

Note: To disable Scheduled Scan, clear all options for the specific group or Microsoft

Exchange server and click Save.

Scans > Scheduled Scan

Setings | Schedule |

Servers (default)

@ Daily
O Weekly, svery
O Monthly, on day

Start time: {hh:mm

Desktops (default)

O Daity

Q© MWonthly, on day

Start time: (Rh:mmp

FIGURE 8-2. Scheduled Scan screen
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To schedule a scan:

1. Before scheduling a scan, configure the settings for the scan. Refer to Configuring
Manual and S cheduled Scan Options on page 8-3 and Configuring Scan Options for Microsoft
Exchange Servers on page 8-8 for more information.

2. From the Scheduled tab, update the following options for each group or Microsoft
Exchange server as required:

*  Daily: The Scheduled Scan runs every day at the Start time.

*  Weekly, every: The Scheduled Scan runs once a week on the specified day at
the Start time.

*  Monthly, on day: The Scheduled Scan runs once a month on the specified day
at the Start time. If you select 31 days and the month has only 30 days,
WEBS-A will not scan the clients or Microsoft Exchange groups that month.

e Start time: The time the Scheduled Scan should start.
3. Click Save.

Additionally, configure who receives notifications when an event occurs. Refer to
Configuring Events for Notifications on page 9-3.

Tip: Trend Micro recommends scheduling scans at regular intervals for optimal protection.
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Chapter 9

Managing Notifications

This chapter explains how to use the different notification options.

The topics discussed in this chapter include:

e _About Notifications on page 9-2

*  Configuring Events for Notifications on page 9-3

*  Customizing Notification Alerts on page 9-5

*  Configuring Notification Settings on page 9-6

*  Configuring Notification Settings for Microsoft Exchange Servers on page 9-7
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About Notifications

To minimize the amount of time Administrators need to monitor WEFBS-A and to
ensure Administrators receive early warnings about looming outbreak situations, set the
Security Server to send notifications whenever there are abnormal events on the
network. WEFBS-A can send notifications using email, SNMP, or Windows event logs.

The conditions for notifications affect the Live Status screen. The conditions trigger the
status icon to change from Normal to Warning or to Action Required.

By default, all events listed in the Notifications screen are selected and trigger the
Security Server to send a notification to the system Administrator.

Threat Events

*  Outbreak Defense: An alert is declared by TrendLabs or highly critical
vulnerabilities are detected.

*  Antivirus: Virus/malware detected on clients or Microsoft Exchange servers
exceeds a cettain numbert, actions taken against virus/malware are unsuccessful,
Real-time Scan disabled on clients or Microsoft Exchange servers.

*  Anti-spyware: Spyware/grayware detected on clients, including those that require
restarting the infected client to completely remove the spyware/graywate threat.
You can also configure the spywate/graywate notification threshold, that is, the
number of spywate/grayware incidents detected within the specified time petiod
(default is one hour).

*  Anti-spam: Spam occurrences exceed a certain percentage of total email messages.

*  Web Reputation: The number of URL violations exceeds the configured number
in a certain period.

*  URL Filtering: The number of URL violations exceeds the configured number in a
certain period.

*  Behavior Monitoring: The number of policy violations exceeds the configured
number in a certain period.

¢ Network Virus: Network viruses detected exceeds a certain number.
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System Events

*  Smart Scan: Clients configured for Smart Scan cannot connect to the Smart Scan
server or the server is not available.

*  Component update: Last time components updated exceeds a certain number of
days or updated components not deployed to agents quick enough.

*  Unusual system events: Remaining disk space on any of the clients running
Windows Server operating system is less than the configured amount; reaching
dangerously low levels.

License Events

*  License: Product license is about to expite or has expired, seat count usage is more
than 80%, or seat count is usage more than 100%.

Configuring Events for Notifications

Navigation Path: Preferences > Notifications > Events tab

Configuring Notifications involves two steps — First, select the events for which you
need notifications and then configure the methods of delivery. WEFBS-A offers three
methods for delivery — email notifications, SNMP notifications, and Windows Event
log.
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Live Status Security Settings » Outbreak Defense » Scans » Updates » Reports ~Preferences + Help

Preferences > Notifications @

Select the everts that you wart Security Server to nolify you sbout. Click ach link to modify the nofification subject and message if necessary

Events r Settings

Threat Events (L Warning & Action Recuired

Type {'E‘) @ Alert Threshold
Outbreak Defense
Antivirus

Anti-spyware
Anti-spam

Web Reputation
URL Filtering
Behavior Monitoring
Hetwork Virus

o ) | e |

System Events

Type

[+l |Smart Scan

4 |[Component update

[+l |unusual system events

License Events

[rype | | |
1l [License | | |

Save

FIGURE 9-1. Notification Events screen

To configure notification events:

1. From the Events tab on the Notifications screen, update the following as
required:

*  Threat Events: Select the Type check box to receive notifications for all
events. Alternatively, select check boxes corresponding to individual events.

e Click ﬂ to expand each event and configure the threshold and/or time petiod
for the event.

2. Click Save.
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Customizing Notification Alerts

Navigation Path: Preferences > Notifications > Click a notification
Customize the subject line and the message body of event notifications.

The recipients on your Internal Email Definitions list will receive messages for
notifications when you select the Do not notify external recipients check box under the
Notification settings for Antivirus, Content Filtering, and Attachment Blocking. Do not
confuse the Internal Email Definitions list with the Approved Senders list.

To prevent all email from addresses with external domains from being labeled as spam,
add the external email addresses to the Approved Senders lists for Anti-Spam.

Live Status Security Settings + Outbreak Defense » Scans + Updates + Reports -~ Preferences

Preferences > Notifications >

Coneition;

Hotification Content

Subject ‘[Trend Micro Securty Server - <BCSM_SERVERMAME=]License expiration

Your license will expire within %CT days. Contact your Trend Micro reseller to purchase a new Activation Code and
reactivate your icense. Refer tothe Live Status screen on your Security Server for further instructions.

Message:

FIGURE 9-2. Notification content screen

To customize the content of a notification:

WARNING! Do not change the information enclosed in square brackets.

1. Type the new subject line in the Subject field.
2. Type the new message in the Message field.
3. Click Save.
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Configuring Notification Settings

Navigation Path: Preferences > Notifications > Settings tab

Preferences > Notifications E(_jl

Select th

< that you want Security Server te netify you abeut. Click each link to medify the notification subject and message if necessary.

Events Settings

Email Notification

From: |Administrator@TrendMicroWFBS.Local

o

For example, useri @domain.com;user2@domain.com
(Separate muttiple entries with a semicolon)

SHMP MNotification Recipient

[ enable SHMP notifications (E)
IP Address,

Community:

Logging

FIGURE 9-3 Notifications screen

To configure the notification delivery method:

1. From the Settings tab on the Notifications screen, update the following as
required:

*  Email Notification: Set the email addresses of the sender and recipients of the
notifications. Configure the content of the email message from the Events tab.
* From
*  To: Separate multiple email addresses with semicolons (;).

* SNMP Notification Recipient: SNMP is protocol used by network hosts to
exchange information used in the management of networks. To view data in the
SNMP trap, use a Management Information Base browser.

¢ Enable SNMP notifications
e IP Address: The SNMP trap’s IP address.
*  Community: The SNMP Community string,
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*  Logging: Notifications using the Windows Event log

*  Write to Windows event log

Note: You can use either or all of the above-mentioned notification methods.

2. Click Save.

Configuring Notification Settings for Microsoft
Exchange Servers

Navigation Path: Security Settings > Select a Microsoft Exchange Server
> Configure > Operations > Notification Settings

Configure the From address for notifications and define internal mails.

To configure notification settings:

1. From the Notification Settings screen, update the following as required:

*  Email address: The address on behalf of whom Worry-Free Business Security
will send notification messages.

. Internal Email Definition

*  Default: Worry-Free Business Security will treat email messages from the
same domain Internal Emails.

*  Custom: Specify individual email addresses or domains to treat as internal
email messages.

2. Click Save.
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Chapter 10

Managing Global Settings

This chapter explains how to use Global Settings.

The topics discussed in this chapter include:

Internet Proxy Options on page 10-2
SMTP Server Options on page 10-4
Desktop/ Server Options on page 10-5
System Options on page 10-11
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Configuring Global Preferences

From the Web console, you can configure global settings for the Security Server and for
desktops and setvers protected by Client/Server Security Agents.

Internet Proxy Options

Navigation Path: Preferences > Global Settings > Proxy tab

If the network uses a proxy server to connect to the Internet, specify proxy server

settings for the following services:

*  Component updates and license notifications

*  Web Reputation, Behavior Monitoring, Smart Feedback, Smart Scan, and URL
Filtering,

You can use the same update proxy settings or enter new credentials.

Note: The agent will always use the same proxy server and port used by Internet
Explorer to connect to the Internet for Web Reputation, behavior monitoring,
and the Smart Protection Network. Duplicate the logon credentials you have
specified for the update service only if Internet Explorer on client computers
uses the same proxy server and port.
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Proxy | =P | DesdopSereer | System

Settings for Updates and License Hotifications

Use & proxy server for updates and license notifications:
[ Use SOCKS 45 proswy protacal
Aidoress: 101106117
(For example, proxy rend com ta or 123123 .123.123)
Port: 5050
Priey sarver authertication
User name: | companyliohn_doe

Paszword  |www

Settings for Web ion, Behavior itoring, and Smart

Wik Reputation, Behavior Monitoring, and Smart Scanning services use the proxy server address and port used by Internet £
Provide logon credentisls if the proxy server requires autherication

Uss the cradsrtials specifisd for the uptsts proxy (above)
User name:

Passwaord:

FIGURE 10-1. Global Settings—Proxy Server Settings screen

To configure Proxy Settings:

1. From the Proxy tab on the Global Settings screen, update the following as
required:

*  Settings for Updates and License Notifications

*  Use a proxy server for updates and license notifications

* Address
*  Use SOCKS 4/5 proxy protocol
* Port

*  Proxy server authentication
¢ User name
* Password
*  Settings for Web Reputation, Behavior Monitoring, and Smart Scanning
*  Use the credentials specified for the update proxy
* User name
*  Password
2. Click Save.
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SMTP Server Options

The SMTP Server settings apply to all notifications and reports generated by WEFBS-A.

Navigation Path: Preferences > Global Settings > SMTP tab

IPreferences > Global Settings

[Global settings apply to all computer(s) on the entire network.

Proxy | SMTP | Desitopiserver | System

ver seftings apply to all notifications and reports generated by Security Server.

The following SMTP sen

SHTP server: |l'.';camc:’.t‘.'; csmiZ.local

Save

FIGURE 10-2. SMTP tab on the Global Settings screen

To set the SMTP server:

1. From the SMTP tab on the Global Settings screen, update the following as
required:
*  SMTP server: The IP address or the name of the SMTP servet.
e Port

2. C(lick Save.
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Desktop/Server Options

Navigation Path: Preferences > Global Settings > Desktop/Server tab

The Desktop/Server options pertain to the WFBS-A global settings. Settings for
individual groups override these settings. If you have not configured a particular option
for a group, the Desktop/Setver Options are used. For example, if no URLs are

approved for a particular group, all the URLs approved on this screen will be applicable
for the group.

IPreferences > Global Settings

2

IGlobal settings apply to all computer(s) on the entire network.

Proxy SWTP DesktopiServer System

Location Awareness

CSM automatically identifies the location of a client based on the CSM Server Gateway information.
The defautt sefting for a VPN connection is External. To change tl

setting to Internal Cennection, add the Gateway Address and MAC Address manually.

Enable location awareness (affects InternalExternal seftings of WRS and Firewall)

Gateway IP address

| [Add>» ]

Gateway IP Address | Mac Address [
MAC address (optional): | |

10.1.131.254 ‘[I[I133[I23E|BEE ‘ﬁ‘

General Scan Settings

Exclude the Security Server database folder.

Exclude Microsoft Exchange server folders when installed on Microsoft Exchange server. ‘,iJ
#memsain Controler folders ()

~arelgrayware sca n/

(Only 2-bit platforms support

Agent Uninstallation

Q Allow the client user to uninstall Client/Server Security Agent
(& Require a password for the client user to uninstall ClientServer Security Agent
Confirm password: l:l

Agent Unloading

O Allow the client user to unload Client'Server Security Agent
(%) Require a password for the client user to unload Client/Server Security Agent
N

Save

FIGURE 10-3. Desktop/Server tab of the Global Settings screen
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10-6

To set the Desktop/Server options:

1. From the Desktop/Setver tab of the Global Settings screen, update the
following as required:

*  Location Awareness on page 10-6
*  General Scan Settings on page 10-7
e Virus Scan Settings on page 10-7
o Spyware/ Grayware Scan Settings on page 10-8
*  Approved URLs on page 10-8
*  Behavior Monitoring on page 10-8
e IM Content Filtering on page 10-9
o Alert Settings on page 10-9
e Watchdog Settings on page 10-10
»  Agent Uninstallation on page 10-10
e Agent Program on page 10-10
2. Click Save.

Location Awareness

Location Awareness controls the In Office/Out of Office connection settings.

From the Desktop/Server tab of the Global Settings screen, update the following as
required:

*  Enable location awareness: These settings will affect the In Office/Out of Office
connection settings of Firewall, Web Reputation, TrendSecure, and Smart Scan.

*  Gateway Information: Clients and connections in this list will use Internal
Connection settings while remotely connecting to the network (using VPN) and
Location Awareness is enabled.

*  Gateway IP address

*  MAC address: Adding the MAC address improves security by permitting only
the configured device to connect.

Click the corresponding trash can icon to delete an entry.
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General Scan Settings

From the Desktop/Server tab of the Global Settings screen, update the following as
required:

Disable Smart Scan Service: Switches all clients to Conventional Scan mode.
Smart Scan will not be available until it is enabled again here.

Exclude the Security Server database folder: Prevents agents installed on the
Security Server from scanning its own database only during Real-time Scans.

Note: By default, WFBS-A does not scan its own database. Trend Micro recommends
preserving this selection to prevent any possible corruption of the database that
may occur during scanning,

Exclude Microsoft Exchange server folders when installed on Microsoft
Exchange server: Prevents agents installed on the Microsoft Exchange server
from scanning Microsoft Exchange folders.

Exclude Microsoft Domain Controller folders: Prevents agents installed on the
Domain Controller from scanning Domain Controller folders. These folders store
user information, user names, passwords, and other important information.

Exclude Shadow Copy sections: Shadow Copy or Volume Snapshot Services
takes manual or automatic backup copies or snapshots of a file or folder on a
specific volume.

Virus Scan Settings

From the Desktop/Server tab of the Global Settings scteen, update the following as
required:

Configure scan settings for large compressed files: Specify the maximum size
of the extracted file and the number of files in the compressed file the agent should
scan.

Clean compressed files: Agents will try to clean infected files within a compressed
file.
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10-8

*  Scan up to { } OLE layers: Agents will scan the specified number of Object
Linking and Embedding (OLE) layers. OLE allows users to create objects with one
application and then link or embed them in a second application. For example, an
xls file embedded in a .doc file.

* Add Manual Scan to the Windows shortcut menu on Clients: Adds a Scan
with Client/Setver Security Agent link to the context-sensitive menu. With this,
users can right-click a file or folder (on the Desktop or in Windows Explorer) and
manually scan the file or folder.

Spyware/Grayware Scan Settings
From the Desktop/Server tab of the Global Settings screen, update the following as
required:

*  Scan for cookies: Agents will scan for and remove tracking cookies downloaded to
clients by visiting Web sites. Detected tracking cookies are added to the
spywate/grayware counter on the Live Status screen.

*  Count cookie into spyware log: Adds each detected spyware cookie to the
spyware log.

Approved URLs

From the Desktop/Server tab of the Global Settings screen, update the following as
required:

*  Enable the Approved URLs list

*  Enable CSA usage logs: Agents will send details of accessed URLs to the Security
Server.

*  URL:s to approve: Separate multiple URLs with semicolons ;). Click Add.

Note: Approving a URL implies approving all its sub domains.

Approved URL list: URLs in this list will not be blocked. To delete an entry, click the
corresponding trash can icon.

Behavior Monitoring

Behavior Monitoring protects clients from unauthorized changes to the operating
system, registry entries, other software, or files and folders.
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Enable pop-ups for low-risk changes or actions monitored: Agents warn the users
of low-risk change or monitored actions.

IM Content Filtering

Administrators can restrict the usage of certain words or phrases in instant messaging
applications. Instant Messaging (IM) is a form of real-time communication between two
or more people based on typed text. The text is transmitted through clients connected
over a network.

Agents can restrict words used in the following IM applications:

*  America Online® Instant Messenger (AIM) 6 (builds released after March 2008 are
not supported)

*  ICQ® 6 (builds released after March 2008 are not supported)

*  MSN™ Messenger 7.5, 8.1

*  Windows Messenger Live™ 8.1, 8.5

*  Yahoo!™ Messenger 8.1

From the Desktop/Server tab of the Global Settings screen, use the following fields
as described:

*  Restricted Words: Use this field to add restricted words or phrases. You can
restrict a maximum of 31 words or phrases. Each word or phrase cannot exceed 35
characters (17 for Chinese characters). Type an entry or multiple entries separated by
semicolons () and then click Add>>.

*  Restricted Words/Phrases list: Words ot phrases in this list cannot be used in IM
conversations. To delete an entry, click the corresponding trash can icon.

Alert Settings
From the Desktop/Server tab of the Global Settings screen, update the following as
required:

*  Show the alert icon on the Windows taskbar if the virus pattern file is not
updated after { } days: Displays an alert icon on clients when the pattern file is not
updated after a certain number of days.
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Watchdog Settings

The Watchdog option ensures Client/Server Security Agent is constantly protecting
clients. When enabled, the Watchdog checks the availability of the agent every x minutes.
If the agent is unavailable, the Watchdog will attempt to restart the agent.

Tip: Trend Micro recommends enabling the Watchdog service to help ensure that the
Client/Setver Security Agent is protecting your clients. If the Client/Server Security
Agent unexpectedly terminates, which could happen if the client is under attack from a
hacker, the Watchdog service restarts the Client/Server Security Agent.

From the Desktop/Server tab of the Global Settings screen, update the following as
required:

*  Enable the Agent Watchdog service

*  Check client status every {} minutes: Determines how often the Watchdog
service should check client status.

» If the client cannot be started, retry {} times: Determines how many times the
Watchdog service should attempt to restart the Client/Server Secutity Agent.

Agent Uninstallation
From the Desktop/Server tab of the Global Settings screen, update the following as
required:

*  Allow the client user to uninstall Client/Server Security Agent without a
password: Allows users to uninstall the Client/Server Security Agent.

* Require a password for the client user to uninstall Client/Server Security
Agent: Allows users to uninstall the Client/Setrver Secutity Agent after providing
the specified password.

Agent Program

From the Desktop/Server tab of the Global Settings screen, update the following as
required:

* Allow client users to exit the agent program on their computer without a
password: Allows users to close the Client/Setver Secutity Agent program.
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Require client users to enter a password to exit the agent program: Allows

users to close the Client/Setver Security Agent program after providing the
specified password.

System Options

Navigation Path: Preferences > Global Settings > System tab

The System section of the Global Settings screen contains options to automatically

remove inactive agents, check the connection of agents, and maintain the quarantine
folder.

IPreferences > Global Settings

@

[Global settings apply to all computer(s) on the entire network.

Proxy SMTP Desklop/Server System

Remove Inactive Client/Server Security Agent

Enable automatic removal of inactive Client/Server Securty Agent

Automaticall ramove a Cient/Server Securty Agent f nactive for |20 % gays

Connection Verification

Enable scheduled verification
© Hourly
® Daiy Start tim
© weskly

[ verify Now ]

Quarantine Maintenance

Specify the capaciy of the quarantine folder and the maximum file size that Client/Server Security Agent can quarantine. Thes
performance during a virus outbreak,

sttings may affect the Security Server

Quarantine directory: E\Program File

rend Micro\Security Server\PCCSRVIVirus
Total files quarantined: 76
Total files size: 3,483K bytes

Quarantine folder capacity: 10240 MB

Maximumsize forasingle fie: (62 |1

[ Delete All Quarantined Fies ]

FIGURE 10-4. System tab of the Global Settings screen
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To set the System options:

1. From the System tab of the Global Settings screen, update the following as
required:

*  Removing Inactive Client/ Server Security Agents on page 10-12
o Verifying Client-Server Connectivity on page 10-13
*  Maintaining the Quarantine Folder on page 10-13

2.  Click Save.

Removing Inactive Client/Server Security Agents

When you use the Client/Setrver Secutity Agent uninstallation program on the client to
remove the agents from a client, the program automatically notifies the Security Server.
When the Security Server receives this notification, it removes the client icon from the
Security Groups Tree to show that the client no longer exists.

Howevet, if the Client/Server Security Agent is removed using other methods, such as
reformatting the computer’s hard drive or deleting the client files manually, the Security
Setver will be unaware of the removal and will display the Client/Setver Security Agent
as inactive. If a user unloads or disables the agent for an extended time, the Security
Setver also displays the Client/Server Security Agent as inactive.

To have the Security Groups Tree only display active clients, you can configure the
Secutity Server to remove inactive Client/Setver Security Agents from the Secutity
Groups Tree automatically.

To remove inactive Agents:
1. From the System tab of the Global Settings screen, update the following as
required:

*  Enable automatic removal of inactive Client/Setrver Security Agent: Enables
the automatic removal of clients that have not contacted the Security Server for
the specified number of days.

*  Automatically remove a Client/Setrver Security Agent if inactive for {} days:
The number of days that a client is allowed to be inactive before it is removed
from the Web console.

2. Click Save.
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Verifying Client-Server Connectivity

WEBS-A represents the client connection status in the Security Groups Tree using
icons. However, certain conditions may prevent the Security Groups Tree from
displaying the correct client connection status. For example, if the network cable of a
client is accidentally unplugged, the client will not be able to notify the Trend Micro
Security Server that it is now offline. This client will still appear as online in the Security
Groups Tree.

You can verify client-server connection manually or schedule the verification from the
Web console.

Note: Verify Connection does not allow the selection of specific groups or clients. It verifies
the connection to all clients registered with the Security Server.

To verify the client-server connectivity:

1. From the System tab of the Global Settings screen, update the following as
required:

¢ Enable scheduled verification: Enables scheduled verification of
Agent-Security Server communication.

* Hourly
*  Daily
*  Weekly, every
*  Start time: The time the verification should start.
*  Verify Now: Instantly tests the Agents-Security Server connectivity.
2. Click Save.

Maintaining the Quarantine Folder

Whenever an agent detects an Internet threat in a file and the scan action for that type of
threat is quarantine, the agent encrypts the infected file, moves it to the client’s
quarantine folder, and sends it to the Trend Micro Security Server quarantine folder.
WEBS-A encrypts the infected file to prevent it from infecting other files.

The default location of Client/Server Security Agent quarantine folder is as follows:

C:\Program Files\Trend Micro\Client Server Security
Agent\SUSPECT
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The default location of Trend Micro Security Server quarantine folder is as follows:

C:\Program Files\Trend Micro\Security Server\PCCSRV\Virus

Note: If the agent is unable to send the encrypted file to the Trend Micro Security Server
for any reason, such as network connection problems, the encrypted file remains in
the client’s quarantine folder. The agent attempts to resend the file when it reconnects
to the Trend Micro Security Server.

For more information on configuring scan settings or changing the location of the
quarantine folder, see 17rus Scan Settings on page 10-7.

To maintain quarantine folders:

1. From the System tab of the Global Settings screen, update the following as
required:
*  Quarantine folder capacity: The size of the quarantine folder in MB.

*  Maximum size for a single file: The maximum size of a single file stored in
the quarantine folder in MB.

*  Delete All Quarantined Files: Deletes all files in the Quarantine folder. If the
folder is full and a new file is uploaded, the new file will not be stored.

2. Click Save.
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Chapter 11

Managing Updates

This chapter explains how to use and configure Manual and Scheduled Updates.

The topics discussed in this chapter include:

*  Updating Components on page 11-2

*  Updatable Components on page 11-3

*  Updating the Security Server on page 11-6

e Update Sonrces on page 11-7

*  Mannal Updates on page 11-12

*  Scheduled Updates on page 11-14

*  Rolling Back or Synchronizing Components on page 11-15
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Updating Components

WEBS-A makes upgrading to the latest components easy by having agents automatically
receive updated components from the Security Server.
WEBS-A downloads components from the Trend Micro ActiveUpdate Server:

*  When you install the product for the first time, all of components for the Security
Server and agents are immediately updated from the Trend Micro ActiveUpdate
Server.

*  Whenever the WFBS-A master service is started, ActiveUpdate server is checked to
see if updates are available.

* By default, Scheduled Updates run every hour to update the Security Server.

* By default, Messaging Security Agent runs a Scheduled update once every 24 hours
at 12:00 AM.

* By default, Client/Setrver Secutity Agent tuns a Scheduled update every eight hours.

Tip: To ensure that Client/Server Security Agents stay up-to-date even when not connected
to the Security Servet, set Client/Server Security Agents to receive updates from an
alternative source (Configuring an Update Source on page 11-9). This is useful for end
users who are often away from the office and disconnected from the local network.

Trend Micro recommended settings for component updates provide reasonable
protection to small and medium-sized business. If necessary, you can run Manual
updates or modify the Scheduled updates.

About ActiveUpdate

11-2

ActiveUpdate is a function common to many Trend Micro products. Connected to the
Trend Micro update Web site, ActiveUpdate provides the latest downloads of virus
pattern files, scan engines, and program files through the Internet. ActiveUpdate does
not interrupt network services or require you to restart clients.
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Incremental updates of the pattern files

ActiveUpdate supports incremental updates of pattern files. Rather than downloading
the entire pattern file each time, ActiveUpdate can download only the portion of the file
that is new, and append it to the existing pattern file. This efficient update method can
substantially reduce the bandwidth needed to update your antivirus software.

Using ActiveUpdate with WFBS-A

Click Trend Micro's ActiveUpdate Server from the Updates > Update Source screen
to set the Security Server to use the ActiveUpdate server as a source for manual and
scheduled component updates. When it is time for a component update, the Security
Server polls the ActiveUpdate server directly. If a new component is available for
download, the Security Server downloads the component from the ActiveUpdate server.

Updatable Components

To ensure clients stay protected from the latest threats, update the WFBS-A
components regularly.

Configure the Security Server to download WEFBS-A components from the
ActiveUpdate server. The ActiveUpdate server provides updated components such as
the virus pattern files, scan engines, and program files. After the server downloads any
available updates, it automatically deploys the updated components to the agents.

WEBS-A provides two methods for updating your components:

*  Update your components manually, see Manually Updating Components on page 11-13.

*  Update your components based on a schedule, see Scheduling Component Updates on
page 11-14.
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If you use a proxy server to connect to the Internet, ensure that you propetrly configure
the proxy settings to download updates successfully. For more information, see Inzernet
Proxy Options on page 10-2.

TABLE 11-1. Updatable Components

COMPONENT SUB-COMPONENT

Antivirus Virus pattern

Virus scan engine 32-bit

Virus scan engine 64-bit

Virus cleanup template

Virus cleanup engine 32-bit

Virus cleanup engine 64-bit

Messaging security agent scan engine 32-bit
Messaging security agent scan engine 64-bit
IntelliTrap Exception Pattern

IntelliTrap Pattern

Feedback engine 32-bit

Feedback engine 64-bit

Smart Scan Pattern

Smart Scan Agent Pattern

Anti-spyware Spyware scan engine 32-bit
Spyware scan engine 64-bit
Spyware pattern

Spyware active-monitoring pattern

Anti-spam Anti-spam pattern
Anti-spam engine 32 -bit
Anti-spam engine 64-bit

Web Reputation | URL filtering engine 32-bit
URL filtering engine 64-bit
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TABLE 11-1. Updatable Components (Continued)
COMPONENT SUB-COMPONENT
Behavior Behavior Monitoring Driver
Monitoring Behavior Monitoring Core Service
Policy Enforcement Pattern
Digital Signature Pattern
Behavior Monitoring Configuration Pattern
Behavior Monitoring Detection Pattern
Outbreak Vulnerability pattern
Defense

Network Virus

Common firewall pattern

Common firewall engine 32-bit

Common firewall engine 64-bit

Transport Driver Interface(TDI) driver 32-bit
Transport Driver Interface(TDI) driver 64-bit
WEFP driver 32-bit

WFP driver 64-bit

Refer to Components on page 1-8 for detailed information about each component.

Default Update Times

By default, WEBS-A checks for updates and downloads components, if necessary, from
the Trend Micro ActiveUpdate Server under the following circumstances:

When you install the product for the first time, all the components for the Security
Server and agents are immediately updated from the Trend Micro ActiveUpdate

Server.

Whenever the WEFBS-A master service is started, the Security Server updates the
Outbreak Defense policy.
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By default, Scheduled Updates run every hour to update the Security Server.

To ensure that agents stay updated, Client/Setrver Secutity Agent runs a scheduled
update every 8 hours.

The Trend Micro recommended settings for component updates provide reasonable

protection to small- and medium-sized business. If necessary, you can run Manual
updates or modify the Scheduled updates.

Generally, Trend Micro updates the scan engine or program only during the release of a

new WEBS-A version. However, Trend Micro releases pattern files frequently.

Updating the Security Server

WEBS-A automatically performs the following updates:

When you install the product for the first time, all components for the Security
Server and clients are immediately updated from the Trend Micro ActiveUpdate
server.

Whenever the WEBS-A starts, the Security Server updates the components and the
Outbreak Defense policy.

By default, Scheduled Updates run every hour.

To ensure that clients stay up-to-date, agents run a scheduled update every 8 hours.

To configure Trend Micro Security Server to perform updates:

1.
2.

Select an update source. Refer to Update Sources on page 11-7.

Configure the Trend Micro Security Server for manual or scheduled updates. Refer
to Manual Updates on page 11-12 and Scheduled Updates on page 11-14.

Use Client Privileges to configure update options for clients.
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Update Sources

When choosing the agent update locations, consider the bandwidth of the sections that

are between clients and the update sources. The following table describes different

component update options and recommends when to use them:

TABLE 11-2.

Update Source Options

UPDATE OPTION

DESCRIPTION

RECOMMENDATION

ActiveUpdate server >
Trend Micro Security
Server >

Clients

The Trend Micro Secu-
rity Server receives
updated components
from the ActiveUpdate
server (or other update
source) and deploys
them directly to clients.

Use this method if there
are no sections of your
network between the
Trend Micro Security
Server and clients you
identify as “low-band-
width”.

ActiveUpdate server >
Trend Micro Security
Server >

Update Agents >
Clients

The Trend Micro Secu-
rity Server receives
updated components
from the ActiveUpdate
server (or other update
source) and deploys
them directly to Update
Agents, which deploy
the components to cli-
ents.

Use this method to bal-
ance the traffic load on
your network if there
are sections of your
network between the
Trend Micro Security
Server and clients you
identify as “low-band-
width”.
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TABLE 11-2.

Update Source Options (Continued)

UPDATE OPTION

DESCRIPTION

RECOMMENDATION

ActiveUpdate server >
Update Agents >
Clients

Update Agents receive
updated components
directly from the Active-
Update server (or
another Update Agent)
and deploy them to cli-
ents.

Use this method only if
you are experiencing
problems updating
Update Agents from the
Trend Micro Security
Server or from other
Update Agents. Under
most circumstances,
Update Agents receive
updates faster from the
Trend Micro Security
Server or from other
Update Agents than
from an external update
source.
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Configuring an Update Source

Navigation Path: Updates > Source

Updates > Source 2

When choosing the location from which to update components, consider the bandwidth of the sections of your network that are b

veen clients and the update =ource.

Server I Security Agents

Download Updates From

@ Trend Micre ActiveUpdate Server

(hitp.#/cam3s-p.activeupdate trendmicro.comiac

O Intranet location containing a copy of the current file

UNC path: [

For example, Ww-server\download

O Alternate update source

FIGURE 11-1. Update Source screen

To configure an update source for the Security Server:
1. From the Source screen, update the following options as required:

*  Trend Micro ActiveUpdate Server: Trend Micro ActiveUpdate Server is the
Trend Micro default setting for the download source. Trend Micro uploads new
components to the ActiveUpdate Server as soon as they are available. Select the
ActiveUpdate server as a source if you requite frequent and timely updates.

Note: If you define a source other than the Trend Micro ActiveUpdate Server for

receiving updates, then all servers receiving updates must have access to that
source.
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* Intranet location containing a copy of the current file: Download your
components from an Intranet source that receives updated components. Type
the Universal Naming Convention (UNC) path of another server on your
network, and set up a directory on that target server as a shared folder available
to all servers receiving the updates (for example, \Web\ ActiveUpdate).

*  Alternate update source: Download your components from an Internet or
other source. Make the target HT'TP virtual directory (Web share) available to
all servers receiving the updates.

2. Click Save.

Using Update Agents

Navigation Path: Updates > Source > Security Agents tab

If you identify sections of your network between clients and the Trend Micro Security
Server as “low-bandwidth” or “heavy traffic”, you can specify agents to act as update
sources (Update Agents) for other agents. This helps distribute the burden of deploying
components to all agents.

For example, if your network is segmented by location and the network link between
segments experiences a heavy traffic load, Trend Micro recommends allowing at least
one agent on each segment to act as an Update Agent.

To allow Agents to act as Update Agents:

1. From the Security Agents tab on the Source screen, click Add in the Assign
Update Agents section.

2. From the Select Security Agents list box, select one or more agents to act as
Update Agents.

3. Click Save.

To remove an Update Agent, select the check box corresponding to the Computer
Name and click Remove.

Note:  Unless specified in the Alternative Update Source section, all Update Agents receive
their updates from the Trend Micro Security Server.
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To allow agents to get their updates from an alternative update source:

1.

2.

From the Security Agents tab on the Source screen, update the following options
as required:

*  Enable Alternative Update Sources

*  Always update from Security Server for Update Agents: This is an optional
step to ensure agents receive their updates only from the Security Server.

Note: If this option is selected, the Update Agents will download updates from the
Trend Micro Security Server even if their IP address falls within one of the
ranges specified in the Add an Alternative Update Source screen. For this
option to work, Enable Alternative Update Sources must be selected.

Click Save.

To add alternative update sources:

1.

From the Security Agents tab on the Source screen, click Add in the Alternative
Update Sources section.

Update the following options as required:

* IP from and IP to: Clients with IP addresses within this range will receive their
updates from the specified update source.

Note:  To specify a single Client/Setver Security Agent, enter the Client/Server
Security Agent’s IP address in both the IP from and IP to fields.

*  Update source

Update Agent: If the drop-down list is not available, no Update Agents
have been configured.

Specified: The path to an Update Agent or an ActiveUpdate server.
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3. Click Save.

To remove an alternative update source, select the check box corresponding to the
IP Range and click Remove.

Note: Client/Setver Security Agents that ate not specified will automatically receive
updates from the Trend Micro Security Server.

Manual Updates

Navigation Path: Updates > Manual

The Security Server uses components to scan for and identify threats, and to perform
damage cleanup tasks to help protect and clean the desktops and servers. It is essential
to keep the components up-to-date. When you click Update Now, the Security Server
searches for updated components. If updated components atre available the Security
Server downloads them and starts deploying them to clients.

The Manual Update screen contains the following items:

*  Components: Selects or clears all items on the screen.

*  Current Version: Displays the current version of the component. Not necessarily
the most recent version.

*  Last Update: Displays the last time the Security Server downloaded the
component.
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Manually Updating Components

Navigation Path: Updates > Manual Update

Select the components yau woulk ke to update then click on Udate Now.

Components

Current Version

Last Update

= M

= HE

Spyware scan engine 32-bit

£.2.3008

200834 123310

Spyware scan engine 64-bit

6.2.3008

20093/ 123313

Spyware pattern

745

200953414 01:15:11

[ swyware sctive monftoring pattern

0.745.00

20093414 01:20:06

3
3}

Anti-spam

[E
3]

Web Reputation

3
3]

Behavior Monitoring

]
3]

Outbreak Defense

Hetwork Virus

3
3]

Upclate Now

FIGURE 11-2. Manual Update screen

To manually update components:

1. From the Manual Update screen, update the following options as required:

*  Components: To select all components, select the Components check box. To

select individual components, click 1o display the components to update and
select the corresponding check boxes. For information about each component,
refer to Updatable Components on page 11-3.

2. Click Update Now or Save. If scheduling updates, refer to Scheduling Component

Updates on page 11-14.

Note:  After the server downloads the updated components, it then automatically deploys the

components to agents.
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Scheduled Updates

Navigation Path: Updates > Scheduled

The Security Server uses components to scan for and identify threats, and to perform
damage cleanup tasks to help protect and clean the desktops and servers. It is essential
to keep the components up-to-date. When you click Update Now, the Security Server
searches for updated components. If updated components atre available, the Security
Server downloads them and starts deploying them to clients.

Scheduling Component Updates

Navigation Path: Updates > Scheduled Scan > Schedule tab

Schedule updates to automatically receive the latest components to combat threats.

Tip: Avoid scheduling a scan and an update to run at the same time. This may cause the
Scheduled Scan to stop unexpectedly.

Updates > Scheduled Update y(j
Components Schedule
@® Hourly
© Daily
O weekly, every
O Monthly, on day
Start time (hh:mm)  update for period of hour(s)

FIGURE 11-3. Scheduled Update screen

To schedule an update:

1.  On the Components tab, select the components that you want to update. To select
all components, select the check box next to Components.

2.  On the Scheduled tab, choose how often to update the components.

11-14



Managing Updates

3. Click Save.

Tip: During times of virus/malware outbreaks, Trend Micro responds quickly to update virus

pattern files (updates can be issued more than once each week). The scan engine and

other components are also updated regulatly. Trend Micro recommends updating your
components daily, or even more frequently in times of virus/malware outbreaks, to help
ensure the agent has the most up-to-date components.

Rolling Back or Synchronizing Components

Navigation Path: Updates > Rollback

Rolling back refers to reverting to the previous version of a virus pattern file or scan

engine. If the pattern file or scan engine that you are using is not functioning properly,

roll back these components to their previous versions.

Synchronizing refers to deploying the updated components to all agents.

The agents use the following scan engines:

e Virus Pattern

*  Smart Scan Agent Pattern

*  Virus scan engine 32-bit

*  Virus scan engine 64-bit

You need to roll back these types of scan engines separately. The rollback procedures for

both types of scan engines are the same. The Trend Micro Security Server retains only

the current and the previous versions of the scan engine and the last five pattern files.

Component Status

Component

Current Version

Last Update

Previous Verison

Last Update:

Synchronize

Rollback ¢
Version

wirus pattern

589500

2009/3M 4 011846

586700

200915304 11:35:41

Rollba

Smart Virus Aoent pattern

5.523.00

20087344 11:38:05

nfa

nfa

Wirus scan engine 32-bit

59501057

2009734 12:24:08

nfa

nia

Wirus scan engine B4-bit

59501087

2009/344 122418

nia

nia

FIGURE 11-4. Rollback screen
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To roll back or synchronize pattern files or scan engines:

From the Rollback screen, select the following options as required:
*  Rollback: reverts the Security Server and agent components to the previous

version.

*  Synchronize: deploys the updated components to agents.

Hot Fixes, Patches, and Service Packs

After an official product release, Trend Micro often develops hot fixes, patches, and
service packs to address issues, enhance product performance, or add new features.

The following is a summary of the items Trend Micro may release:

*  Hot fix: A workaround or solution to a single, customer-reported issue. Hot fixes
are issue-specific, and therefore are not released to all customers. Windows hot fixes
include a Setup program. Typically, stop the program daemons, copy the file to
overwrite its counterpart in the installation, and restart the daemons.

*  Security Patch: A hot fix focusing on security issues that is suitable for deployment
to all customers. Windows security patches include a Setup program.

*  Patch: A group of hot fixes and security patches that solve multiple program issues.
Trend Micro makes patches available on a regular basis. Windows patches include a
Setup program.

*  Service Pack: A consolidation of hot fixes, patches, and feature enhancements
significant enough to be a product upgrade. Both Windows and non-Windows
service packs include a Setup program and setup script.

Your vendor or support provider may contact you when these items become available.
Check the Trend Micro Web site for information on new hot fix, patch, and service pack
releases:

http:/ /www.trendmicro.com/download

All releases include a readme file with information needed to install, deploy, and
configure the product. Read the readme file carefully before installing the hot fix, patch,
or service pack files.
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Chapter 12

Using Logs and Reports

This chapter describes how to use logs and reports to monitor your system and analyze
your protection.

The topics discussed in this chapter include:
*  Logs on page 12-2

*  Reports on page 12-5

*  Managing Logs and Reports on page 12-11

121



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

Logs

12-2

WEBS-A keeps comprehensive logs about virus/malware and spyware/grayware
incidents, events, and updates. Use these logs to assess your otganization's protection
policies and to identify clients that are at a higher risk of infection. Also, use these logs
to verify that updates have been deployed successfully.

Note:  Use spreadsheet applications, such as Microsoft Excel, to view CSV log files.

WEBS-A maintains logs under the following categories:
*  Management console event logs
*  Desktop/Setver logs

*  Microsoft Exchange server logs

TABLE 12-1. Log Type and Content

TYPE (EVENT OR ITEM
THAT GENERATED THE
LOG ENTRY)

CONTENT (TYPE OF LOG TO OBTAIN CONTENT
FROM)

Management console Manual Scan
events Update
Outbreak Defense events

Console events
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TABLE 12-1. Log Type and Content (Continued)

TYPE (EVENT OR ITEM
THAT GENERATED THE
LOG ENTRY)

CONTENT (TYPE OF LOG TO OBTAIN CONTENT
FROM)

Desktop/Server

Virus logs

Manual Scan

Real-time Scan
Scheduled scan
Cleanup
Spyware/Grayware logs
Manual Scan

Real-time Scan
Scheduled scan

Web Reputation logs
URL Filtering logs
Behavior monitoring logs
Update logs

Network virus logs
Outbreak Defense logs

Event logs

Microsoft Exchange
server

Virus logs

Unscannable message parts logs
Attachment blocking logs
Content filtering logs

Update logs

Backup logs

Archive logs

Outbreak Defense logs

Scan events logs

Unscannable message parts log
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Using Log Query

Navigation Path: Reports > Log Query

Perform log queries to gather information from the log database. You can use the Log

Query screen to set up and run your queries. Results can be exported in the CSV file
format or printed.

Note: An MSA sends its logs to the Security Server every five minutes (regardless of when

the log is generated).

Reports > Log Query

Time Range

® (o 9]

(O specified ranges

Midiyyyy hh mm

Mty b mm

Type

(& Wanagement conzole events
O Deskiop/

O Exchange server

Content

@ Manual scan
O Update
O Outbreak Defense events

© Console events

Display Logs

FIGURE 12-1. Default Log Query screen

To view logs:

1. From the Log Query screen, update the following options as required:

* Time Range
*  Preconfigured range

Specified range: To limit the query to certain dates.
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*  Type: Refer to Table 12-1 on page 12-2 to view the contents of each log type.

*  Management console events

*  Desktop/Server

*  Microsoft Exchange Server

*  Content: The available options depend on the Type of log,

2. Click Display Logs.

To save the log as a comma-separated value (CSV) data file, click Export. Use a
spreadsheet application to view CSV files.

Reports > Log Query > Management Console Event Logs @
Results from 1172812007 0:00:00 to 12/5/2007 23:58:59 Pz
[2Export Total: S records 14 4 Page: Dcm ]

Date/Time =

=

Deseription

20212007 5:00:44

Database Backup Failed

Waster Service started

fully

i

Master Service started

FIGURE 12-2. Sample Log Query screen

Reports

This section explains how to configure both one-time and scheduled reports.

One-Time Reports

Generate One-time Reports to view log information in an organized and graphically

appealing format.

Scheduled Reports

Contents of Scheduled Reports are similar to One-Time Reports, but are generated at

the specified time and frequency. To generate scheduled reports, select the contents of

the report and save it as a template. At the specified time and frequency, WEFBS-A uses

the template to generate the report.
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Interpreting Reports

12-6

WEBS-A reports contain the following information. The information displayed could
vary depending on the options selected.

TABLE 12-2. Contents of a Report

REPORT ITEM

DESCRIPTION

Antivirus

Desktop/Servers Virus Summary

Virus reports show detailed information about the num-
bers and types of virus/malware that the scan engine
detected and the actions it took against them. The report
also lists the Top virus/malware names. Click the names
of the virus/malware to open a new Web browser page
and redirect it to the Trend Micro virus encyclopedia to
learn more about that virus/malware.

Top 5 Desktop/Servers with Virus Detections

Displays the top five desktops or servers reporting
virus/malware detections. Observing frequent virus/mal-
ware incidents on the same client might indicate that a
client represents a high security risk that might require
further investigation

Outbreak Defense
History

Outbreak Defense History

Displays recent outbreaks, the severity of the outbreaks,
and identifies the virus/malware causing the outbreak
and how it was delivered (by email or file).
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TABLE 12-2. Contents of a Report (Continued)

REPORT ITEM

DESCRIPTION

Anti-spyware

Desktop/Servers Spyware/Grayware Summary

The spyware/grayware report shows detailed informa-
tion about the spyware/grayware threats detected on cli-
ents, including the number of detections and the actions
that WFBS-A took against them. The report includes a
pie chart that shows the percentage of each anti-spy-
ware scan action that has been performed.

Top 5 Desktop/Servers with Spyware/Grayware
Detections

The report also shows the top five spyware/grayware
threats detected and the five desktops/servers with the
highest number of spyware/grayware detected. To learn
more about the spyware/grayware threats that have
been detected, click the spyware/grayware names. A
new Web browser page opens and displays related
information on the spyware/grayware on the Trend Micro
Web site.

Anti-spam summary

Spam Summary

Anti-spam reports show information about the number of
spam and phish detected among the total amount of
messages scanned. It lists the reported false positives.

Web Reputation

Top 10 Computers Violating Web Reputation Policies

Lists the top 10 clients that have violated Web Reputa-
tion policies.

URL category

Top 5 URL Category Policies Violated

Lists the most commonly accessed Web site categories
that violated the policy.

Top 10 Computers Violating URL Category Policies

Lists the top 10 computers that violated the URL Filter-
ing policy.
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TABLE 12-2. Contents of a Report (Continued)

REPORT ITEM

DESCRIPTION

Behavior Monitoring

Top 5 Programs Violating Behavior Monitoring Poli-
cies

Lists the top five programs violating Behavior Monitoring
policies.

Top 10 Computers Violating Behavior Monitoring
Policies

Lists the top 10 clients that have violated Behavior Mon-
itoring policies.

Content filtering
summary

Content Filtering Summary

Content filtering reports show information about the total
number of messages that the Messaging Security Agent
filtered.

Top 10 Content Filtering Rules Violated

A list of the top 10 content filtering rules violated. Use
this feedback to fine-tune your filtering rules.

Network Virus

Top 10 Network Viruses Detected

Lists the 10 network viruses most frequently detected by
the common firewall driver.

Click the names of the viruses to open a new Web
browser page and redirect it to the Trend Micro virus
encyclopedia to learn more about that virus.

Top 10 Computers Attacked

List the computers on your network that report the most
frequent virus incidents.
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Generating Reports

Navigation Path: Reports > One-time Reports or Scheduled Reports

One-time reports provide a summary of the selected content just once. Scheduled
reports provide a summary of the selected content on a regular basis.

Reports > One-time Reports > Add a report template @
Report name: |
Time Range
From: |2008/55 0o
ey edict hh i
T [2008/502 o0
it hh mm

Content [ Select all

4[] | Antivirus

[] | outbreak Defense History

# [] | Anti-spyware

[ | Anti-spam summary

[ |Web Reputation

[] |URL category

[] | Behavior Monitoring

4l [] | content Fittering

4] [ |Hetwork Virus

Send Report

[ zendthe reporttor |

For example, user! @domain com; user2@domain.com
[Separate muttiple entries with & semicolon)

Az a POF attachment

Az alink to the report

FIGURE 12-3. Reports screen

To create or schedule a report:
1. From the One-time Reports screen or Scheduled Report screen, click Add.
2. Update the following options as required:

*  Report Name/Report Template Name: A brief title that helps identify the
report/template.
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*  Schedule: Applicable only for Scheduled Reports.
*  Daily: The Scheduled Scan runs every day at the specified time.

*  Weekly, every: The Scheduled Scan runs once a week on the specified day
at the specified time.

*  Monthly, on day: The Scheduled Scan runs once a month on the
specified day at the specified time. If you select 31 days and the month has
only 30 days, WEFBS-A will not generate the report that month.

*  Generate report at: The time WFBS-A should generate the report.

* Time Range: Limits the report to certain dates.

¢ Content: To select all threats, select the Select All check box. To select
individual threats, click the corresponding check box. Click *l o expand the
selection.

*  Send the report to: WEBS-A sends the generated report to the specified
recipients. Separate multiple entries with semicolons (;).

*  AsaPDF attachment
*  Asalink to the report

Click Generate/Add. View the report from the One-Time Reports or
Scheduled Reports screen by clicking the name of the Report. If Send the report
to is enabled, WFBS-A sends the PDF attachment or link to the recipients.

To delete a report, from the One-Time Reports or Scheduled Reports screen,
select the check box corresponding to the report and click Delete.
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To edit a scheduled report template, from the Scheduled Reports screen, click the
name of the template and update the options as required.

Desktops/Servers Spyware/Grayware Summary

Activities Frequency %%
Cleaned 2064 75.0%
Spyware/grayware found but not c88 55.0%
cleaned

System restart required 0 0.0%
Spyware/grayware unsafe to clean 0 0.0%
Total spywares/grayware 2752

B Cleaned

[ Spyware/grayware found bu not cleaned
. System restart required
:‘ Spywarefgrayware unsafe (o clean

Top Spyware Names Frequency %
Dialer_XEng004 1405 50.0%
Dialer_XEng006 562 20.0%
Dialer_XEng005 562 20.0%

FIGURE 12-4. Sample report showing Spyware/grayware Summary

Managing Logs and Reports

Reports can accumulate quickly if not deleted periodically. Deleting reports can be a
time-consuming and tedious task. WEFBS-A allows you to automate this task. Reports
are based on logs, and, when the log information is deleted, reports can no longer be
generated.
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Maintaining Reports

Navigation Path: Reports > Maintenance > Reports tab

Reports > Maintenance @
Reports | AutoLogDeletion | Manual Log Deletion

Specify the maximum number of reports to keep.

Report Type Maximum Reports to Keep (1-100)

Scheduled reports saved in each template
Save

FIGURE 12-5. Reports Maintenance screen

Reports can accumulate quickly if not deleted. Deleting reports can be a
time-consuming and tedious task. Worry-Free Business Security allows you to automate
this task. Reports are based on logs. When the log information is deleted, reports can no
longer be generated. From here you can:

Maintain Reports

To set the maximum number of reports to keep:

1. From the Reports tab on the Maintenance screen, configure the maximum number
of reports to store for the following:

*  One-time reports
*  Scheduled reports saved in each template
*  Report templates

2. Click Save.

Automatically Delete Logs
To automatically delete logs:

1. From the Auto Log Deletion tab on the Maintenance screen, select the Log Type
and specify the number of days to store them.

2. Click Save.
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Manually Delete Logs
To manually delete logs:

1. From the Manual Log Deletion tab on the Maintenance screen, specify the
number of days to store a log type and click Delete corresponding to the log type.
2. Click Save.

Tip: To delete all the logs, specify 0 as the number of days and click Delete.

Deleting Logs

Use the Reports > Maintenance screen to set up how long to keep log files and to
schedule regular log maintenance.

Navigation Path: Reports > Maintenance > Auto Log Deletion tab

Reports > Maintenance |@|
Reports Auto Log Deletion I Manual Log Deletion ]

Set up criteria for defeting older logs automatically.

Security Server

Log Type First Log Entry Most Recent Log Entry Delete Log Entry Order Than

[ manual =can lsgs 0311/2007 11:00 10/05/2007 11:00 :da}.s

[ Update ogs 03(11/2007 11:00 711:00 |:|:,E).E

[ outbreak Detenss logs 031172007 11:00 711:00 l:ldaya

[ pashbeard event Iogs 03411/2007 11:00 10/08/2007 11:00 l:l days
Desktops/Servers

Log Type First Log Entry Most Recent Log Entry Delete Log Entry Order Than

[ virus lngs 03/11/2007 11:00 10/05/2007 11:00 [ Joays
— 0301172007 L |:|da).E | |

S— — "

FIGURE 12-6. Auto Log Deletion screen

To set the Security Server to delete logs that exceed a set time limit:

1. Click Reports > Maintenance.
2. Click Auto Log Deletion.

3.  Select the logs you want to delete.
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In Delete Logs Older Than, type the number of days you want to the Security
Server to retain logs.

Click Save. The Security Server will delete all logs older than the number of days
you specified in step 4.

To manually delete a log:

1.
2.

12-14

Click Manual Log Deletion.

Find the row which displays the type of log to delete. Type a number in the field
next to days to indicate a time limit.

Click Delete. All logs older than the amount of days you specified in step 2 are
deleted.



Chapter 13

Administering WFBS-A

This chapter explains how to use additional administrative tasks such as viewing the
product license, working with the Plug-in Manager, and uninstalling the Security Server.
The topics discussed in this chapter include:

*  Changing the Web Console Password on page 13-2

o Working with the Plug-in Manager on page 13-3

o Viewing Product License Details on page 13-4

*  Participating in the Smart Protection Network on page 13-5

*  Changing the Agent’ Interface anguage on page 13-6

e Uninstalling the Trend Micro Security Server on page 13-7

1341



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

Changing the Web Console Password

13-2

To prevent unauthorized users from modifying your settings or removing the agent
from your clients, the Web console is password protected. The WEFBS-A master setup
program requires you to specify a Web console password; however, you can modify your
password from the Web console.

Tip: Trend Micro recommends using strong passwords for the Web console. A strong
password is at least eight characters long, has one or more uppercase letters (A-Z), has
one or more lowercase letters (a-z), has one or more numerals (0-9), and has one or
more special characters or punctuation marks ((@#$%"&,.:;?). Strong passwords never
are the same as the user’s login name or contain the login name in the password itself.
They do not consist of the uset’s given or family name, birth dates, or any other item
that is easily identified with the user.

Navigation Path: Preferences > Password

Preferences > Password (@]

[Bet up the password for logging on to Trend Micro Worry-Free Business Security

Ol passworth

Mewy passworch

Confirm password

Mote: Passwords must be 1-24 any characters

Save

FIGURE 13-1. Preferences—Password screen

To change the Web console password:

1. From the Password screen, update the following options as required:
* Old password
* New password

*  Confirm password: Re-type the new password to confirm.
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2. Click Save.

Note: If you forget the Web console password, contact Trend Micro technical support for
instructions on how to gain access to the Web console again. The only alternative is to
remove and reinstall WFBS-A. Refer to Uninstalling the Trend Micro Security Server on
page 13-7.

Working with the Plug-in Manager

Navigation Path: Preferences > Plug-ins

Plug-in Manager displays the programs for both the WFBS-A and agents in the Web
console as soon as they become available. You can then install and manage the programs
from the Web console, including deploying the client plug-in programs to agents.

Download and install Plug-in Manager by clicking Plug-in Manager on the main menu of
the Web console. After the installation, you can check for available plug-in programs.

Refer to the Plug-in’s documentation for more information.
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Viewing Product License Details

13-4

Navigation Path: Preferences > Product License

From the product license screen, you can renew, upgrade, or view product license
details.

Preferences > Product License @

O Your license has bean activated Wigw license updrade instructions

License Information

Product: Trend MicroWorry-Free Business Security Advanced

“ersion: Trial

Activation cods: [ Enter & nev cods
Seats: 2300
Status: Activated

Mairtenance expiration: 24 4/2008 0:00:00

Check Status Online

FIGURE 13-2. Preferences—Product License screen

The Product License screen displays details about your license. Depending on the
options you chose during installation, you might have a fully licensed version or an
evaluation version. In either case, your license entitles you to a maintenance agreement.
When your maintenance agreement expires the clients on your network will be protected
in a very limited way. Use the Product License screen to determine when your license
will expire and ensure that you renew your license before it expires.

Consequences of an Expired License

When a Full-version Activation Code expires, you can no longer perform important
tasks, such as downloading updated components or using Web Reputation, etc.
However, unlike an evaluation-version Activation Code, when a full-version Activation
Code expires, all existing configurations and other settings remain in force. This

provision maintains a level of protection in case you accidentally allow your license to
expire.
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To renew the product license:

1. Contact your Trend Micro sales representative or corporate reseller to renew your
license agreement.

Reseller Information stored in:

Program files\trend micro\security server\pccsrv\
privatel\contact info.ini

2. A Trend Micro representative will update your registration information using Trend
Micro Product Registration.

3. The Security Server polls the Product Registration server and receives the new
expiry date directly from the Product Registration server. You are not required to
manually enter a new Activation Code when renewing your license.

Changing your License

Your Activation Code determines the type of license you have. You might have an
evaluation or a fully licensed version; or you might have a Worry-Free Business Security
Advanced license or a Worry-Free Business Security License. If you want to change your
license, you can use the Product License screen to enter a new Activation Code.

To change your license from an evaluation version to a fully licensed version:
1. Click Enter a new code.

2. Type your new Activation Code in the space provided.
3. Click Activate.

Participating in the Smart Protection Network

Navigation Path: Preferences > Smart Protection Network

Trend Micro Smart Feedback continually gathers and analyzes threat information to
help provide better protection. Your participation in Trend Micro Smart Feedback
means that Trend Micro will gather information from your computer to help identify
new threats. The information that Trend Micro collects from your computer is as
follows:

¢ File checksums

¢ Web addresses accessed
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*  File information, including sizes and paths

e Names of executable files

Tip: You do not need to participate in Smart Feedback to protect your computers. Your
participation is optional and you may opt out at any time. Trend Micro recommends that
you participate in Smart Feedback to help provide better overall protection for all Trend
Micro customers.

For more information on the Smart Protection Network, visit:

http://www.trendmicro.com/go/SmartProtectionNetwork
To enable Trend Micro Smart Feedback:

1. Click Enable Trend Micro Smart Feedback.

2. To send information about potential security threats in the files on your client
computers, select the File Feedback check box.

3. To help Trend Micro understand your organization, choose the Industry type.
Click Save.

Changing the Agent’s Interface Language

13-6

Administrators can provide locale-specific language packs for Client/Server Security
Agents. After administrators install all the language packs users will be able to see the
Client/Setver Security Agent interface in the language corresponding to operating
system’s locale.

Note: The language used on the agent interface will correspond to the locale configured on
the client operating system.

To provide language packs:

1. Download the appropriate language packs from the links.

2. Copy the language packs to PCCSRV\Download\LangPack\ on the Security
Server.

3. Restart the clients that require the new language pack.


http://www.trendmicro.com/go/SmartProtectionNetwork
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Uninstalling the Trend Micro Security Server

WARNING! Uninstalling Trend Micro Security Server also uninstalls the Scan Server.

WEBS-A uses an uninstall program to safely remove the Trend Micro Security Server

from your computer. Remove the agent from all clients before removing the Security

Server.

Note:  Uninstalling the Trend Micro Security Server does not uninstall agents. Administrators

must uninstall or move all agents before uninstalling the Trend Micro Security Server.
Refer to Removing Agents on page 3-20.

To remove the Trend Micro Security Server:

1.

On the computer you used to install the server, click Start > Control Panel > Add
or Remove Programs.

Click Trend Micro Secutity Server, and then click Change/Remove. A
confirmation screen appears.

Click Next. Master Uninstaller, the server uninstallation program, prompts you for
the Administrator password.

Type the Administrator password in the text box and click OK. Master Uninstaller
then starts removing the server files. A confirmation message appears after Security
Server has been uninstalled.

Click OK to close the uninstallation program.
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Appendix A

Trend Micro Product Exclusion List

This product exclusion list contains all of the Trend Micro products that are, by
default, excluded from scanning.

TABLE A-1. Trend Micro Product Exclusion List

PrRobDUCT NAME INSTALLATION PATH LOCATION

InterScan eManager 3.5x HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\lnterScan eManager\Cur-
rentVersion

ProgramDirectory=

ScanMail eManager (Scan- HKEY_LOCAL_MACHINE\SOFT-
Mail for Microsoft Exchange WARE\TrendMicro\ScanMail for Microsoft
eManager) 3.11, 5.1, 5.11, Exchange eManager\CurrentVersion
5.12 ProgramDirectory=
ScanMail for Lotus Notes HKEY_LOCAL_MACHINE\SOFT-
(SMLN) eManager NT WARE\TrendMicro\ScanMail for Lotus
Notes\CurrentVersion
AppDir=
DataDir=
IniDir=

A1
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TABLE A-1.  Trend Micro Product Exclusion List (Continued)

PrRobDuCT NAME

INSTALLATION PATH LOCATION

InterScan Web Security Suite
(IWSS)

HKEY_LOCAL_MACHINE\Software\Trend-
Micro\lnterscan Web Security Suite

Program Directory= C:\Program Files\Trend
Mircro\IWSS

InterScan WebProtect

HKEY_LOCAL_MACHINE SOFT-
WARE\TrendMicro\InterScan WebPro-
tect\CurrentVersion

ProgramDirectory=

InterScan FTP VirusWall

HKEY_LOCAL_MACHINE SOFT-
WARE\TrendMicro\ InterScan FTP Virus-
Wall\CurrentVersion

ProgramDirectory=

InterScan Web VirusWall

HKEY_LOCAL_MACHINE SOFT-
WARE\TrendMicro\ InterScan Web Virus-
Wall\CurrentVersion

ProgramDirectory=

InterScan E-Mail VirusWall

HKEY_LOCAL_MACHINE SOFT-
WARE\TrendMicro\ InterScan E-Mail Virus-
Wall\CurrentVersion

ProgramDirectory={Installation
Drive}:\INTERS~1

InterScan NSAPI Plug-In

HKEY_LOCAL_MACHINE SOFT-
WARE\TrendMicro\ InterScan NSAPI
Plug-In\CurrentVersion

ProgramDirectory=

InterScan E-Mail VirusWall

HKEY_LOCAL_MACHINE SOFT-
WARE\TrendMicro\ InterScan E-Mail Virus-
Wall \CurrentVersion

ProgramDirectory=
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TABLE A-1.  Trend Micro Product Exclusion List (Continued)

PrRobDucCT NAME

INSTALLATION PATH LOCATION

IM Security (IMS)

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\IM Security\CurrentVer-
sion

HomeDir=

VSQuarantineDir=

VSBackupDir=

FBArchiveDir=

FTCFArchiveDir=

ScanMail for Microsoft
Exchange (SMEX)

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\ScanMail for Microsoft
Exchange\CurrentVersion

TempDir=
DebugDir=

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\ScanMail for Microsoft
Exchange\RealTimeScan\ScanOption
BackupDir=

MoveToQuarantineDir=

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\ScanMail for Microsoft
Exchange\RealTimeScan\ScanOp-
tion\Advance

QuarantineFolder=
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TABLE A-1.  Trend Micro Product Exclusion List (Continued)

PrRobDuCT NAME

INSTALLATION PATH LOCATION

ScanMail for Microsoft
Exchange (SMEX)

Continued

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\ScanMail for Microsoft
Exchange\RealTimeScan\IMCScan\ScanOp-
tion

BackupDir=

MoveToQuarantineDir=

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\ScanMail for Microsoft
Exchange\RealTimeScan\IMCScan\ScanOp-
tion\Advance

QuarantineFolder=

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\ScanMail for Microsoft
Exchange\ManualScan\ScanOption

BackupDir=
MoveToQuarantineDir=

HKEY_LOCAL_MACHINE\SOFT-
WARE\TrendMicro\ScanMail for Microsoft
Exchange\QuarantineManager

QMDir=
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TABLE A-1.  Trend Micro Product Exclusion List (Continued)

PrRobuCT NAME INSTALLATION PATH LOCATION
ScanMail for Microsoft Get exclusion.txt file path from
Exchange (SMEX) HKEY_LOCAL_MACHINE\SOFT-

WARE\TrendMicro\ScanMail for Micro-

Continued . )
soft Exchange\CurrentVersion\HomeDir

Go to HomeDir path (for example, C:\Pro-
gram Files\Trend Micro\Messaging Security
Agent\)

Open exclusion.txt

C:\Program Files\Trend Micro\Messaging
Security Agent\Temp\

C:\Program Files\Trend Micro\Messaging
Security Agent\storage\quarantine\

C:\Program Files\Trend Micro\Messaging
Security Agent\storage\backup\

C:\Program Files\Trend Micro\Messaging
Security Agent\storage\archive\

C:\Program Files\Trend Micro\Messaging
Security Agent\SharedResPool

Exclusion List for Microsoft Exchange Servers

By default, when the Client/Server Security Agent is installed on a Microsoft Exchange
server (2000 or later), it will not scan Microsoft Exchange databases, Microsoft
Exchange log files, Virtual server folders, or the M drive. The exclusion list is saved in:

HKEY LOCAL MACHINE\SOFTWARE\TrendMicro\PC-cillinNTCorp\CurrentV
ersion\Misc.

ExcludeMicrosoftExchangeStoreFiles=C:\Program
Files\Exchsrvr\mdbdata\privl.stm|C:\Program
Files\Exchsrvr\mdbdata\privl.edb|C:\Program
Files\Exchsrvr\mdbdata\publ.stm|C:\Program
Files\Exchsrvr\mdbdata\publ.edb
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ExcludeMicrosoftExchangeStoreFolders=C:\Program
Files\Exchsrvr\mdbdata\|C:\Program Files\Exchsrvr\Mailroot\vsi
1\Queue\ |C:\Program Files\Exchsrvr\Mailroot\vsi

1\PickUp\ |C:\Program Files\Exchsrvr\Mailroot\vsi 1\BadMail\

For other Microsoft Exchange recommended folders, please add them to scan exclusion
list manually. For more information, refer to:

http://support.microsoft.com/kb /245822


http://support.microsoft.com/kb/245822/

Appendix B

Client Information

This appendix explains the different types of clients and the client icons that appear in
the system tray.

The topics discussed in this appendix include:

*  Dypes of Clients on page B-2

*  Normal Client Icons on page B-2

*  Location Awareness on page B-6

*  Roaming Clients on page B-7

*  32-bit and 64-bit Clients on page B-9
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Types of Clients

WEBS-A differentiates clients according to the following:

*  Normal or Roaming clients

*  32-bit or 64-bit clients

Normal clients ate computers that have the Client/Server Security Agent installed and

are stationary computers that maintain a continuous network connection with the Trend
Micro Security Server.

Icons that appear in a client’s system tray indicate the status of the Normal Client.

Normal Client Icons

Conventional Scan Client Status: Normal

The following icons indicate that everything is normal with the clients configured for
Conventional Scan.

TABLE B-1. Icons for Clients Under Normal Conditions (Conventional Scan)
Icon Description
@ Normal client configured for Conventional Scan
ﬁ Conventional Scan is running

Conventional Scan Client Status: Clients Disconnected from the
Security Server but Protected by Real-Time Scan

Clients can occasionally become disconnected from the Security Server. If you enabled
Real-time Scan and the scan service is running normally, your clients will still be
protected but could already have or soon have out-of-date pattern files. Clients with the
icons below are still protected by Real-time Scan.
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If the following icons appeat, verify that the Security Server is running and your clients

are connected to your network.

TABLE B-2.

Icons for Clients Disconnected from the Security Server
(Conventional Scan)

Icon

Description

&

Disconnected from the Security Server but Real-time
Scan is running and the pattern file was up to date when
the disconnection occurred

d

Disconnected from the Security Server but Real-time
Scan is running. However, the pattern file was not up to
date when the disconnection occurred

Conventional Scan Client Status: Real-time Scan Not Operational

Trend Micro recommends enabling Real-time Scan. Although it can be disabled, it is not
recommended. The following icons appear on clients when Real-time Scan is disabled.

TABLE B-3.

Icons for Clients with Real-time Scan Disabled (Conventional

Scan)

Icon

Description

Real-time Scan is disabled

Real-time Scan is disabled and the pattern file is out of
date

Real-time Scan is disabled and the client is disconnected
from the Security Server

D S 9 e

Real-time Scan is disabled, the client is disconnected from
the Security Server, and the pattern file is out of date
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Clients with the following red icons are very vulnerable because the Real-time Scan
service has been terminated or is not working propetly.

TABLE B-4.  Icons for Clients with Real-time Scan Not Working Properly
(Conventional Scan)

Icon Description

Real-time Scan Service is not running properly

Real-time Scan Service is not running properly and the
pattern file is out of date

Real-time Scan Service is not running properly and the
client is disconnected from the server

Real-time Scan Service is not running properly, the client
is disconnected from the server, and the pattern file is out
of date

Smart Scan Client Status: Normal

If the following icons appear, everything is normal with the clients configured for Smart

Scan.
TABLE B-5.  Icons for Clients Under Normal Conditions (Smart Scan)
Icon Description
@ Normal client configured for Smart Scan
@ Smart Scan is running
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Smart Scan Client Status: Disconnected from Smart Scan Server

Smart Scan technology relies on the Smart Scan server to protect your clients. If clients
are configured for Smart Scan but disconnected from the Smart Scan Server, they will
have only minimum level of protection. If the following icons appear, verify that the
Smart Scan service TMiCRCScanService is running.

TABLE B-6.  Icons for Clients with Real-time Scan Disabled (Smart Scan)

Icon Description

@ Disconnected from the Scan Server but connected to the
Security Server

% Disconnected from the Scan Server and also disconnected
from the Security Server

Smart Scan Client Status: Real-time Scan not Operational

Trend Micro recommends enabling Real-time Scan. Although it can be disabled, this is
not recommended. The following icons appeat on clients when Real-time Scan is

disabled.

TABLE B-7.  Icons for Clients with Real-time Scan Disabled (Smart Scan)

Icon Description

@ Real-time Scan is disabled but the client is connected to
the Scan Server and the Security Server

Real-time Scan is disabled, the client is connected to the
Scan Server, but not the Security Server

Real-time Scan is disabled, the client is not connected to
the Scan Server but is connected to the Security Server

Real-time Scan is disabled and the client is not connected
to either the Scan Server or the Security Server

® @ &
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Clients with the following red icons are very vulnerable because the Real-time Scan
service has been terminated or is not working propetly.

TABLE B-8. Icons for Clients with Real-time Scan Not Working Properly
(Smart Scan)

Icon Description

@ Real-time Scan Service is not running properly, but the
client is connected to the Scan Server and the Security
Server

Real-time Scan Service is not running properly, the client
is connected to the Scan Server but not the Security
Server

is not connected to the Scan Server but is connected to
the Security Server

Real-time Scan Service is not running properly and the
client is not connected to either the Scan Server or the
Security Server

@ Real-time Scan Service is not running properly, the client

Location Awareness

With Location Awareness, administrators can control security settings depending on
how the client is connected to the network.

WEFBS-A automatically identifies the location of the client based on the Worry-Free
Business Security Server Gateway information and controls the Web sites users can
access. The restrictions differ based on the user's location:

*  Normal Clients are computers that are stationary and maintain a continuous
network connection with the Security Server.

*  Roaming Clients are computers that do not always maintain a constant network
connection
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Roaming Clients

Administrators can assign roaming mode privileges to clients, allowing users to place
these clients into roaming mode. Clients in roaming mode, called roaming clients, are still
protected; however, they do not receive messages from the server and are only able to
update in the following circumstances:

*  When the user performs Update Now or performs a Scheduled Update

*  When the Agent connects to the Trend Micro Security Server

If you use a computer for functions that should not be interrupted by server commands,
ensure that you give the CSA on that computer roaming mode privileges.

For more information on how to change client privileges, see Client Privileges on page
5-28.

The status of a Roaming Client is indicated by icons that appear in its system tray. Refer
to the following tables for a list of icons that appear on Roaming Clients.

TABLE B-9. Icons that Appear on a Roaming Client (Conventional Scan)

IcCON DESCRIPTION

Roaming Client (blue icon)

Real-time Scan is disabled

Pattern file is outdated

Real-time Scan is disabled and the pattern file is outdated

Real-time Scan Service is not running (red icon)

Real-time Scan Service is not running and the pattern file is out-
dated (red icon)

® e 9 o e e

Connected to the Smart Scan Server but Real-time Scan is not
operational

Connected to the Smart Scan Server but Real-time Scan is dis-
abled

® | @
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TABLE B-9.

Icons that Appear on a Roaming Client (Conventional Scan)

IcCoN

DESCRIPTION

e

Not connected to the Smart Scan Server

%

Not connected to the Smart Scan Server and Real-time Scan is

not operational

&

Not connected to the Smart Scan Server and Real-time Scan is

disabled
TABLE B-10. Icons that Appear on a Roaming Client (Smart Scan)
SCAN SERVER
ICON DESCRIPTION CONNECTION
Roaming Client Connected

Roaming Client

Disconnected

Real-time Scan disabled

Connected

Real-time Scan disabled

Disconnected

Real-time Scan Service is not running (red
icon)

Connected

P 288

Real-time Scan Service is not running (red
icon)

Disconnected
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32-bit and 64-bit Clients

The agent supports computers that use x86 processor architecture and x64 processor
architecture. All features are available for these operating systems and architectures
except for Anti-Rootkit.

Note: The agent does not support the Itanium 2 Architecture (IA-64).
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Appendix C

Trend Micro Services

This appendix explains the services that Trend Micro offers.

The topics discussed in this appendix include:

*  Trend Micro Outbreak Prevention Policy on page C-2
e Trend Micro Damage Cleanup Services on page C-2

*  Trend Micro Vulnerability Assessment on page C-3

e Trend Micro IntelliScan on page C-4

*  Trend Micro ActiveAction on page C-4

e Trend Micro IntelliTrap on page C-6

*  Trend Micro Email Reputation Services on page C-7
e Trend Micro Web Reputation on page C-7
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Trend Micro Outbreak Prevention Policy

The Trend Micro Outbreak Prevention Policy is a set of Trend Micro recommended
default security configuration settings that are applied in response to an outbreak on the
network.

The Outbreak Prevention Policy is downloaded from Trend Micro to the Trend Micro
Security Server.

When the Trend Micro Security Server detects an outbreak, it determines the degree of
the outbreak and immediately implements the appropriate security measures as stated in
the Outbreak Prevention Policy.

Based on the Outbreak Prevention Policy, Automatic Threat Response takes the
following preemptive steps to secure your network in the event of an outbreak:

*  Blocks shared folders to help prevent virus/malware from infecting files in shared
folders

*  Blocks ports to help prevent virus/malware from using vulnerable ports to infect
files on the network and clients

*  Denies write access to files and folders to help prevent virus/malware from
modifying files

*  Displays an alert message on clients when an outbreak detected

Trend Micro Damage Cleanup Services

WEBS-A uses Damage Cleanup Services (DCS) to protect your Windows computers
against Trojans (or Trojan horse programs) and virus/malware.

The Damage Cleanup Services Solution

To address the threats posed by virus/malware ot spywate/grayware, DCS does the
following:

*  Detects and removes threats
*  Kills processes that threats create
*  Repairs system files that threats modify

*  Deletes files and applications that threats create
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To accomplish these tasks, DCS makes use of these components:

*  Virus Cleanup Engine: The engine Damage Cleanup Services uses to scan for and
remove threats and its associated processes.

*  Virus Cleanup Template: Used by the Virus Cleanup Engine, this template helps
identify threats and its associated processes so the engine can eliminate them.

In WFBS-A, DCS runs on the client on these occasions:

*  Users perform a manual cleanup from the agent console.

*  Administrators perform Cleanup Now on the client from the Web console.

*  Users run Manual or Scheduled Scan.

*  After hot fix or patch deployment (see for more information).

*  When the WEFBS-A service is restarted (the WEFBS-A Client Watchdog service must
be selected to restart the agent automatically if the agent unexpectedly terminates.
Enable this feature on the Global Client Settings screen. Refer to Watchdog Settings
on page 10-10 for details.).

Because DCS runs automatically, you do not need to configure it. Users are not even
aware when it is executed because it runs in the background (when the agent is running).
However, WEFBS-A may sometimes notify the user to restart their client to complete the
process of removing threats.

Trend Micro Vulnerability Assessment

Vulnerability Assessment provides system Administrators the ability to assess secutity
risks to their networks. The information they generate by using Vulnerability
Assessment gives them a clear guide as to how to resolve known vulnerabilities and
secure their networks.

Use Vulnerability Assessment to:

*  Configure tasks that scan any or all computers attached to a network. Scans can
search for single vulnerabilities or a list of all known vulnerabilities.

*  Run manual assessment tasks or set tasks to run according to a schedule.

*  Request blocking for computers that present an unacceptable level of risk to
network security.
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*  Create reports that identify vulnerabilities according to individual computers and
describe the security risks those computers present to the overall network. The
reports identify the vulnerability according to standard naming conventions so that
Administrators can research further to resolve the vulnerabilities and secure the
network.

*  View assessment histories and compare reports to better understand the
vulnerabilities and the changing risk factors to network security.

Trend Micro IntelliScan

IntelliScan is a new method of identifying files to scan. For executable files (for example,
.exe), the true file type is determined based on the file content. For non-executable files
(for example, .txt), the true file type is determined based on the file header.

Using IntelliScan provides the following benefits:

e Performance optimization: IntelliScan does not affect applications on the client
because it uses minimal system resources

*  Shorter scanning period: Because IntelliScan uses true file type identification, it
only scans files that are vulnerable to infection. The scan time is therefore
significantly shorter than when you scan all files.

Trend Micro ActiveAction

Different types of virus/malware requite different scan actions. Customizing scan
actions for different types of virus/malwate requites knowledge about virus/malware
and can be a tedious task. Trend Micro uses ActiveAction to counter these issues.

ActiveAction is a set of pre-configured scan actions for virus/malwate and othet types
of threats. The recommended action for virus/malware is Clean, and the alternative
action is Quarantine. The recommended action for Trojans and joke programs is
Quarantine.

If you are not familiar with scan actions or if you are not sure which scan action is
suitable for a certain type of virus/malware, Trend Micro recommends using
ActiveAction.
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Using ActiveAction provides the following benefits:

*  Time saving and easy to maintain: ActiveAction uses scan actions that are
recommended by Trend Micro. You do not have to spend time configuring the scan

actions.

»  Updateable scan actions: Virus wtiters constantly change the way virus/malware
attack computers. To help ensure that clients are protected against the latest threats
and the latest methods of virus/malware attacks, new ActiveAction settings are
updated in virus pattern files.

Default ActiveAction Settings

The default ActiveAction settings for the following threats are:

TABLE C-1.  Default ActiveAction Settings
THREAT ACTION ACTION FOR UNCLEANABLE
THREATS

Possible No action Not Applicable
virus/malware

Joke Quarantine Not Applicable

Other Threats Clean Quarantine

Packer Quarantine Not Applicable

Test virus Pass Not Applicable

Virus Clean Quarantine
Worm/Trojans Quarantine Not Applicable

Note: Future pattern files could update the default actions.
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Trend Micro IntelliTrap

C-6

IntelliTrap is a Trend Micro heuristic technology used to discover threats that use
Real-Time Compression paired with other malware characteristics like packers. This
covers virus/malware, worms, trojans, backdoors and bots. Virus writers often attempt
to circumvent virus/malware filtering by using different file compression schemes.
IntelliTrap is a real-time, rule-based, and pattern recognition scan engine technology
that detects and removes known virus/malware in files compressed up to six layers deep
using any of 16 popular compression types.

IntelliTrap uses the following components when checking for bots and other malicious
programs:

*  Trend Micro virus scan engine and pattern file

* IntelliTrap pattern and exception pattern

True File Type

When set to scan the “true file type”, the scan engine examines the file header rather
than the file name to ascertain the actual file type. For example, if the scan engine is set
to scan all executable files and it encounters a file named “family.gif,” it does not assume
the file is a graphic file. Instead, the scan engine opens the file header and examines the
internally registered data type to determine whether the file is indeed a graphic file, or,
for example, an executable that someone named to avoid detection.

True file type scanning works in conjunction with IntelliScan to scan only those file
types known to be of potential danger. These technologies can mean a reduction in the
overall number of files that the scan engine must examine (perhaps as much as a
two-thirds reduction), but with this reduction comes a potentially higher risk.

For example, .gif files make up a large volume of all Web traffic, but they are unlikely to
hatbor virus/malwate, launch executable code, or carry out any known or theoretical
exploits. Therefore, does this mean they are safe? Not entirely. It is possible for a
malicious hacker to give a harmful file a “safe” file name to smuggle it past the scan
engine and onto the network. This file could cause damage if someone renamed it and
ran it.

Tip: For the highest level of security, Trend Micro recommends scanning all files.
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Trend Micro Email Reputation Services

Email Reputation technology determines spam based on the reputation of the
originating Mail Transport Agent (MTA). This off-loads the task from the WFBS-A
server. With Email Reputation enabled, all inbound SMTP traffic is checked by the IP
databases to see whether the originating IP address is clean or it has been black-listed as
a known spam vector.

There are two service levels for Email Reputation:

*  Standard: The Standard service uses a database that tracks the reputation of about
two billion IP addresses. IP addresses that have been consistently associated with
the delivery of spam messages are added to the database and rarely removed.

*  Advanced: The Advanced service level is a DNS, query-based service like the
Standard service. At the core of this service is the standard reputation database,
along with the dynamic reputation, real-time database that blocks messages from
known and suspected sources of spam.

When an email message from a blocked or a suspected IP address is found, Email
Reputation Services (ERS) stops it before it reaches your messaging infrastructure. If
ERS blocks email messages from an IP address you feel is safe, add that IP address to
the Approved IP Address list.

Trend Micro Web Reputation

Web Reputation helps prevent access to URLs that pose potential security risks by
checking any requested URL against the Trend Micro Web Security database. Depending
on the location (In Office/Out of Office) of the client, configure a different level of
security.

If Web Reputation blocks a URL and you feel the URL is safe, add the URL to the
Approved URLs list. For information on adding a URL to the Approved URL list, see
Configuring Global Settings.
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Reputation Score

A URL's “reputation score” determines whether it is a Web threat or not. Trend Micro
calculates the score using proprietary metrics. Trend Micro considers a URL “a Web
threat”, “very likely to be a Web threat”, or “likely to be a Web threat” if its score falls
within the range set for one of these categories.

Trend Micro considers a URL safe to access if its score exceeds a defined threshold.
There are three security levels that determine whether CSA will allow or block access to
a URL.

*  High: Blocks pages that are:
*  Verified fraud pages or threat sources
*  Suspected fraud pages or threat sources
*  Associated with spam or possibly compromised
*  Unrated pages
*  Medium: Blocks pages that are:
*  Verified fraud pages or threat sources
*  Suspected fraud pages or threat sources

*  Low: Blocks pages that are verified fraud pages or threat sources



Appendix D

Best Practices for Protecting Your
Clients

This appendix provides you with some best practices that help you better protect the
clients on your network.

D-1



Trend Micro™ Worry-Free™ Business Security Advanced 6.0 Administrator's Guide

Best Practices

There are many steps you can take to protect your computers and network from
Internet threats. Trend Micro recommends the following actions:

Use the Trend Micro recommended WEBS-A default settings.
Keep your operating systems and all software updated with the latest patches.
Use strong passwords and advise your end users to use strong passwords.

A strong password should be at least eight characters long and use a combination of
upper and lower case alphabets, numbers, and non-alphanumeric characters. It
should never contain personal information. Change your passwords every 60 to 90
days.

Disable all unnecessary programs and services to reduce potential vulnerabilities.

Educate your end users to:

*  Read the End User License Agreement (EULA) and included documentation
of applications they download and install on their computers.

*  Click No to any message asking for authorization to download and install
software (unless the end users are certain that they can trust both the creator of
the software they are downloading and the Web site source from where they are
downloading the software).

*  Disregard unsolicited commercial email messages (spam), especially if the spam
asks users to click a button or hyperlink.

Configure Web browser settings that ensure a strict level of security.

Trend Micro recommends requiring Web browsers to prompt users before installing
ActiveX controls. To increase the security level for Internet Explorer (IE), go to
Tools > Internet Options > Security and move the slider to a higher level. If this
setting causes problems with Web sites you want to visit, click Sites..., and add the
sites you want to visit to the trusted sites list.

If using Microsoft Outlook, configure the security settings so that Outlook does not
automatically download HTML items, such as pictures sent in spam messages.

Prohibit the use of peer-to-peer file-sharing services. Internet threats may be
masked as other types of files your users may want to download, such as MP3 music
files.
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*  Periodically examine the installed software on the computers on your network. If
you find an application or file that WFBS-A cannot detect as an Internet threat,
send it to Trend Micro:

http://subwiz.trendmicro.com/SubWiz

TrendLabs will analyze the files and applications you submit.

If you prefer to communicate using email, send a message to the following address:

virusresponse@trendmicro.com

For more information about best practices for computer security, visit the Trend Micro
Web site and read the Safe Computing Guide and other security information.

http://www.trendmicro.com/en/security/general /virus/overviewhtm
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Appendix E

Using Administrative and Client Tools

This appendix explains how to use the administrative and client tools that come with
WEBS-A.

The topics discussed in this appendix include:

*  Tool Types on page E-2

*  Administrative Tools on page E-3

»  Client Tools on page E-8

*  Add-ins on page E-13
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Tool Types

WEBS-A includes a set of tools that can help you easily accomplish various tasks,
including server configuration and client management.

Note: These tools cannot be used from the Web console. For instructions on how to use the
tools, see the relevant sections below.

These tools are classified into three categories:

*  Administrative tools: Helps configure Trend Micro Security Server and manage
agents

*  Login Script Setup (autopcc.exe): Automates Client/Server Security
Agent installation.

*  Vulnerability Scanner (TMVS . exe): Locates unprotected computers on
the network.

*  Client tools: Helps enhance the performance of the agents.

*  Client Packager (C1nPack.exe): Creates a self-extracting file containing
the Client/Server Security Agent and components.

*  Restore Encrypted Virus (VSEncode . exe): Opens infected files
encrypted by WEFBS-A.

*  Touch Tool (TmTouch. exe): Change the time stamp on a hot fix to
synchronize it with the system clock.

*  Client Mover Tool (IpXfer.exe): Transfers clients from one Security
Server to another. Source and destination servers must be running the
same version of WEFBS-A and operating systems.

*  Add-ins: These add-ins to Windows Small Business Server (SBS) 2008 and
Windows Essential Business (EBS) Server 2008 allow administrators to view live
security and system information from the SBS and EBS consoles. This is the same
high-level information visible from the Live Status screen.

Note: Some tools available in previous versions of WFBS-A are not available in this version.
If you require these tools, contact Trend Micro Technical Support. Refer to Technical
Support on page G-3
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Administrative Tools

This section contains information about WFBS-A administrative tools.

Login Script Setup

With Login Script Setup, you can automate the installation of the Client/Setver Secutity
Agent to unprotected computers when they log on to the network. Login Script Setup
adds a program called autopcc. exe to the server login script. The program
autopcc.exe performs the following functions:

*  Determines the operating system of the unprotected client and installs the
approptiate version of the Client/Server Security Agent

*  Updates the virus pattern file and program files

For instructions on installing agents, refer to Installing with Login Script Setup on page 3-6.

Vulnerability Scanner

Use Vulnerability Scanner to detect installed antivirus solutions and to search for
unprotected computers on your network. To determine if computers are protected,
Vulnerability Scanner pings ports that are normally used by antivirus solutions.

Vulnerability Scanner can perform the following functions:

*  Perform a DHCP scan to monitor the network for DHCP requests so that when
computers first log on to the network, Vulnerability Scan can determine their status

*  Ping computers on your network to check their status and retrieve their computer

names, platform versions, and descriptions

*  Determine the antivirus solutions installed on the network. It can detect Trend
Micro products (including OfficeScan, ServerProtect™ for Windows N'T and
Linux, ScanMail for Microsoft Exchange, InterScan Messaging Security Suite, and
PortalProtect) and third-party antivirus solutions (including Norton AntiVirus
Corporate Edition v7.5 and v7.6, and McAfee VirusScan ePolicy Orchestrator).

*  Display the server name and the version of the pattern file, scan engine and program
for OfficeScan and ServerProtect for Windows NT

*  Send scan results through email
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Run in silent mode (command prompt mode)

Install the Client/Server Security Agent remotely on computers running Windows
2000/Server 2003 (R2)

You can also automate Vulnerability Scanner by creating scheduled tasks. For
information on how to automate Vulnerability Scanner, see the TMVS Online Help.

To run Vulnerability Scanner on a computer other than the server, copy the TMVS
foldet from the \PCCSRV\ Admin\Utility folder of the setver to the computet.

Note:  You cannot install the Client/Server Secutity Agent with Vulnerability Scanner if the

server component of WEFBS-A is present on the same machine.
Vulnerability Scanner does not install the Client/Setver Security Agent on a machine

already running the server component of WFBS-A.

Using the Vulnerability Scanner

To configure Vulnerability Scanner:

1.

In the drive where you installed the server component of WEFBS-A, open the
following directories: Trend Micro Security Server > PCCSRV >Admin >
Utility > TMVS. Double-click TMVS . exe. The Trend Micro Vulnerability Scanner
console appears.

Click Settings. The Settings screen appears.

In the Product Query box, select the products that you want to check for on your
network. Select the Check for all Trend Micro products to select all products.

If you have Trend Micro InterScan and Norton AntiVirus Corporate Edition
installed on your network, click Settings next to the product name to verify the
port number that Vulnerability Scanner will check.

Under Description Retrieval Settings, click the retrieval method that you want to
use. Normal retrieval is more accurate, but it takes longer to complete.

If you click Normal retrieval, you can set Vulnerability Scanner to try to retrieve

computer descriptions, if available, by selecting the Retrieve computer
descriptions when available check box.
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10.

11.
12.

To send the results to you or other Administrators automatically, under Alert
Settings, select the Email results to the system Administrator check box, and
then, click Configure to specify your email settings:

« To
¢  From

*  SMTP server: The address of your SMTP server. For example,
smtp.example.com. The SMTP server information is required.

*  Subject

To display an alert on unprotected computers, select the Display alert on
unprotected computers check box. Then, click Customize to set the alert
message. The Alert Message screen appears. You can type a new alert message or
accept the default message. Click OK.

To save the results as a comma-separated value (CSV) data file, select the
Automatically save the results to a CSV file check box. By default, CSV data files
are saved to the TMVS folder. If you want to change the default CSV folder, click
Browse. The Browse for folder screen appears. Browse for a target folder on your
computer or on the network and then click OK.

You can enable Vulnerability Scanner to ping computers on the network to get their
status. Under Ping Settings, specify how Vulnerability Scanner will send packets to
the computers and wait for replies. Accept the default settings or type new values in
the Packet size and Timeout text boxes.

To remotely install the agent and send a log to the server, type the server name and
port number. To remotely install the agent automatically, select the Auto-install
Client/Server Security Client on unprotected computer check box.

Click Install Account to configure the account. The Account Information screen
appears.

Type the user name and password and click OK.

Click OK to save your settings. The Trend Micro Vulnerability Scanner console
appears.
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To run a manual vulnerability scan on a range of IP addresses:

1.

Under IP Range to Check, type the IP address range that you want to check for
installed antivirus solutions and unprotected computers.

Note: The Vulnerability Scanner only supports class B IP addresses.

Click Start to begin checking the computers on your network. The results are
displayed in the Results table.

To run Vulnerability Scanner on computers requesting IP addresses from a
DHCP server:

1.
2.

Click the DHCP Scan tab in the Results box. The DHCP Start button appeats.

Click DHCP Start. Vulnerability scanner begins listening for DHCP requests and
performing vulnerability checks on computers as they log on to the network.

To create scheduled tasks:

Under Scheduled Tasks, click Add/Edit. The Scheduled Task screen appeats.
Under Task Name, type a name for the task you are creating.

Under IP Address Range, type the IP address range that you want to check for
installed antivirus solutions and unprotected computers.

Under Task Schedule, click a frequency for the task you are creating. You can set
the task to run Daily, Weekly, or Monthly. If you click Weekly, you must select a
day from the list. If you click Monthly, you must select a date from the list.

In the Start time lists, type or select the time when the task will run. Use the
24-hour clock format.

Under Settings, click Use current settings if you want to use your existing
settings, or click Modify settings.

If you click Modify settings, click Settings to change the configuration. For
information on how to configure your settings, refer to Step 3 to Step 12 in To
configure Vulnerability Scanner: on page E-4.

Click OK to save your settings. The task you have created appears under
Scheduled Tasks.
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Other Settings

To configure the following settings, you need to modify TMVS . ini:

EchoNum: Set the number of clients that Vulnerability Scanner will simultaneously
ping.
ThreadNumManual: Set the number of clients that Vulnerability Scanner will

simultaneously check for antivirus software.

ThreadNumSchedule: Set the number of clients that Vulnerability Scanner will
simultaneously check for antivirus software when running scheduled tasks.

To modify these settings:

1.
2.
3.

Open the TMVS folder and locate the TMVS. ini file.
Open TMVS.ini using Notepad or any text editor.

To set the number of computers that Vulnerability Scanner will simultaneously
ping, change the value for EchoNum. Specify a value between 1 and 64.

For example, type EchoNum=60 if you want Vulnerability Scanner to ping 60
computers at the same time.

To set the number of computers that Vulnerability Scanner will simultaneously
check for antivirus software, change the value for ThreadNumManual. Specify a
value between 8 and 64.

For example, type ThreadNumManual=60 to simultaneously check 60 computers
for antivirus software.

To set the number of computers that Vulnerability Scanner will simultaneously

check for antivirus software when running scheduled tasks, change the value for
ThreadNumSchedule. Specify a value between 8 and 64.

For example, type ThreadNumSchedule=60 to simultaneously check 60
computers for antivirus software whenever Vulnerability Scanner runs a scheduled
task.

Save TMVS.ini.

Remote Manager Agent

The Trend Micro™ Worry-Free™ Remote Manager Agent allows resellers to manage
WEBS-A with Trend Micro Worry-Free Remote Manager (WFRM). See the WEFBS-A
Installation Guide or the WFRM documentation for details.
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Client Tools

This section contains information about WFBS-A client tools.

Client Packager

Client Packager is a tool that can compress setup and update files into a self-extracting
file to simplify delivery through email, CD-ROM, or similar media. It also includes an

email function that can access your Microsoft Outlook address book and allow you to

send the self-extracting file from within the tool’s console.

To run Client Packager, double-click the file. WEFBS-A clients that are installed using
Client Packager report to the server where the setup package was created.

Restore Encrypted Virus

E-8

Client/Server Security Agents and Messaging Security Agents encrypt infected files and
attachments to prevent users from opening them and spreading virus/malware to other
files on the client.

Whenever Client/Server Security Agent backs up, quarantines, or renames an infected
file, it encrypts the file. The quarantined file is stored in the \Suspect folder on the
client, and then sent to the quarantine directory. The backup file is stored in the
\Backup folder of the client, typically in C:\Program Files\Trend Micro\Client Server
Security Agent\Backup\. Whenever Messaging Security Agent backs up, quarantines, or
archives an email message or attachment, it encrypts the file and stores it in the MSA
storage folder, typically in C:\Program Files\Trend Micro\Messaging Security
Agent\storage\.
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However, there may be some situations when you have to open the file even if you know
it is infected. For example, if an important document has been infected and you need to
retrieve the information from the document, you will need to decrypt the infected file to
retrieve your information. You can use Restore Encrypted Virus to decrypt infected files
from which you want to open.

Note: To prevent Client/Setrver Security Agent from detecting the virus/malware again
when you use Restore Encrypted Virus, exclude the folder to which you decrypt the
file from Real-time Scan.

WARNING! Decrypting an infected file could spread the virus/malware to other files.

Restore Encrypted Virus requires the following files:
¢ Main file: VSEncode.exe
*  Required DLL file: VSAPI32.dll

Using the Graphical Interface
To restore files in the Suspect folder from the command line:

1.  Go to the folder where the tool is located (for example: c:\VSEncrypt) and enter
VSEncode.exe /u.

2. Select the file to restore.
3. Click Restore.

Using the Command Line Interface

To restore files in the Suspect folder from the command line:
1.  Copy VSEncrypt from the Security Server to the client:
\PCCSRV\ Admin\Utlity\ VSEncrypt.

WARNING! Do not copy the VSEncrypt folder to the WFBS folder. The
VSAPI32.dll file of Restore Encrypted Virus will conflict with the
original VSAPI32.dll.
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Open a command prompt and go to the location where you copied the VSEncrypt
folder.

Run Restore Encrypted Virus using the following parameters:

*  no parameter: Encrypt files in the Quarantine folder

*  -d: Decrypt files in the Quarantine folder

*  -debug: Create debug log and output in the root folder of the client
*  /o: Overwtite enctypted or decrypted file if it already exists

* /f: {filename}. Encrypt or decrypt a single file

*  /nr: Do not restore otiginal file name

For example, you can type VSEncode [-d] [-debug] to decrypt files in the Quarantine
folder and create a debug log. When you decrypt or encrypt a file, the decrypted or
encrypted file is created in the same folder.

Note:  You may not be able to encrypt or decrypt files that are locked.

Restore Encrypted Virus provides the following logs:

VSEncrypt.log. Contains the encryption or decryption details. This file is created
automatically in the temp folder for the user logged on the machine (normally, on
the C: drive).

VSEncDbg.log. Contains the debug details. This file is created automatically in the
temp folder for the user logged on the machine (normally, on the C: drive) if you
run VSEncode.exe with the -debug parameter.

To encrypt or decrypt files in other locations:

1.

Create a text file and then type the full path of the files you want to encrypt or
decrypt.

For example, if you want to encrypt ot decrypt files in C:\My Documents\Repotts,
type C:\My Documents\Reports\*.* in the text file. Then save the text file with an
INI or TXT extension, for example, you can save it as ForEncryption.ini on the C:
drive.

At a command prompt, run Restore Encrypted Virus by typing VSEncode.exe -d -i
{location of the INI or TXT file}, where {location of the INI or TXT file} is the
path and file name of the INI or TXT file you created (for example,
C:\ForEncryption.ini).
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Restoring Transport Neutral Encapsulation Format Email Messages

Transport Neutral Encapsulation Format (INEF) is a message encapsulation format
used by Microsoft Exchange/Outlook. Usually this format is packed as an email
attachment named Winmail.dat and Outlook Express hides this attachment
automatically. Refer to

http://support.microsoft.com/kb/241538 /en-us

If MSA archives this kind of email, and the extension of the file is changed to .EML,
Outlook Express will only display the body of the email message.

Touch Tool

The Touch Tool synchronizes the time stamp of one file with the time stamp of another
file or with the system time of the computer. If you are unsuccessful in deploying a hot
fix (an update or patch that Trend Micro releases) on the Trend Micro Security Server,
use the Touch Tool to change the time stamp of the hot fix. This causes WFBS-A to
interpret the hot fix file as new, which makes the server attempt to deploy the hot fix
again automatically.

To run the Touch Tool:
1. On the Trend Micro Security Server, go to the following directory:
\PCCSRV\Admin\Utility\Touch

2. Copy the TmTouch.exe file to the folder where the file you want to change is
located. If synchronizing the file time stamp with the time stamp of another file, put
both files in the same location with the Touch tool.

Open a command prompt and go to the location of the Touch Tool.

Type the following:
TmTouch.exe <destination_filename> <source_filename>
where:

<destination_filename> = the name of the file (the hot fix, for example) whose
time stamp you want to change

<source_filename> = the name of the file whose time stamp you want to replicate
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If you do not specify a source filename, the tool sets the destination file time stamp
to the system time of the computer.

ote: ou can use the wildcard character in the destination file name fie ut no
Not Y th Idcard character "*" in the destination fil field, but not
the source file name field.

To verify the time stamp changed, type dir in the command prompt or right click
the file in Windows explorer and select Properties.

Client Mover

If you have more than one WFBS-A server on the network, you can use Client Mover to

transfer clients from one WFBS-A server to another.

This is especially useful after adding a new WEBS-A server to the network when you
want to transfer existing clients to the new server. Source and destination servers must

be running the same version of WFBS-A and operating systems.

Client Mover requires the IpXfer.exe file.

To run Client Mover:

1.

On the WFBS-A server, go to the following directory:
\PCCSRV\ Admin\Utility\IpXfer.

Copy the IpXfer.exe file to the client that you want to transfer.

On the client, open a command prompt and then go to the folder where you copied
the file.

Run Client Mover using the following syntax:
IpXfer.exe -s <server_name> -p <server_listening_port> -m 1
-c <client_listening_port>

where:

*  <server_name> = the server name of the destination WFBS-A server (the
server to which the client will transfer)

o <server_listening_port> = the listening (trusted) port of the destination
WEBS-A server. To view the listening port on the Web console, click Security
Settings. The listening port is shown next to the Security Server name.
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¢ 1 = You must use the number "1" after "-m"

e <client_listening_port> = the port number of the client
To confirm that the Client now reports to the other server:
1. On the client, right click the Client/Setrver Security Agent icon in the system tray.
2. Select Client/Setver Secutity Agent Console.
3. From the Help tab, click more info in the Product Information section.
4

. Verify that the Security Server that the CSA reports to is correct.

Add-ins

WEBS-A provides add-ins to Windows™ Small Business Server (SBS) 2008 and
Windows Essential Business (EBS) Server 2008. These add-ins allow administrators to
view live security and system status information from the SBS and EBS consoles.

Eg Windows SB5 Console

F—— O

Users and Network  SharedFolders  Backup and
Groups etwor and Web Sites Server Storage

Security Essentials

Reports | Security |

Security

Applicable to | Status | Source T

L Wirus protection for file system Client Computers @ 0K Security Center |
I\ Spyware and ather makware protection  Client Computers @ OK  Security Center
‘-*‘Chent cornputer firewall Client Carnputers 9 oK Windows SBS Mana..,

| Sparn pratection for e-rail Server @ 0K Exchange Server 2007
@ Trend Micro Warry-Free Business Sec..  Server ® OK  WFBS Security Server
‘-t‘ Server firewall Serser 9 OK Windows Firewall

I@' Trend Micro Worry-Free Business Security

Qutbreak Defense: Mormal
Antivirus Mormal
Anti-spyniare; Normal
Anti-spam: Normal
Wi'eb Threat Protection: Mormal
Behaviar Manitaring: MNarmal
1 Metwork Viruses: Mormal
License: Mormal
Updates: Harral
Unusual systerm events: Normal

FIGURE E-1. SBS console displaying Live Status information
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Installing the SBS and EBS Add-ins

The SBS or the EBS add-in installs automatically when you install the Security Server on
a computer running SBS 2008 or EBS 2008. To use the add-in on another computer,
you need to install it manually.

To manually install the add-in for SBS or EBS 2008:

1.
2.
3.

4.

Access the Web console from the computer running SBS or EBS 2008.
Click Preferences > Tools and then click the Add-ins tab.

Click the corresponding Download link to obtain either the SBS or EBS 2008
add-in.

On the local computer, open the downloaded file and complete the installation.

Using the SBS and EBS Add-ins

The SBS and EBS add-ins let administrators view high-level security and system status
information on the SBS and EBS consoles.

To use the SBS or EBS add-ins, open the SBS or EBS console. Under the Security tab,
click Trend Micro Worry-Free Business Security to view the status information.



Appendix F

Troubleshooting and Frequently
Asked Questions

This appendix provides solutions to common problems and answers common
questions.

The topics discussed in this appendix include:
*  Troubleshooting on page F-2
*  Drequently Asked Questions (EAQs) on page F-11

*  Known Issues on page F-17
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Troubleshooting

This section helps you troubleshoot issues that may arise while installing or using
WEBS-A

Environments with Restricted Connections

If your environment has restrictions connecting to the Internet, in the case of a closed
LAN or lack of an Internet connection, use the following procedures:

If Agents can access the Security Server:

1. Create a new package using the Client Packager (Installing with Client Packager on page
3-8).
2. Manually install the package on the computer.

The agent now applies the security settings as configured on the server.
If Agents cannot access the Security Server:

1. Create a new package using the Client Packager.

2. Manually install the package on the computer.

Client Packager Post-Installation Problems

If you installed the agent with Client Packager and are encountering problems, consider
the following:

*  Install: If the agent cannot connect to the Security Server, the client will keep
default settings. Only when the client can connect to the Security Server can it
obtain group settings.

*  Upgrade: If you encounter problems upgrading the agent with Client Packager,
Trend Micro recommends uninstalling the previous version of the agent first, then
installing the new version.
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User’s Spam Folder not Created

When the Administrator creates a mailbox account for a user, the spam folder is not
created immediately in Microsoft Exchange server, but will be created under the
following conditions:

*  An end user logs on to their mailbox for the first time

¢ The first email arrives at the mailbox

The Administrator must first create the mailbox entity and the user must log on before
EUQ can create a spam folder.

Internal Sender-Recipient Confusion

You can only define one domain as the internal address for the Messaging Security
Agent. If you use Microsoft Exchange System Manager to change your primary address
on a server, Messaging Security Agent does not recognize the new address as an internal
address because Messaging Security Agent cannot detect that the recipient policy has
changed.

For example, you have two domain addresses for your company: @example_1.com and
@example2.com. You set @example_1.com as the primary address. Messaging Security
Agent considers email messages with the primary address to be internal (that is,
abc@example_1.com, ot xyz@example_1.com ate internal). Latet, you use Mictosoft
Exchange System Manager to change the primary address to @example_2.com. This
means that Microsoft Exchange now recognizes addresses such as abc@example_2.com
and xyz@example_2.com to be internal addresses.

Re-sending a Quarantine Message Fails

This can happen when the system administratot’s account on the Microsoft Exchange
server does not exist.

To resolve quarantined message failure:

1. Using the Windows Registry Editor, open the following registry entry on the server:
HKEY LOCAL MACHINE\SOFTWARE\TrendMicro\ScanMail for
Exchange\CurrentVersion
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2. Edit the entry as follows:

WARNING! Incorrectly editing the registry may severely damage your system.
Before making changes to the registry, you should back up any val-
ued data on your computer.

* ResendMailbox <Administrator Mailbox> (for example,
admin@example.com)

* ResendMailboxDomain <Administrator’s Domain> (for example,
example.com)

* ResendMailSender <Administrator’s Email Account> (for example, admin

3. Close the Registry Editor.

MSA SQL Server Dependency in Exchange Server 2007

In computers running Exchange Server 2007, the Messaging Security Agent (MSA) uses
a SQL Server database. To prevent issues, MSA services are designed to be dependent
on the SQL Setver service instance MSSQL$SCANMAIL. Whenever this instance is
stopped or restarted, the following MSA services are also stopped:

e ScanMail_Master
*  ScanMail_RemoteConfig
Manually restart these MSA services if MSSQL$SCANMAIL is stopped or restarted.

Different events, including when SQL Server is updated, can cause
MSSQL$SCANMAIL to restatt ot stop.

Saving and Restoring Program Settings

You can save a copy of the WFBS-A database and important configuration files for
rolling back your WFBS-A program. You may want to do this if you are experiencing
problems and want to reinstall WEFBS-A or if you want to revert to a previous
configuration.
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To restore program settings after rollback or reinstallation:

1.
2.

Stop the Trend Micro Security Server Master Service.

Manually copy the following files and folders from the folder to an alternate
location:

WARNING! Do not use backup tools or applications for this task.

C:\Program Files\Trend Micro\Security Server\PCCSRV

* ofcscan.ini: Contains global settings.

* ous.ini: Contains the update source table for antivirus component
deployment.

* Private folder: Contains firewall and update source settings.

o Web\TmOPP folder: Contains Outbreak Defense settings.

* Pccnt\Common\OfcPfw.dat: Contains firewall settings.

* Download\OfcPfw.dat: Contains firewall deployment settings.

* Log folder: Contains system events and the verify connection log.

* Virus folder: The folder in which WFBS-A quarantines infected files.
* HTTDB folder: Contains the WFBS-A database.

Uninstall WFBS-A.

Perform a fresh install. Refer to the WEBS-A Installation Guide.

After the master installer finishes, stop the Trend Micro Security Server Master
Service on the target computer.

Update the virus pattern version from the backup file:

a. Get current virus pattern version from the new server.

\Trend Micro\Security Server\PCCSRV\Private\component.ini.
[6101]

ComponentName=Virus pattern

Version=xxxxxx 0 0
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b. Update the version of the virus pattern in the backed-up file:

\Private\component.ini

Note: If you change the Security Server installation path, you will have to update the
path info in the backup files ofcscan.ini and
\private\ofcserver.ini

7. With the backups you created, overwrite the WEFBS-A database and the relevant
files and folders on the target machine in the PCCSRV folder.

8. Restart the Trend Micro Security Server Master Service.

Some Components are not Installed

Licenses to various components of Trend Micro products may differ by region. After
installation, you will see a summary of the components your Registration
Key/Activation Code allows you to use. Check with your vendor or reseller to vetify the
components for which you have licenses.

Unable to Access the Web Console

This section discusses the possible causes for being unable to access the Web console.

Browser Cache

If you upgraded from a previous version of WEFBS-A, Web browser and proxy server
cache files may prevent the Web console from loading. Clear the cache memory on your
browser and on any proxy servers located between the Trend Micro Security Server and
the computer you use to access the Web console.

SSL Certificate

Also, verify that your Web server is functioning propetly. If you are using SSL, verify that
the SSL certificate is still valid. See your Web server documentation for details.

Virtual Directory Settings

There may be a problem with the virtual directory settings if you are running the Web
console on an IIS server and the following message appears:
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The page cannot be displayed
HTTP Error 403.1 - Forbidden: Execute access is denied.
Internet Information Services (IIS)

This message may appear when either of the following addresses is used to access the
console:

http://<server name>/SMB/
http://<server name>/SMB/default.htm

However, the console may open without any problems when using the following
address:

http://<server name>/SMB/console/html/cgi/cgichkmasterpwd.exe
To resolve this issue, check the execute permissions of the SMB virtual directory.

To enable scripts:

1. Open the Internet Information Services (IIS) manager.

2. In the SMB virtual directory, select Properties.

3. Select the Virtual Directory tab and change the execute permissions to Scripts
instead of none. Also, change the execute permissions of the client install virtual
directory.

Incorrect Number of Clients on the Web Console
You may see that the number of clients reflected on the Web console is incorrect.

This happens if you retain client records in the database after removing the agent. For
example, if client-server communication is lost while removing the agent, the server
does not receive notification about the agent removal. The server retains client
information in the database and still shows the client icon on the console. When you
reinstall the agent, the server creates a new record in the database and displays a new
icon on the console.

Use the Verify Connection feature through the Web console to check for duplicate client
records.
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Client Icon Does Not Appear After Installation

You may discover that the client icon does not appear on the Web console after you
install the agent. This happens when the client is unable to send its status to the server.

To check communication between Clients and the Web console:

*  Open a Web browser on the client, type https://{Trend Micro Security
Server Name}:{port number}/SMB/cgi/cgionstart.exe in the address
text box, and then press ENTER. If the next screen shows “-2”, this means the

client can communicate with the server. This also indicates that the problem may be
in the server database; it may not have a record of the client.

*  Verify that client-server communication exists by using ping and telnet.

*  If you have limited bandwidth, check if it causes connection timeout between the
server and the client.

*  Check if the \PCCSRYV folder on the server has shared privileges and if all users
have been granted full control privileges.

*  Verify that the Trend Micro Security Server proxy settings are correct.

Issues During Migration from Other Antivirus Software

This section discusses some issues you may encounter when migrating from third-party
antivirus software.

The setup program for the Client/Server Security Agent uses the third-party software’s
uninstallation program to automatically remove it from your users’ system and replace it
with the Client/Setver Secutity Agent. If automatic uninstallation is unsuccessful, users
get the following message:

Uninstallation failed.

There are several possible causes for this error:

*  The third-party software’s version number or product key is inconsistent.
*  The third-party software’s uninstallation program is not working,

*  Certain files for the third-party software are either missing or corrupted.
*  The registry key for the third-party software cannot be cleaned.

*  The third-party software has no uninstallation program.

There are also several possible solutions for this error:
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Manually remove the third-party software.
Stop the service for the third-party software.

Unload the service or process for the third-party software.

Unsuccessful Web Page or Remote Installation

If users report that they cannot install from the internal Web page or if installation with
Remote install is unsuccessful, try the following methods.

Verify that client-server communication exists by using ping and telnet.
Check if TCP/IP on the client is enabled and propetly configured.

If you are using a proxy server for client-server communication, check of the proxy
settings are configured correctly.

In the Web browser, delete Trend Micro add-ons and the browsing history.

Unable to Replicate Messaging Security Agent Settings

You can only replicate settings from a source Messaging Security Agent to a target
Messaging Security Agent that share the same domain.

For Windows 2003, do the first 4 steps:

1.
2.

Start regedit.
Go to

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurePi
peServers\winreg

Right click winreg > Permissions.

Add Smex Admin Group of target domain, and enable Allow Read.
For Windows 2000, also do the following:

Go to

HKEY LOCAL MACHINE \SOFTWARE\TRENDMICRO\ScanMail for
Microsoft Exchange

Click ScanMail for Microsoft Exchange.
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7. Select Security > Permissions.

8. Add Smex Admin Group of target domain, and enable Allow Read and Allow
Full Control.
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Frequently Asked Questions (FAQs)

The following is a list of frequently asked questions and answers.

Where Can | Find My Activation Code and Registration
Key?

You can activate WEFBS-A during the installation process or later using the Web console.
To activate WEBS-A, you need to have an Activation Code.

Obtaining an Activation Code

You automatically get an evaluation Activation Code if you download Worry-Free
Business Security from the Trend Micro Web site.

You can use a Registration Key to obtain an Activation Code online.
Activation Codes have 37 characters and look like this:

XX XXXKXXXKXKXKX XXX KXK XXX KXKTKXXKXKXKX=KXKXKXKXX
Obtaining a Registration Key

The Registration Key can be found on:
*  Product CD

*  License Certificate (which you obtained after purchasing the product)

Registering and activating your copy of WEBS-A entitles you the following benefits:
*  Updates to the WFBS-A pattern files and scan engine
*  Technical support

*  Easy access in viewing the license expiration update, registration and license
information, and renewal reminders

*  Easy access in renewing your license and updating the customers profile
Registration Keys have 22 characters and look like this:
XX XXXX~XXXX~XXXX—XXXX

When the full version expires, security updates will be disabled; when the evaluation
period expires, both the security updates and scanning capabilities will be disabled. In
the Product License screen, you can obtain an Activation Code online, view renewal
instructions, and check the status of your product.
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Re

gistration

| have several questions on registering WFBS-A. Where can | find the answers?
See the following Web site for frequently asked questions about registration:

http://esupport.trendmicro.com/support/viewxml.do?ContentID=en-116326

Installation, Upgrade, and Compatibility

F-12

Which versions of Worry-Free Business Security or Worry-Free Business
Security Advanced can upgrade to this version?

Refer to the WFBS-A Installation Guide for information.
Which Agent installation method is best for my network environment?

Refer to Agent Installation Overview on page 3-2 for a summary and brief comparison of
the various agent installation methods available.

Can the Trend Micro Security Server be installed remotely using Citrix or
Windows Terminal Services?

Yes. The Trend Micro Security Server can be installed remotely with Citrix or Windows
Terminal Services.

Does WFBS-A support 64-bit platforms?

Yes. A scaled down version of the Client/Setver Security Agent is available for the x64
platform. However, no support is currently available for the IA-64 platform.

Can | upgrade to WFBS-A from Trend Micro™ ServerProtect?
No. ServerProtect will have to be first uninstalled and then WEFBS-A can be installed.

Can | use a pre-existing installation of an Apache Web server on computer
where | am installing the Security Server?

Trend Micro recommends that you do not use a pre-existing installation of Apache. The
correct version will be installed at the same time that you install the Security Server.
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How Can | Recover a Lost or Forgotten Password?

Access to the Worry-Free Business Security console requires a password, which is first
defined during installation and can be subsequently changed at any time. Contact
Support if you lost or forgot your password.

Intuit Software Protection

What happens when an attempted Intuit update is blocked?

All Intuit executable files have a digital signature and updates to these files will not be
blocked. If there are other programs try to change the Intuit binary file, the agent
displays a message with the name of the program that is attempting to update the binary
files.

Can other programs be allowed to update Intuit files? Can | bypass Trend Micro
protection on a case-to-case basis?

Yes. To allow this, add the required program to the Behavior Monitoring Exception List
on the agent.

WARNING! Remember to remove the program from the exception list after the
update.

Configuring Settings

I have several questions on configuring WFBS-A settings. Where can | find the
answers?

You can download all WEFBS-A documentation from the following site:

http:/ /www.trendmicro.com/download
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What folders should | exclude for Antivirus software with SBS 20037

Refer to the following tables for the SBS 2003 exclusions:
TABLE F-1. Microsoft Exchange Exclusions

Microsoft Exchange Server Data- | C:\Program Files\ExchsrvriMDBDATA

base

Microsoft Exchange MTA files C:\Program Files\Exchsrvr\Mtadata
Microsoft Exchange Message C:\Program Files\

tracking log files Exchsrvr\server_name.log

Microsoft Exchange SMTP Mail- C:\Program Files\Exchsrvr\Mailroot
root

Microsoft Exchange working files | C:\Program Files\ExchsrvriMDBDATA

Site Replication Service C:\Program Files\Exchsrvr\srsdata

C:\Program Files\Exchsrvr\conndata

TABLE F-2. IS Exclusions

IIS System Files C:\WINDOWS\system32\inetsrv

I1IS Compression Folder |C:\WINDOWS\IIS Temporary Compressed Files

TABLE F-3. Domain Controller Exclusions

Active Directory database C:\WINDOWS\NTDS
files

SYSVOL C:\WINDOWS\SYSVOL
NTFRS Database Files C:\WINDOWS\ntfrs

TABLE F-4. Windows SharePoint Services Exclusions

Temporary SharePoint C:\windows\temp\FrontPageTempDir
folder
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TABLE F-5. Client Desktop Folder Exclusions

Windows Update Store C:\WINDOWS\SoftwareDistribution\
DataStore

TABLE F-6. Additional Exclusions

Removable Storage Data- C:\Windows\system32\NtmsData
base
(used by SBS Backup)
SBS POP3 connector C:\Program Files\Microsoft Windows Small Busi-
Failed Mail ness Server\Networking\POP3\Failed Mail
SBS POP3 connector C:\Program Files\Microsoft Windows Small Busi-
Incoming Mail ness Server\Networking\POP3\Incoming Mail
Windows Update Store C:\WINDOWS\SoftwareDistribution\
DataStore
DHCP Database Store C:\WINDOWS\system32\dhcp
WINS Database Store C:\WINDOWS\system32\wins

Do | Have the Latest Pattern File or Service Pack?
The updatable files will very depending on which product you have installed.
To find out if you have the latest pattern file or service pack:

1. From the Web console, click Preferences > Product License. The Product
License screen appeats.

2. Product license details, including the current product version appears.

To find out the latest available patterns, open a Web browser to one of the
following:

*  The Trend Micro Update Center:

http://www.trendmicro.com/download

¢ The Trend Micro Pattern File:

http://www.trendmicro.com/download/pattern.as
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Smart Scan

What is Smart Scan?

Smart Scan is a new technology from Trend Micro that uses a central scan server on the
network to take some of the burden of scanning off clients.

Is Smart Scan reliable?

Yes. Smart Scan simply allows another computer, the Smart Scan Server, to help scan
your clients. If your clients are configured for Smart Scan but cannot connect to the
Smart Scan Server, they will attempt to connect to the Trend Micro Global Smart Scan
Server.

How do | know if the Smart Scan Server is running properly?

Verify that the following service is running on the Security Server:
TMiCRCScanService

Can | uninstall the Scan Server or choose not to install it?

No. Use Conventional Scan if you do not want to use Smart Scan.

Also see Scan Methods on page 8-2.
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Known Issues

Known issues are features in WEBS-A software that may temporarily require a
workaround. Known issues are typically documented in the Readme document you
received with your product. Readme files for Trend Micro products can also be found in
the Trend Micro Update Center:

http://www.trendmicro.com/download
Known issues can be found in the technical support Knowledge Base:
http://esupport.trendmicro.com/support

Trend Micro recommends that you always check the Readme text for information on
known issues that could affect installation or performance, as well as a description of
what is new in a particular release, system requirements, and other tips.
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Appendix G

Getting Help

This appendix shows you how to get help, find additional information, and contact
Trend Micro.

The topics discussed in this appendix include:

*  Product Documentation starting on page G-2

*  Knowledge Base starting on page G-3

o Technical Support starting on page G-3

*  Contacting Trend Micro starting on page G-4

*  Trend Micro Virus Information Center starting on page G-5
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Product Documentation

The documentation for WFBS-A consists of the following:

Online Help
Web-based documentation accessible from the Web console.

The WEBS-A Ounline Help describes the product features and gives instructions on
their use. It contains detailed information about customizing your settings and
running security tasks. Click the icon to open context-sensitive help.

Who should use the online help?
WEBS-A Administrators who need help with a particular screen.
Installation Guide

The Installation Guide provides instructions to install/upgrade the product and get
started. It provides a description of the basic features and default settings of
WFBS-A.

The Installation Guide is accessible from the Trend Micro SMB CD ot can be

downloaded from the Trend Micro Update Center:
http://www.trendmicro.com/download

Who shonld read this guide?

WEFBS-A Administrators who want to install and get started with WFBS-A.

Administrator’s Guide

The Administrator’s Guide provides a comprehensive guide for configuring and
maintaining the product.

The Administrators Guide is accessible from the Trend Micro SMB CD or can be
downloaded from the Trend Micro Update Center:

http: //www.trendmicro.com/download
Who should read this gnide?
WFEFBS-A Administrators who need to customize, maintain, or use WFBS-A.
Readme file

The Readme file contains late-breaking product information that is not found in the
online or printed documentation. Topics include a description of new features,
installation tips, known issues, license information, and so on.
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*  Knowledge Base

The Knowledge Base is an online database of problem-solving and troubleshooting
information. It provides the latest information about known product issues. To
access the Knowledge Base, go to the following Web site:

http://esupport.trendmicro.com

Trend Micro is always seeking to improve its documentation. For questions, comments,
or suggestions about this or any Trend Micro documents, please contact us at
docs@trendmicro.com. Your feedback is always welcome. You can also evaluate this
documentation on the following site:

http://www.ttendmicro.com/download/documentation/rating.as

Knowledge Base

The Trend Micro Knowledge Base is an online resource that contains thousands of
do-it-yourself technical support procedures for Trend Micro products. Use the
Knowledge Base, for example, if you are getting an error message and want to find out
what to do. New solutions are added daily.

Also available in the Knowledge Base are product FAQs, tips, advice on preventing
virus/malware infections, and regional contact information for support and sales.

The Knowledge Base can be accessed by all Trend Micro customers as well as anyone
using an evaluation version of a product. Visit:

http://esupport.trendmicro.com/support/smb/search.do

Technical Support

When you contact Trend Micro Technical Support, to speed up your problem
resolution, run the Case Diagnostic Tool (refer Using the Case Diagnostic Tool on page G-4)
or ensure that you have the following details available:

*  Operating system
*  Network type
*  Brand and model of the computer and connected hardware

*  Amount of memory and free hard disk space on your machine
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*  Detailed description of the installation environment
*  Exact text of any error message
*  Steps to reproduce the problem

To contact Trend Micro Technical Support:

1. Run the Case Diagnostic Tool. For more information, refer Using the Case Diagnostic

Too/ on page G-4.
*  Visit the following URL:

http://esupport.trendmicro.com/support/stf/questionentry.do

Click the link for the required region. Follow the instructions for contacting
support in your region.

*  Ifyou prefer to communicate by email message, send a query to the following
address:

virustesponse(@trendmicro.com

* In the United States, you can also call the following toll-free telephone number:
(877) TRENDAV, or 877-873-6328
Using the Case Diagnostic Tool

Use the Case Diagnostic Tool to collect Trend Micro software settings and environment
setup specifications from the computer. This information is used to troubleshoot
problems related to the software.

Download the Case Diagnostic Tool from:

http://www.trendmicro.com/download/product.asp?productid=25

Contacting Trend Micro

Trend Micro has sales and corporate offices in many cities around the globe. For global
contact information, visit the Trend Micro Worldwide site:

http://us.trendmicro.com/us/about/contact _us

Note: The information on this Web site is subject to change without notice.
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Sending Suspicious Files to Trend Micro

You can send your vitus/malware, infected files, Trojans, suspected worms, and other
suspicious files to Trend Micro for evaluation. To do so, contact your support provider
or visit the Trend Micro Submission Wizard URL:

http://subwiz.trendmicro.com/SubWiz

Click the link under the type of submission you want to make.

Note: Submissions made through the submission wizatd/virus doctor are addressed
promptly and are not subject to the policies and restrictions set forth as part of the
Trend Micro Virus Response Service Level Agreement.

When you submit your case, an acknowledgement screen displays. This screen also
displays a case number. Make note of the case number for tracking purposes.

Trend Micro Virus Information Center

Comprehensive security information is available over the Internet, free of charge, on the
Trend Micro Security Information Web site:

http://www.trendmicro.com/vinfo

Visit the Security Information site to:

*  Read the Weekly Virus Report, which includes a listing of threats expected to trigger
in the current week and describes the 10 most prevalent threats around the globe for
the current week.

*  View a Virus Map of the top 10 threats around the globe.

*  Consult the Virus Encyclopedia, a compilation of known threats including risk
rating, symptoms of infection, susceptible platforms, damage routine, and
instructions on how to remove the threat, as well as information about computer
hoaxes.

*  Download test files from the European Institute of Computer Anti-virus Research
(EICAR), to help you test whether your security product is correctly configured.
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*  Read general virus/malware information, such as:

*  The Virus Primer, which helps you understand the difference between
vitus/malware, Trojans, worms, and other threats

*  The Trend Micro Safe Computing Guide

* A description of risk ratings to help you understand the damage potential for a
threat rated Very Low or Low vs. Medium or High risk

*  Aglossary of virus/malware and other security threat terminology
*  Download comprehensive industry white papers

*  Subscribe to Trend Micro Virus Alert service to learn about outbreaks as they
happen and the Weekly Virus Report

*  Learn about free vitus/malware update tools available to Web mastets. Read about

TrendLabs™™, the Trend Micro global antivirus research and support center

About TrendLabs

G-6

TrendLabs is the Trend Micro global infrastructure of antivirus research and product
support centers that provide up-to-the minute security information to Trend Micro
customers.

The “virus doctors” at TrendLabs monitor potential security risks around the world to
ensure that Trend Micro products remain secure against emerging threats. The daily
culmination of these efforts are shared with customers through frequent virus pattern
file updates and scan engine refinements.

TrendLabs is staffed by a team of several hundred engineers and certified support
personnel that provide a wide range of product and technical support services.
Dedicated service centers and rapid-response teams are located in Tokyo, Manila, Taipei,
Munich, Paris, and Lake Forest, CA, to mitigate virus outbreaks and provide urgent
support 24x7.

TrendLabs’ modern headquarters, in a major Metro Manila IT park, has earned ISO
9002 certification for its quality management procedures in 2000—one of the first
antivirus research and support facilities to be so accredited. Trend Micro believes
TrendLabs is the leading service and support team in the antivirus industry.
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Glossary

The Glossary provides descriptions of important terms and concepts used in this
document. For information on security threats, see:
http://threatinfo.trendmicro.com/vinfo

For information about how the Trend Micro Smart Protection Network protects you,
see:

http://itw.trendmicro.com/smart-protection-network
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Term Description
Activation A numerical code required to enable scanning and product
Code updates. You can activate your product during installation or

anytime thereafter. If you do not have the Activation Code(s), use the
Registration Key that came with your product to register on the Trend
Micro Web site and receive the Activation Code(s).

ActiveUpdate

Connected to the Trend Micro update Web site, ActiveUpdate
provides updated downloads of components such as the virus
pattern files, scan engines, and program files.

ActiveUpdate is a function common to many Trend Micro
products.

Administrator

A type of virus that resides in Web pages that execute ActiveX
controls.

Agent The WFBS-A program that runs on the client.

clean To remove virus code from a file or message.

Cleanup Cleanup detects and removes Trojans and applications or
processes installed by Trojans. It repairs files modified by
Trojans.

Clients Clients are Microsoft Exchange servers, desktops, portable

computers, and servers where a Messaging Security Agent or a
Client/Server Security Agent is installed.

configuration

Selecting options for how your Trend Micro product will function,
for example, selecting whether to quarantine or delete a
virus-infected email message.

Content
Filtering

Scanning email messages for content (words or phrases)
prohibited by your organization's Human Resources or IT
messaging policies, such as hate mail, profanity, or
pornography.

Conventional
Scan

A local scan engine on the client scans the client computer.
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Term Description

End User An End User License Agreement, or EULA, is a legal contract

License between a software publisher and the software user. It typically

Agreement outlines restrictions on the side of the user, who can refuse to

(EULA) enter into the agreement by not clicking “l accept” during
installation. Clicking “I do not accept” will, of course, end the
installation of the software product.
Many users inadvertently agree to the installation of
spyware/grayware and other types of grayware into their
computers when they click “I accept” on EULA prompts
displayed during the installation of certain free software.

Live Status The main screen or dashboard of the Web Console. Live Status
gives you an at-a-glance security status for Outbreak Defense,
Antivirus, Anti-spyware, and Network Viruses.

pattern Since each virus contains a unique “signature” or string of

matching telltale characters that distinguish it from any other code, the
virus experts at Trend Micro capture inert snippets of this code
in the pattern file. The engine then compares certain parts of
each scanned file to the pattern in the virus pattern file, looking
for a match. When the engine detects a match, a virus has been
detected and an email notification is sent to the Administrator.

privileges From the Web console, Administrators can set privileges for the

(client Client/Server Security Agents. End users can then set the

privileges) Client/Server Security Agents to scan their clients according to

the privileges you allowed. Use client privileges to enforce a
uniform antivirus policy throughout your organization.

Registration
Key

A numerical code required to register with Trend Micro and
obtain an Activation Code.

Scan Server

A server that helps scan clients so clients do not have to
complete the whole scanning process themselves.
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Term Description

Security When you first install WFBS-A, you install it on a Windows

Server server that becomes the Security Server. The Security Server
communicates with the Client/Server Security Agents and the
Messaging Security Agents installed on clients. The Security
Server also hosts the Web console, the centralized Web-based
management console for the entire WFBS-A solution.

Smart Scan A Scan Server helps scan the client.

TrendLabs TrendLabs is Trend Micro's global network of antivirus research
and product support centers that provide 24 x 7 coverage to
Trend Micro customers around the world.

TrendSecure TrendSecure comprises a set of browser-based plugin tools

(TrendProtect and Transaction Protector) that enable users to
surf the Web securely. TrendProtect warns users about
malicious and Phishing Web sites. Transaction Protector
determines the safety of your wireless connection by checking
the authenticity of the access point.

Update Agent

Agents that act as update sources for other agents.

Web console

The Web console is a centralized Web-based management
console. You can use it to configure the settings of Client/Server
Security Agents and Messaging Security Agents which are
protecting all your remote desktops, servers and Microsoft
Exchange servers. The Web console is installed when you
install the Trend Micro Security Server and uses Internet
technologies such as ActiveX, CGIl, HTML, and HTTP.
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Features 1-2

Featutes of Product 1-4
File Extensions 5-6

File Reputation 1-5
Filtering

spam from known spammers 1-5
Filtering Web Content 1-2
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Firewall 5-8 replicating settings 4-10
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enable or disable 5-13 H
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P Hacking Tools 1-13

Help Files G-2

Help Icon 2-4
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Global Settings 10-1 Inactive Agents 10-11
agent uninstall 10-10 Installation Guide G-2

agent unload 10-10 Installing Agents 3-4

alerts 10-9 Client Packager 3-8
approved URLs 10-8 Email Notification 3-16
Behavior Monitoring 10-8 Internal Web Page 3-4

desktops and servers 10-5 Login Script Setup 3-6

general scan settings 10-7 MSI File 3-11

Location Awareness 10-6 preventing agent upgrade 5-30

messaging content filtering 10-9 verifying 3-17

proxy server 10-2 Vulnerability Scanner 3-14, 3-18
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