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Preface

The Quick Start Guide for InterScan™ VirusWall™ (ISVW) 6 for Windows provides
the system administrator with the necessary information to set up, configure, and
start managing an InterScan VirusWall 6 installation.

About this Guide

The Quick Start Guide contains the following chapters:

Introducing InterScan VirusWall 6 on page 1-1 includes an overview of InterScan
VirusWall 6 and its features and benefits.

Planning to Install InterScan VirusWall 6 on page 2-1 includes installation
planning, system requirements, and pre-installation tasks.

Installation on page 3-1 includes installation procedures and post-installation
tasks.

Using InterScan VirusWall 6 on page 4-1 includes a discussion of the Web
management console and the menu options in the console, and basic tasks such as
starting and stopping InterScan VirusWall 6 services and testing key InterScan
VirusWall 6 features.

Troubleshooting and Support on page 5-1 includes solutions to quick start tasks
and how to obtain technical support.
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InterScan VirusWall 6 Documentation

In addition to this Quick Start Guide, you can access the following documents to
obtain relevant information about InterScan VirusWall 6:

Document

Content

Where to access

Administrator’s
Guide

The complete reference to
managing InterScan VirusWall 6,
including product configuration and
troubleshooting

In the product package

From the Trend Micro download site:
http://www.trendmicro.com/download/

Online Help

Information about product features,
tasks, frequently asked questions,
and troubleshooting commonly
encountered problems

Context-sensitive information for
each page of the user interface and
information concerning the purpose
of each screen

From the InterScan VirusWall 6 Web
Management console

Note: Click Contents and Index in the
Help drop-down menu to access the
main help.

Readme

Late-breaking information that may
not be included in other documen-
tation, basic installation instruc-
tions, and a list of features

From the InterScan VirusWall 6
installation folder (you have the option to
launch the readme file after installation)

From the Trend Micro download site:
http://www.trendmicro.com/download/
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Chapter

Introducing InterScan VirusWall 6

InterScan VirusWall (ISVW) 6 for Windows provides an all-in-one gateway
antivirus, anti-spam, and content management solution for your organization’s
network. You do not have to install separate applications for virus protection, spam
detection, or content filtering—all these functions are available in a single,
easy-to-use application.

* InterScan VirusWall 6’s real-time scanning services—SMTP VirusWall, POP3
VirusWall, FTP VirusWall, and HTTP VirusWall— check for security threats in
email and in the Web, and in file transfers to and from the local area network
(LAN).

* InterScan VirusWall 6 provides heuristics-based anti-spam and content scanning
for SMTP and POP3 traffic.

* InterScan VirusWall 6 offers simplified configuration for easy set-up and
requires minimal day-to-day maintenance, which is especially useful for
customers who have limited time or IT resources, yet still require real-time virus
and spam prevention services.

1-1
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Features and Benefits

TABLE 1-1. ISVW features and benefits

Features

Descriptions

All-in-one defense

Antivirus, anti-spam, anti-spyware, anti-phishing, IntelliTrap™ (Bot
threats), content filtering, URL blocking, and URL filtering

IntelliTrap is a real-time, rule-based, and pattern recognition scan
engine technology that detects and removes known viruses in files
compressed up to 20 layers deep using any of 16 popular
compression types.

Automatic threat protection

Outbreak Defense full protection out of the box

Scalability

Small and Medium Business to Enterprise deployment, with the
option to install all four services to one or several servers

Gateway protection

Protection from malware right at the Internet gateway

Flexible configuration

Specify files to scan, the action to take on infected files/messages,
and the notification message recipients of infected files/messages
will receive

Centralized management

A Web-based console, accessible from a local or remote system,
that enforces enterprise-wide Internet security policies

Automated maintenance

Routine tasks, such as updating, reporting, and alerting, configured
and automated to meet the unique needs of your company
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What’s New?

InterScan VirusWall 6 has new features to protect your network against the latest
malware threats. The additional features in this release include protection against
spam, spyware and other grayware, Bot threats, phishing, URL filtering and blocking
capabilities, and protection through Outbreak Prevention Services (OPS).

TABLE 1-2.

List of new features for ISVW 6

What’s New?

Descriptions

HTTP large file handling

Ensures that the client server connection remains active when
scanning large files

Quarantine "Resend" and
"Scan and Resend"

ISVW 6 allows administrators to resend or scan and resend
quarantined (SMTP) email messages.

POP3 whole file scanning

Scans the entire email to identify special types of email viruses

SMTP, HTTP, FTP, and POP3
Transaction Logging

Allows logging of SMTP, HTTP, FTP, and POP3 protocol
connection information including origin IP address, sender and
recipient email address, time of connection, actions ISVW takes
on email, and any associated error messages.

Pattern and engine update
notification setting

ISVW 6.02 allows administrators to enable or disable the "send
pattern and engine update notification mail to administrators"
when ISVW updates these components.

Separate notifications for
URL filtering and URL
blocking

Allows administrators more flexibility when configuring HTTP
notifications

Network Reputation Services
(NRS)

Provides increased performance and more accurate detection of
spam

Separate configurations for
incoming and outgoing SMTP
virus scanning and
anti-spyware

Allows administrators to customize SMTP virus scanning and
anti-spyware settings for both incoming and outgoing email
messages

TMUFE URL filtering engine
and SSAPTN for gateway
spyware scanning

Provides increased performance and more accurate detections

Outgoing disclaimer in SMTP

Allows administrators to customize outgoing disclaimer statement
for every outbound email message

TMCM integration

Allows administrators to manage ISVW from the Trend Micro
Control Manager server Web console

Migration from ISVW 5.0

Easy upgrade from version 5.0 to 6.02 while retaining most
configuration settings
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Planning to Install InterScan VirusWall 6

InterScan VirusWall 6 can be installed and configured to support any number of
physical network setups.InterScan VirusWall 6 offers simplified installation and
configuration for easy setup. InterScan VirusWall 6 requires minimal day-to-day
maintenance, which is especially useful for customers who have limited time or IT
resources, yet still require full-time virus and spam prevention services.

This chapter discusses installation planning, minimum and recommended system
requirements, and pre-installation tasks that you need to perform.

Installation Overview

Trend Micro InterScan VirusWall 6 antivirus package for the gateway contains
real-time scanning services that check for viruses in email (SMTP and POP3), Web
(HTTP), and file (FTP) transfers to and from the LAN.

All services can be installed on the same computer. However, installing multiple
services onto the same server is not typically recommended because scanning network
traffic streams in real-time, along with the usual operations of the server, can be rather
CPU and disk-intensive. It is more typical to run multiple iterations of Setup to install
InterScan VirusWall on several servers and then activate different services on
different servers. For example, run Setup once to install the SMTP and POP3 services
on to the SMTP server, again to install the HTTP service onto an HTTP proxy server,
and then again to install FTP VirusWall.
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System Requirements

TABLE 2-1.

Minimum and Recommended System Requirements

REQUIREMENT MINIMUM RECOMMENDED

CPU 1 CPU: 2 or 4 CPUs with Intel Pentium 4
Intel™ with Hyper-Threading Technology ™,
Pentium™ 4, 1.6GHz or higher 3.0GHz or higher

Memory ¢ 512MB RAM, without enabling 2GB RAM or higher

HTTP VirusWall URL filtering

¢ 2GB RAM, with HTTP VirusWall
URL filtering enabled

* 2GB RAM for Windows Small
Business Server

Available hard disk
space

4GB for the target program drive

Note: The ISVW installation program
checks the free disk space on the
system and target drives. If your server
lacks the minimum disk space, the
installation process will not proceed.

20GB for the target program drive
for quarantine files and log files

Operating system

* Windows Server 2003 Standard
Edition/Enterprise Editions/Web
Edition with service pack 1

* Windows Server 2003 x64
editions

* Windows Server 2003 R2

* Windows Small Business Server
2003 with service pack 1

* Windows Server/Advanced Server
2000 with service pack 4

* Windows XP Professional with
service pack 2

* Windows Server 2003
Standard Edition/Enterprise
Editions/Web Edition with
service pack 1

¢ Windows Server/Advanced
Server 2000 with service pack
4

¢ Windows Small Business
Server 2003 with service pack
1

Note: InterScan VirusWall 6 for
Windows checks the platform and
operating system before starting the
installation process. If the platform
and operating system are not
supported, InterScan VirusWall 6 for
Windows issues a message and
exits the installation setup.

Internet browser to
access the Web

* Microsoft® Internet Explorer® 5.5
or above

Microsoft Internet Explorer 6.0 or
above

management * FireFox® 1.5
console * Netscape® 8.0
* Mozilla® 1.7
Monitor 800 x 600 resolution or higher 1024 x 768 resolution or higher
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TABLE 2-1.

Minimum and Recommended System Requirements

REQUIREMENT

MINIMUM

RECOMMENDED

Network interface

10/100M Full Duplex NIC

10/100M Full Duplex NIC

After installation, each process will use the following amounts of memory:

Process Memory Used (approximate) When Started

isvw-main 5MB If service is started

isvw-svr 4MB If service is started

isvw-scan 110-120MB If service is started

isvw-webui 6MB If service is started

isvw-smtp 85-90MB If SMTP VirusWall is enabled

isvw-pop3 90-95MB If POP3 VirusWall is enabled

isvw-http * 60-65MB with URL filter disabled If HTTP VirusWall is enabled
* 320-330MB with URL filter enabled

isvw-ftp 24-30MB If FTP VirusWall is enabled

isvw_agent.ex |5-8MB If service is started

e

isvw_agentdll. | 9-12MB If register to an TMCM server

exe

Planning Ahead

By default, InterScan VirusWall 6 uses port 25 to receive SMTP messages for
processing, port 8080 for the HTTP listening port, port 21 for the FTP proxy server,
and port 110 for POP3 incoming messages.

Depending on which services are installed and what proxy servers you have on the
system, you may need to know the following information:

The IP address of the current SMTP server
The port number of the current SMTP server
The IP address of the current POP3 server

The port number of the current POP3 server

2-3
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e The IP address of the current HTTP proxy server

*  The port number of the current HTTP proxy server

*  The port number InterScan will use if it is set up as the HTTP proxy server
e The IP address of the current FTP proxy server

*  The port number of the current FTP proxy server

*  The port number InterScan will use if it is set up as the FTP proxy server

Appendix A in the Administration Guide contains checklists to help you identify the
appropriate server addresses and ports.

Deciding Where to Install

2-4

You can install InterScan VirusWall 6 on the original server or on a different one. In
deciding where to install, the most important issue is almost always whether there are
sufficient resources on the target server to adequately handle the additional load.

Before installing InterScan VirusWall 6, evaluate the peak and mean traffic loads that
the server handles and compare the results to the overall capacity of that computer.
The closer the two measurements are, the more likely it is that you will want to install
InterScan VirusWall on a dedicated server. Additional factors to consider include
network bandwidth, current CPU load, CPU speed, total and available system
memory, and the total amount of available swap space. Scanning one or more
network protocols for viruses, in real-time, can be resource intensive—do not install
InterScan VirusWall 6 onto a computer that does not have the capacity to handle the
additional load.

If you are planning to install InterScan VirusWall 6 on a dedicated computer,
consider the impact of your choice on overall network bandwidth—installing
InterScan VirusWall 6 onto a dedicated computer, although less resource intensive,
will consume more network bandwidth than installing InterScan VirusWall 6 on the
same computer as the server it is scanning.
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Setup Choices: Effects on InterScan VirusWall
Configuration

Same Machine—If you install InterScan VirusWall 6 on the original server, you will
most likely need to change the port the original server uses and give the default to
InterScan VirusWall.

Defaults are typically: FTP: 21, SMTP: 25, HTTP: 8080, POP3: 110.

Dedicated Machine—If InterScan VirusWall is installed on a different computer
than the server it will scan, you do not need to change the port of the original server.
You may, however, need to modify the clients to reflect the new IP address (or
hostname) of the InterScan VirusWall server. If you would prefer not to change the
clients:

*  Consider swapping IP addresses (or hostnames) between the two servers so
InterScan VirusWall can use the original IP address.

*  Consider installing InterScan VirusWall so that it is logically between the
Internet and server or proxy server.
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Installation Topologies

Trend Micro recommends installing InterScan VirusWall 6 directly behind a properly
configured firewall or security device that offers network address translation (NAT)
and other firewall-type equivalent protection.

You can strategically set up InterScan VirusWall 6 to address multiple topologies,
ranging from a single integrated deployment where you install InterScan VirusWall 6
on a single server and then enable all services on that server, to a completely separate
deployment where you run the InterScan VirusWall 6 installation on multiple servers
and then enable only the desired service on each server.

Possible topology deployments include:
* Single, integrated deployment: install InterScan VirusWall 6 on one server and

enable SMTP VirusWall, POP3 VirusWall, FTP VirusWall and HTTP VirusWall
on that server

e Messaging/Web deployment:

¢ Install InterScan VirusWall 6 on one server and then enable SMTP VirusWall
and POP3 VirusWall on that server

¢ Install InterScan VirusWall 6 on one server and enable FTP VirusWall and
HTTP VirusWall on that server

»  Standalone deployment: install InterScan VirusWall 6 on four different servers
and enable only one service on each server.

In the pages that follow, several possible installation topologies are presented,
illustrating typical network setups before and after installing InterScan VirusWall 6.
Use the one that best fits your needs, or apply the principles to an installation strategy
unique to your network.
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SMTP

Remap the firewall’s SMTP service, port 25, to the newly installed InterScan
VirusWall 6 server listening on port 25. Then use inbound mail forwarding (single
server environment) or DNS (multi-server environment) to pass scanned mails to an
internal mail server or servers. Ensure that the DNS is working correctly if you
choose to use DNS, and use nslookup to resolve internal MX records. These
suggestions do not require you to change the IP address(es) of the internal mail
server(s). In addition, the client computers require no changes as they will still
connect to their respective mail server.

2-7
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Before installing InterScan VirusWall 6

Inbound mail
a S
Internet U u u
Gateway Mail server(s)
e Outbound mail clens

After installing InterScan VirusWall 6 (InterScan VirusWall 6 and mail server on
different machines)

Inbound mail

- |

— —
Galewey Mail server(s)
Internet N ISvw
device (NAT) Outbound mail

Main sarvica port:

rr——

© Forvard mail to SMTP server ati | part: [
© Use DNS ta caliver mail

Forwarding - scanned mail will be directed o only one mail server
DNS - for multiple mail servers

After installing InterScan VirusWall 6 (InterScan VirusWall 6 and mail server on
the same machine)

Inbound mail

"B -9 - see

lnternel Gateway Me:jlllsswr port2256) o clents
device (NAT) L (port 25) Outbound mail

Reassign the port of
the mail server and
give the default to
svw.

FIGURE 2-1.  SMTP Installation Topologies
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POP3

The typical POP3 topology requires modifying the client machine POP3 settings so

that clients receive emails directly from InterScan VirusWall 6. Change the clients’

mailbox names

from “Mailbox name” to

“Mailbox name#POP3_server#Port number”.

For example, from "joedoe" to "joedoe#externalpop3.com#110".

Before installing InterScan VirusWall 6

External POP3 server

B-B -

Gateway clients

Client profile settings
(In Outlook Express: Tools > Accounts
> {Profile_Name} > Properties)

2 externalpopd.com Properties

(]

Genoral| Sevar | Connsction | Securly | Advanced

Sarver Infornation

My inconing mail server is & server.
Incoming reail [POP2]
g N7
Incaning Mail Srver

P

[7] Remember password
[JLog o using Secure Passwerd Authentestion

Ouitgoing Mail Server

[Tty servar requires authentization Seltngs...

ok ][ cancal | [ el
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After installing InterScan VirusWall 6

% externalpop3.com Properties [

General | 5evers | Connection | Secury | Advanced|

Server Intbormation
Myircoming mai ssrveriza [POP3 | server
OP3E 15w

Ouigaing mail [MTP).  smi.com

—=
—=
Incaring Mail Serrer
I g — — I g — Fgceunt neme doeFiestemalpepd.cont | 10
- Fassword [R— ]
[ . N

[¥] Remember passwoid

External POP3 server Gateway ISVW clients Lo an usng Setee Password duthentication
Culgoira Mail Server
[IMy serer requires authentization Sattings.
Client profile settings

FIGURE 2-2. Typical POP3 Installation Topology
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POP3 (Port Mapping)

If InterScan VirusWall 6 acts as a port mapping server, the ports will be mapped to
the listening port of InterScan VirusWall 6 and the specific POP3 servers. The
required changes for this topology are as follows:

* In Web management console > POP3 > Configuration, inbound POP3 port
should be the port that InterScan VirusWall 6 uses.

* Inthe POP3 settings on the client machines, incoming mail server name and port
should be the InterScan VirusWall 6 server name and port number.
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Before installing InterScan VirusWall 6

g

POP3 Server 1 Gateway POP3 Client 1
. g

POP3 Client 2

POP3 Server 2

After installing InterScan VirusWall 6

9 E
=
POP3 Server 1 Gateway — ' POP3 Client1
—

ISVW >
(POP3 PortMapping) —

POP3 Client 2

POP3 Server 2

FIGURE 2-3. POP3 with InterScan VirusWall 6 Acting as a Port Mapping
Server
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FTP

In standalone mode, InterScan VirusWall 6 serves as the FTP proxy server. To
connect to the specified FTP server through FTP VirusWall, users type the following:
“username@FTP_Server IP:Port”.

In dependent mode (Use FTP proxy), InterScan VirusWall 6 complements an existing
FTP proxy server. If there is no proxy server, clients connecting to FTP VirusWall
will be redirected to the real FTP server specified in the FTP Configuration screen in
the InterScan VirusWall 6 Web management console. Every FTP session between the
FTP server and the client machine will pass through FTP VirusWall, but this action is
invisible to the end user.

Before installing InterScan VirusWall 6 (with proxy server)

EEE-B--m@aa

FTP server FTP server FTP server Proxy server clients

After installing InterScan VirusWall 6 (with proxy server)

Standalone mode

"' - @“Ew@”

FTP server FTP server FTP server ISVW as proxy server .
clients
Use FTP proxy
Va— fa— V- -
user_name@FTP_Server_IP:Port

= =2 = = | ] |l

FTP server FTP server FTP server Proxy server 1ISVW :
clients

FIGURE 2-4. Installation Topology for FTP with Proxy Server
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Before installing InterScan VirusWall 6 (without proxy server)

2B B8 gua

FTP server FTP server FTP server clients

After installing InterScan VirusWall 6 (without proxy server)

Standalone mode
user_name@FTP_Server_IP.Port

8- B-maw

FTP server FTP server ISVW as proxy server clients
Use FTP proxy
user_name
- — el ] |l
O ] ! | |
FTP server ISVW as proxy server clients

Choose Use standalone mode i you want InterScan Virus'Wall to serve as the network's sola
FTP proxy server. Choose Use FTP proxy if you want InterScan VirusWall to complement an

axisting FTD prosy server.
FTFE Sener 1P
O Use standalens mede — —

I
® use FTP prowy: [ ¥ | ports [ 21 |

FIGURE 2-5. Installation Topology for FTP without a Proxy Server
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HTTP

In standalone mode, InterScan VirusWall 6 is directly behind the gateway device,
either serving as the HTTP proxy server or receiving HTTP traffic from an existing
server.

In dependent mode, InterScan VirusWall 6 is deployed between the client machines
and the HTTP proxy server.

Before installing InterScan VirusWall 6 (without proxy)

9-8 -uuu

Internet

Gateway clients
After installing InterScan VirusWall 6 (without proxy)

O-B-B-wm=

Internet

Gateway ISVW clients
Froxy server

Use & prosey sarver for your LN (Thess sektings wil nat spply ko
d»a\-uu or VPN cornections).

fddvesz: [izvw-hizp-add | pors [ 2030 | advanced...

[#]Bypass proxy server For local sddresses

FIGURE 2-6. Installation Topology for HTTP without a Proxy Server

After installing InterScan VirusWall 6, the clients need to set their browsers’ proxy
server to InterScan VirusWall 6
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Before installing InterScan VirusWall 6 (with proxy)

Local Area Nebwork

) Settings

Automatic configuration

Akomakiz configuration may everride mandal settings. To snsure the
use of manual settings, diszble auramatic configuration,

[ Automatically detect settinas

[CJuse autamatic corfiguraticn script
=
FAddress
Proxcy server
Internet . B

(1550 @ pracy server for yaur LAN (Thes sattings wil not apply to
dial-Up or VPN comnections),

#ddross: | original-areny | Ports (8080 | adverod...

[7]8ypass prozy server for local addresses

Gateway HTTP Proxy server clents

Client browser settings
(in internet Explorer:
Tools > Internet Options > Connections > LAN Seltings)

After installing InterScan VirusWall 6 (with proxy)

Standalone
(—
Internet = 2 =
Gateway ISVW as HTTP proxy server clients
Configure proxy
server machine to
8 . I 1 connect to ISVW. ¢ :
Otherwise, ISVW will
be by ed. 2 T
Intemet e Dypass
Gateway ISVW HTTP proxy server clients
Dependent
clients
Configure proxy
— -— seltings of the —
browser to use ISYW
address and port
Internet Prosey sarver
Gateway HTTP proxy server N

1= @ prossy sarsar Far your LA (These settings will ot agly ba

dial-Up of WP COnneCtions).
ddress: [isvu-http-acd | port:

Bypass proxy server fr boal addresses

FIGURE 2-7. Installation Topology for HTTP with a Proxy Server
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HTTP Reverse Proxy

In reverse proxy, a content server is made available to outside clients and intranet
users but a firewall prevents direct, unmonitored access to the server. In this topology,
InterScan VirusWall 6 scans HTTP traffic from the content server to the clients within
and outside the network.

Before installing InterScan VirusWall 6

www.mysite.com

| Dababase or Content Server

\ % Intranet

Internet

After installing InterScan VirusWall 6

WWW, mysw(a com

Database or Content Server

. d Intranet

/ |I'ITEmEl .

FIGURE 2-8. Installation Topology for HTTP with a Reverse Proxy
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Before Installing InterScan VirusWall 6
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1.

On the machine where you will install ISVW 6, remove any real-time scanning
product. If you do not want to remove the product, add the following items to the
product’s scanning exclusion list:

e InterScan VirusWall destination path

*  Quarantine path for the SMTP, POP3, HTTP, and FTP protocols
¢ Windows™ Temp folder

Log on with administrator privileges on the machine.

Ensure the following default port numbers used by InterScan VirusWall 6 are not
in use:

«  SMTP: 25

+  POP3:110

»  HTTP: 8080
« FTP:21

Note: For the Web management console, the default port numbers are 9240 for
HTTP and 9241 for HTTPS. You can, however, specify different port numbers
during installation.

If you are installing InterScan VirusWall 6 for the first time, prepare a list of
domains that SMTP VirusWall will recognize as valid domains. SMTP will only
deliver inbound emails addressed to these domains.

If you are upgrading from ISVW 3.55 with eManager 3.52 to InterScan
VirusWall 6, enable the following before installation to enable content filter
settings after the upgrade:

* InterScan eManager Content Management service in ISVW 3.55
*  Attachment Filter > Enable attachment filter option in eManager 3.52
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Installation

InterScan VirusWall 6 installation takes about 10 minutes and should be performed
from the machine where the program(s) will reside. Allow another 10-15 minutes to
configure InterScan VirusWall 6 to work with your existing servers.

InterScan VirusWall 6 also provides a set of migration tools to help existing
InterScan VirusWall for Windows customers migrate from version 3.55 or version
5.0 to version 6.

This chapter provides instructions for installing InterScan VirusWall 6 for Windows.
It also provides instructions for migrating from ISVW 3.55 or ISVW 5.0 to InterScan
VirusWall 6 for Windows.
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Installing InterScan VirusWall 6

The InterScan VirusWall 6 setup consists of launching the setup file and following
the instructions on the InstallShield Wizard screens.

There are four types of installation scenarios:

Installing InterScan VirusWall 6 as a Fresh Installation starting on page 3-3

Use this procedure if you are installing InterScan VirusWall 6 for Windows for
the first time.

Installing InterScan VirusWall 6 on a Machine Where ISVW 3.55 or 5.0 Is
Installed starting on page 3-16

Use this procedure to install InterScan VirusWall 6 or Windows on a computer
that has ISVW 3.55 installed on it, and migrating version 3.55 settings to 6.
Installing InterScan VirusWall 6 on a New Computer and Migrating ISVW 3.55
Settings to that Computer starting on page 3-31

Use this procedure if you are installing InterScan VirusWall 6 for Windows on a
new computer, and migrating settings from another machine that has ISVW 3.55
installed on it. You will use a migration tool to migrate version 3.55 settings and
import them during installation.

Installing InterScan VirusWall 6 on a New Computer and Migrating ISVW 5.0
Settings to that Computer starting on page 3-47

Use these procedures if you are installing InterScan VirusWall 6 for Windows on
a new computer, and migrating settings from another machine that has ISVW 5.0
installed on it. You can use a migration tool or the command line to migrate
version 5.0 settings and import them during installation.

Upgrading from ISVW Windows Version 6.0 or 6.01 starting on page 3-62

Use this procedure if you are upgrading from InterScan VirusWall 6 for
Windows. The installer imports all of your previous ISVW 6.0 settings.

Verifying a Successful Installation on page 3-63

Use this procedure to verify that installation of InterScan Gateway Security
Appliance was successful and that it is functioning properly.
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Installing InterScan VirusWall 6 as a Fresh Installation
To perform a fresh installation of InterScan VirusWall, perform the following steps:

1. Double-click setup.exe to start the installation process.

Note: If the InterScan VirusWall 6.02 Setup detects InterScan VirusWall 6.0 or 6.01
and they are the same language version, the Setup program will prompt you
to confirm the build upgrade. If InterScan VirusWall 6.02 and 6.0 or 6.01 are
different language versions, the Setup program will ask to uninstall the
previous version before proceeding. If the Setup program detects that you
have a different langauge version of InterScan VirusWall 6.02 installed, it
will prompt you to uninstall the different language version and then proceed
with the installation.

2. When the Welcome screen shown in Figure 3-1 appears, click Next.

Trend Micro InterScan VirueWall é - InstallShield Wizard

TREND MICRO™
In‘t er SC an™ Welcome to the Installshield Wizard for
Ul FUSWE" E — InterScan YirusWall 6.

The InstallshieldiR ) wizard wil nstall Interscan Winswal 6
anyalr computes, Tooconknue, clicds Mext,

WARMING: This pragram i probecked by copyricht laves
and ntematioral treaties,

chatk f Mest |[ Caneel

FIGURE 3-1. InterScan VirusWall Welcome screen
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3. When the License Agreement screen shown in Figure 3-2 appears, read the entire
license agreement and select I accept the terms of the license agreement to
proceed with the installation. You can scroll through the entire agreement online
or print it.

If you select I do not accept the terms of the license agreement, the installation
process will terminate.

Trend Micro InterScan VirusWall é - InstallShield Wizard

License Agreement
Flease read the following licenss agresment carsfully, @ T? EEE‘

MOTICE: Trand Micko lcenses (ts products naccordance with certan terms and ~
corditions, By breaking the sesl an the CD jacket in e Software padiage or erkering
asatial number, registration key o activabion code, You already accepted 2 Trend

Micro license agresment, A courtesy copy of arepresentative Trend Micro License
Agreerent is included For reference below. The language and terms of the adual

Trend Mizo licensa agreement thak you accepted may vary, By dicking "I Accept"”

b=low or using the Software, You confirm Your agreemert to the terms and conditions

of the original Trend Mioro licensa aoreement vou accepked,

Trend Mioo License Agreement

(Feleasa Build version O30ENo0SD0Z1004)

-~

(¥)1 arcept the bsrms of the icense agreement .

()1 do nat zccept the kerms of the license agreement,

[ < Back l Mgt = ][ Cancel |

FIGURE 3-2. License Agreement screen

4. When the Setup Type window in Figure 3-3 appears, select Fresh Installation
and click Next.

3-4
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Setup Type
Sedeck the sebup bype bhet best suiks yoor needs, ’;‘ I? Ehnle_

Please select a setup bypa,

D Migrate corfiguration sekbings From previous version

Configure Sethings File

< Back ] Mgt = ][ Cancel

FIGURE 3-3. Setup Type screen

5. When the Product Activation screen shown in Figure 3-4 appears, do one of the
following:

» If you have already registered and obtained a product activation code, then
skip registration on this screen and enter the product activation code in the
Activation Code text box and click Next.

+ If you have not registered and wish to do so now, click Register Online. The
Trend Micro Online Registration screen appears in your browser. Register and
obtain a product activation code, then enter the product activation code you
received in the Activation Code text box and click Next.

* Click Next without entering an activation code.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Product Activation

Activate your product to snable scanning and receive security @ T? E?E—
updakes,

Step L. Regster Oning

To obtain an &clivation Key, use the supplied Registration K=y to register th= produck
aonline,

Step &, Achivate

Enker the Aekivacion Code you rereived bo activate your produc:,

Activzkion Cade:

(- R R - H =R R - R - K - B )

[ < Back ][ Mext » ][ Cancel

FIGURE 3-4. Product Activation screen

If you clicked Next without entering an activation code, the 30-day trial
version of InterScan VirusWall 6 will be installed. Click OK to proceed with
the installation.

Trend Micro InterScan VirusWall é - InstallShield Wizard

L] Wiou have nat typed an Activation Codz, The 30-d2y tnal version of Interscan viruswwall & wil be installed, ¥ou can
- use Hhis wersion For 30 days before i expires.

FIGURE 3-5. Product Activation Reminder Message

6. When the World Virus Tracking screen shown in Figure 3-6 appears, select
whether your installation would like to participate in the Trend Micro World
Virus Tracking Program, then click Next.
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Trend Micro InterScan VirusWall é - InstallShield Wizard

World Yirus Tracking

(@) TREND

Trend Mioo consalidates virus scan resuls from customers wordwide, compiles real-time
statistics, and deplays them on the Yirus Map. Use this map bo view wirus trends For each
cortinent and selected courtriss,

(®)es, Twould lke to join the "World ¥inas Tracking Program, Tunderstand that when a
wius 5 dekecked anmy system, collect=d detection information, inchiding virs names
and number of detections, will be sent ko the World Yirus Tracking Program. The Yios
Tracking Frogram does not colleck [P address=s, namss of companies, individuals,
machines and sites, oF any idenbfying nformaton. [ understand Bat [ can disable this
automatic reparting Function iF T change the canfiguration o "Ma" within Ehe product’'s
management consals, Trend Micro will not send avy email ko you or vour business,

()N, Ido not want to participate.

[ < Back ] Mext > ][ Cancel |

FIGURE 3-6. World Virus Tracking Participation Screen

The Choose Destination Location screen shown in Figure 3-7 appears, indicating
the directory path where InterScan VirusWall 6 will be installed. If you wish to
change the directory path, click Browse and specify a different location. When
you have either accepted the default path or chosen a new destination, click Next.

3-7
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Choose Destination Location
Sedeck Fdder where Setup will install fies, ’,‘ T? E?E_

secup wil Inszal Interscan Yinasvwall & 0 Ehe Following falder,

Tairskall to this folder, click Mext. Tainstall to a dfferert folder, click Browse and selec:
another foider,

Destnation Folder

C#\Program Filesl Trend MicrolInkerScan VirusWall &

[ < Back ] Mgt = ][ Cancel |

FIGURE 3-7. Choose Destination Location Screen

8. When the Configure Web Management Console screen appears, specify where
the Web management console will bind. Default settings are shown in Figure 3-8.

Click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Configure ¥Web Management Console

Please select the addrass of the Web managament corecle and bypa ks carresponding

port belw:
HTTF Address: | allinterfaces v

HTTP port: az40

HTTP2 Address: | allinkerfaces b
HTTPS port:

[ <Back | Mewt > |[ Cancel

FIGURE 3-8. Configure Web Management Console Screen

9. When the Administrator Account screen shown in Figure 3-9 appears, enter a 4-
to 32-character password, confirm it, and click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Administrater ACcount

\ou must create an administrabor account o access the InkerScan Vires'Wall £ management
con=ols

Passviord: | |

Corfirm passviord: |

Nioce:

Passanard is case sensitive and must be between 4 and 32 characters,

[ < Back ] Mgt = ][ Cancel

FIGURE 3-9. Administrator Account Password Screen
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10. When the Start Copying Files screen shown in Figure 3-10 appears, review the
current settings.

Trend Micro InterScan VirusWall é - InstallShield Wizard

Start Copying Files
Feeview settings before copying Fies, 6‘ I? EEE.

setup has enough nformation B skart copying the program files, IF wou wars b review ar
thange any settings, click Back, TF vou are satisfied with the settings, click Mest to beagin
copying files,

urrert settings:

S=hup Type: S
Fresh irstall

Target Path:
Ci\Program Files) Trend MicrolInberScan Yirmstall 6 =

Artivation Code:

[ <Back [ Mex > |[ Cancel

FIGURE 3-10. Start Copying Files Screen

* Ifthe settings are correct, click Next.

* If you need to modify the settings, click Back until the appropriate previous
screen appears and modify the setting. Click Next until the Start Copying Files
screen reappears, then click Next again to proceed.

The Setup Status screen shown in Figure 3-11 appears.

3-11
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11.

3-12

Trend Micro [nterScan VirusWall é - InstallShield Wizard

Selup Status

Interscan ¥iruswal & |5 corfiguring your new software Instalatian.

Cih oA Trerd MicrohInterScen YirusWal dhhttplpatterm)ratings. tst

FIGURE 3-11. Setup Status Screen

When Setup is complete, the Configure Services screen shown in Figure 3-12
appears. Select the InterScan VirusWall services you want to start after the
installation has finished. By default, all services are selected to start. When you
have made your selections, click Next.
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Trend Micro InterScan VirusWall - InstallShield Wizard

Configure Services

Which of the Folowing s=rvices dovou wank ko stark?

HTTF Yirus Yall

PIORS Wirus il

FTF Yinas Wl

< Back Cancel

FIGURE 3-12. Configure Services Screen

12. Specify domains in the Allowed Relay Destinations screen. InterScan VirusWall
6 will only accept inbound mails addressed to these domains.
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Trend Micro InterScan VirusWall é - InstallShield Wizard

Allowed Relay Destinations

(@) TREND

InkterScan YirusWall & can ack like a mail server. Ta help secure tha server 2gainst
operrrelay abuse, block relay=d messages by accepting inbound mail addressed only to
the Following dornains (separate each domain with a sermicalon ;")

Diomairs: | |

Example: domaina, com; domainb,corm

[ < Back ] Mgt >

FIGURE 3-13. Allowed Relay Destinations Screen
13. On the Setup Complete screen shown in Figure 3-14, select whether you want to

display the readme.txt file or start the Web management console and click
Finish.

3-14



Installation

Trend Micro InterScan VirusWall 6 - InstallShield Wizard

Setup Complete

The Instalshield wizard has successfuly Installed Interscan Yirusivall 6. Chick Frish o exk
the wzard,

After irstaling Interscan YirusWal 6, please access the InterScan Yiruswal 6 4Wen
managerant consale and canfigure all the settings =o that InterScan WirnsWall & waorks
properly, including:

- Motification server
- Adminisirator email address
[#] vas, [ want to view the Readme fie,
[¥] s, [ want to skart Web manacement console now,

Flease be sure ba refer b the Quick Stark Guide For help with inssallation
ard configuration of Irter Scen Viruswal 6.

[ <back [ Frish |

FIGURE 3-14. Setup Complete Screen

» If you chose to display the readme.txt file, it will be displayed in a new

window.

+ If'you chose to start the Web management console, a Web browser window
will open automatically and display the logon page for InterScan VirusWall 6.

3-15
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Installing InterScan VirusWall 6 on a Machine Where ISVW

3.5

5 or 5.0 Is Installed

If you will install InterScan VirusWall 6 for Windows on a computer where ISVW
3.55 or 5.0 for Windows is installed, you can choose to migrate the version 3.55 or
5.0 configuration settings to the new version during installation. If you are using
ISVW 3.55 and have eManager 3.52 as a plug-in, you can also choose to migrate the
configuration settings of eManager to InterScan VirusWall 6.

If you choose to migrate the settings, Trend Micro recommends that you back up the
configuration file before proceeding with the installation. The InterScan VirusWall 6
for Windows installation program will remove ISVW 3.55 and 5.0 completely, but
will not remove eManager.

Installing on the same host and migrating the configuration settings:

To install InterScan VirusWall 6 and migrate the configuration settings from the
existing ISVW 3.55 or 5.0 installation, perform the following steps:

1. Double-click setup.exe to start the installation process.

2. When the Welcome screen shown in Figure 3-15 appears, click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

TREND MICRO™

InterScan~
VirusWzllL.68

Welcome to the Installshield Wizard for
InterScan YirusWall 6.

The InstallshieldiR ) wizard wil nstall Interscan Winswal 6
anyalr computes, Tooconknue, clicds Mext,

WARMING: This pragram i probecked by copyricht laves
and ntematioral treaties,

cBack [ Mest > J[ Cancel

FIGURE 3-15. InterScan VirusWall Welcome Screen

When the License Agreement screen shown in Figure 3-16 appears, read the
entire license agreement and select I accept the terms of the license agreement
to proceed with the installation. You can scroll through the entire agreement
online or print it.

If you select I do not accept the terms of the license agreement, the installation
process will terminate.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

License Agreement
Flease read the following licenss agresment carsfully, @ T? EEE‘

MOTICE: Trand Micko lcenses (ts products naccordance with certan terms and ~
corditions, By breaking the sesl an the CD jacket in e Software padiage or erkering
asatial number, registration key o activabion code, You already accepted 2 Trend

Micro license agresment, A courtesy copy of arepresentative Trend Micro License
Agreerent is included For reference below. The language and terms of the adual

Trend Mizo licensa agreement thak you accepted may vary, By dicking "I Accept"”

b=low or using the Software, You confirm Your agreemert to the terms and conditions

of the original Trend Mioro licensa aoreement vou accepked,

Trend Mioo License Agreement
(Feleasa Build version O30ENo0SD0Z1004)

g

(¥)1 arcept the bsrms of the icense agreement .

()1 do nat zccept the kerms of the license agreement,

[ < Back l Mgt = ][ Cancel |

FIGURE 3-16. License Agreement Screen

4. When the Upgrade InterScan VirusWall screen in Figure 3-17 appears, select
Migrate configuration settings from previous version. If you do not want to
create a report that lists all the migrated settings, deselect Create migration
report. Click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Upgrade InterScan ¥iruswWall

setp has detected an earler version of Interscan ¥iruswall on this cormputer, You can migrate
the ronfiguration ssthings of the presious version ba your mew inskallation,

[#]rigrate configuration settings from previons verson |

Create migration report

[ < Back ] Mgt = ][ Cancel

FIGURE 3-17. Upgrade InterScan VirusWall Screen

5. When the Migration of configuration screen in Figure 3-18 appears, select the
protocols whose configuration settings you want to migrate to InterScan
VirusWall 6. Click Next.

Note:

The Migration of configuration screen will only appear for InterScan VirusWall

3.55
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

™igration of configuration

Please select the protocals whose configuratiors wol waric bo migrate.

[+] SMTF wirus Wal
[#] eManacer

[ HTTF Wirus weall

[#] FTP ¥irus wal

[ <Back [ Mext > |[ Caniel |

FIGURE 3-18. Migration of configuration screen for ISVW 3.55

Note: To migrate the configuration settings for eManager, you must select the SMTP
protocol.

When the Product Activation screen shown in Figure 3-19 appears, do one of the
following:

+ If you have already registered and obtained a product activation code, then
skip Step 1 on this screen and enter the product activation code in the
Activation Code text box and click Next.

» If you have not registered and wish to do so now, click Register Online. The
Trend Micro Online Registration screen appears in your browser. Register and
obtain a product activation code, then enter the product activation code you
received in the Activation Code text box and click Next.

* Click Next without entering an activation code.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Product Activation

Activate your product to snable scanning and receive security @ T? E?E—
updakes,

Step L. Regster Oning

To obtain an &clivation Key, use the supplied Registration K=y to register th= produck
aonline,

Step &, Achivate

Enker the Aekivacion Code you rereived bo activate your produc:,

Activzkion Cade:

(- R R - H =R R - R - K - B )

[ < Back ][ Mext » ][ Cancel

FIGURE 3-19. Product Activation Screen

If you clicked Next without entering an activation code, the 30-day trial version
of InterScan VirusWall 6 will be installed. Click OK to proceed with the
installation.

Trend Micro InterScan VirusWall é - InstallShield Wizard

L] Wiou have nat typed an Activation Codz, The 30-d2y tnal version of Interscan viruswwall & wil be installed, ¥ou can
- use Hhis wersion For 30 days before i expires.

FIGURE 3-20. Product Activation Reminder Message
7. When the World Virus Tracking screen shown in Figure 3-21 appears, select

whether your installation would like to participate in the Trend Micro World
Virus Tracking Program, then click Next.

3-21
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Trend Micro InterScan VirusWall é - InstallShield Wizard

World Yirus Tracking

(@) TREND

Trend Mioo consalidates virus scan resuls from customers wordwide, compiles real-time
statistics, and deplays them on the Yirus Map. Use this map bo view wirus trends For each
cortinent and selected courtriss,

(®)es, Twould lke to join the "World ¥inas Tracking Program, Tunderstand that when a
wius 5 dekecked anmy system, collect=d detection information, inchiding virs names
and number of detections, will be sent ko the World Yirus Tracking Program. The Yios
Tracking Frogram does not colleck [P address=s, namss of companies, individuals,
machines and sites, oF any idenbfying nformaton. [ understand Bat [ can disable this
automatic reparting Function iF T change the canfiguration o "Ma" within Ehe product’'s
management consals, Trend Micro will not send avy email ko you or vour business,

()N, Ido not want to participate.

[ < Back ] Mext > ][ Cancel ]

FIGURE 3-21. World Virus Tracking Participation Screen
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8. The Choose Destination Location screen shown in Figure 3-22 appears,
indicating the directory path where InterScan VirusWall 6 will be installed. To
change the directory path, click Browse and specify a different location. When
you have either accepted the default path or chosen a new destination, click Next.

Trend Micro [nterScan VirusWall é - InstallShield Wizard

Choose Destination Location
Sedeck Fdder where Setup will install fies, ’;‘ T? Ehnle_

secup wil Inszal Interscan Yinasvwall & 0 Ehe Following falder,

Tairskall to this folder, click Mext. Tainstall to a dfferert folder, click Browse and selec:
another foider,

Destnation Folder

C#\Program Filesl Trend MicrolInkerScan VirusWall &

[ < Back I Mgt = ][ Cancel |

FIGURE 3-22. Choose Destination Location screen
9. When the Configure Web Management Console screen appears, specify where

the Web management console will bind. Default settings are shown in Figure
3-23. Click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Configure ¥Web Management Console

Please select the addrass of the Web managament corecle and bypa ks carresponding

port belw:
HTTF Address: | allinterfaces v

HTTP port: az40

HTTP2 Address: | allinkerfaces b
HTTPS port:

[ <Back | Mest > |[ Caniel

FIGURE 3-23. Configure Web Management Console screen

10. When the Administrator Account screen shown in Figure 3-24 appears, enter a 4-
to 32-character password, confirm it, and click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Administrater ACcount

\ou must create an administrabor account o access the InkerScan Vires'Wall £ management
con=ols

Passviord: | |

Corfirm passviord: |

Nioce:

Passanard is case sensitive and must be between 4 and 32 characters,

[ < Back ] Mgt = ][ Cancel

FIGURE 3-24. Administrator Account screen

11. When the Start Copying Files screen shown in Figure 3-25 appears, review the
current settings.
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Trend Micro InterScan VirusWall é - InstallShield Wizard

Start Copying Files

Setup has enough information to skart copying the peogram files, IF yod want bo review o
thange any settings, click Back, TF vou are satistied wikh the settings, click Mesxt to begin
copying filss,

Currert: setkings;

Fizvicws settings befors copying files. 6’ I& E PH“E'

S=hup Type: A
Mgrate Ffrom previous version

Target Pathe:
CH\Program Files Trand MicrolInberScan Yiruswiall & -

Arbivation Code:

[ <pack || mext > |[ Canicel

J

FIGURE 3-25. Start Copying Files screen

»  If the settings are correct, click Next.

* Ifyou need to modify the settings, click Back until the appropriate previous
screen appears and modify the setting. Click Next until the Start Copying

Files screen reappears, then click Next again to proceed.

the message shown in Figure 3-26 appears.

12. When you click Next > on the Start Copying Files screen shown in Figure 3-25,

e Click Yes to uninstall InterScan VirusWall 3.55 or 5.0 and install InterScan

VirusWall 6.
¢ Click No to exit Setup.

Note:

ISVW you are migrating from

The content of the warning message may vary depending on which version of




Installation

Trend Micro InterScan VirusWall 6 - InstallShield Wizard

L] Inkzrscan Yiruswall 3,55 wil be unirstalled bafore nskalling Interscan wirusywall 6,
. Click Ye= ba corvinue, ar Mo bo it s=bap,

FIGURE 3-26. Message confirming uninstallation of ISVW 3.55

A message displays to indicate that InterScan VirusWall 3.55 or 5.0 is being
removed. When it has been uninstalled, the Setup Status screen in Figure 3-27
appears.

Trend Micro [nterScan VirusWall é - InstallShield Wizard

Selup Status

Interscan ¥iruswal & |5 corfiguring your new software Instalatian.

Cih oA Trerd MicrohInterScen YirusWal dhhttplpatterm)ratings. tst

Cancel

FIGURE 3-27. Setup Status Screen
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13. When Setup is complete, the Configure Services screen shown in Figure 3-28
appears. Select the InterScan VirusWall services you want to start after the
installation has finished. By default, all services are selected to start. When you
have made your selections, click Next.

Trend Micro InterScan VirusWall - InstallShield Wizard

Configure Services

Which of the Folowing s=rvices dovou wank ko stark?

HTTF Yirus Yall

PIORS Wirus il

FTF Yinas Wl

FIGURE 3-28. Configure Services Screen

14. When the Setup Complete screen shown in Figure 3-29 appears, you can do any
of the following and then click Finish.
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Trend Micro InterScan VirusWall 6 - InstallShield Wizard

Setup Complete

The Instalshield wizard has successfuly Installed Interscan Yirusivall 6. Chick Frish o exk
the wzard,

After irstaling Interscan YirusWal 6, please access the InterScan Yiruswal 6 4Wen
managerant consale and canfigure all the settings =o that InterScan WirnsWall & waorks
properly, including:

- Motification server
- Administrator email address

I s, Twant to view the Readre Fle,
W Yes, T want to start Web management console now,

Pleaze be sure b refer ba the Cuick Start Guide Far help with instalation
and configuration of InterScan VirosWal 6.

# migration report has been areated, Expork. .. I

[ <back [ Frish |

FIGURE 3-29. Setup Complete Screen

*  Choose to view the readme.txt file, which will display in a new window.
*  Choose to start the Web management console. A Web browser window will
open automatically and display the logon page for InterScan VirusWall 6.

» Ifyou chose to create a migration report at the beginning of installation,

click Export. The report will display in a new window, similar to the report
shown in Figure 3-30.

Note: The contents of the Migration report may vary depending on which version of
ISVW you are migrating from.
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I isvw_migration_report.txt - Notepad
File Edt Format Wiew Help

-~
Ir " ISy Migration R@?Drt
Interscan viruswall version:<a.0x Build:<1350: 03/09/06-22:27:07

Migration smtp Configuration start
[SOFTWARENTrendii crosInterscan E-Mail_viruswa W\B'Iuckinglamaﬂ] Enable = 0 -»
SOFTWARENTranchi crovIntarscan Wiruswall &6.0%NElockingmaiT Enakla

[soFTwARESTrendni croyInterscan E-Mail wiruswall“glockingmeil] Inbound = ¢ —»
SOFTwWARENTrendvicrovInterscan wiruswall G.G\chk‘lngMa‘l?\]nbound

[=oFTwWaRENTrendii cratInterscan E-mail \I"‘II‘I.IS\AI'A]“\B-|DC|<"IH?MA"I-|] outhaund = 0 -»
SOFTWARENTrendicrodInterScan wiruswall 6.0%BlockingMadThoutbound

[soFTwaresTrendm crosinterscan e-mMall wiruswal Tnelock ingmailsopdare] update = 0 —»
SOFTWARESTrenticronInterscan Wiruswall A.0MRlockingMad Tuipdateslpdate
[SOFTwWARENTrandMicrofInterscan E-Mail wiruswall“Currentversion] InsertMmassage - -&
SOFTWARESTrendvicrovInterscan wiruswall G.0%ZurrentversionsyInsertMessage

[SOFTWARENTrendni crovInterscan E-Mail wiruswalnwurrentversion] InsertMessagestTop = -»
SOFTwWARENTrendwi crovIntaerscan wiruswall 6.0%CurrentversionsInsertmas sageatTop
[SoFTwWARENTrendi crohInterscan E-Mail wiruswall“Currentversion] InsertMassagecn = -»
SOFTWARENTrendvicronInter scan wiruswall G.0vZurrencyversionnInsertmessageon

[Comnon] wotificationFromaddress = postmaster -» commontMotificationFromiddrass

common] WotificationFromaddressothers = postmaster - CommonWotificationFromaddressothers
carrmnn} PROZ = 1 -» COMMONYPROZ

cammon] wersion = stand-alone -> Commonwersion

scan-Configuration] Mailscan - yes -» Scan-ConfigurationiMailscan

EMail-Scan] MaxscanningThreadsProc = 25 -» EMa’il-Scar™MaxScanningThreadsFroc

EMal]-Scan] MaxsMTPCIiEntThreadsProc = S0 —> EMall-Scan\MaxsSMTRCTientThreadsProc
EMail-scan] BackgroundMogueueInThreadsProc = 2 -» EMail-Scan“BackgroundMqueuslnThreadsProc
EMail-Scan] BackgroundMoguenelutThreadsProc 2 - EMa"l'I—Scan\BacEgroundMqueueoutThr‘eadsPr‘Dc
EMail-scan Back%mundEMqueueThreadstc =1 -» EMail-scamBackgroundemqueneThreadsProg
EMail-scan] maxclientconnections = 25 —» EMail-scanwavclientconnections

EMail-Scan] DisablereceivedHeader - no -» EMail-ScanhbisaklereceivedHeader

EMall-scan] InterscansMreservlcerort = 23 —» EMall-scanIrerscansMTrservlcerort
EMail-scan] InboundUseDNS = no -» EMail-Scan\InboundUsabns

EMail-scan] outhounduseDNs - yes —» EMail-Scanoutbounduseons

EMail-Scan] EOrg = 192.168.245.1 -» EMail-Scan“Eorg

EMail-scan] EQrgPart = 25 -» EMail-scan\Edrgrort ~

FIGURE 3-30. Sample ISVW 3.55 Migration Report

If you decide to print the migration report after you have completed the installation
process, navigate to its location at:

<ISVW Installation folder>\isvw migration report.txt
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Installing InterScan VirusWall 6 on a New Computer and
Migrating ISVW 3.55 Settings to that Computer

If you will install InterScan VirusWall 6 for Windows on a computer where you have
not previously installed InterScan VirusWall 6 and you want to use the configuration
settings from a computer where ISVW 3.55 for Windows is installed, you can export
the settings to a file. That file will then be used during the installation process to
import the saved settings to the computer where you are installing InterScan
VirusWall 6.

A migration tool that allows you export the configuration settings to a file has been
supplied as part of the InterScan VirusWall 6 installation package. The migration tool
allows you to export the ISVW 3.55 configuration and eManager plug-in settings.

If ISVW 3.55 does not exist on the computer where you run the migration tool,
InterScan VirusWall 6 issues a message and exits the installation setup.

Migrating the configuration settings to a different computer:

To install InterScan VirusWall 6 on a computer and migrate the configuration settings
from another computer that has ISVW 3.55 installed, perform the following steps:

1. On the machine that contains the ISVW 3.55 installation, navigate to
{Installation package}\tools\isvw-migration.exe.

2. Double-click isvw-migration.exe to export the configuration settings. If ISVW
3.55 exists, the command window shown in Figure 3-31 opens, listing the
location of the configuration settings file that the migration tool has created.

The default location and file name is {system drive}:\Package.out.
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o C:\Documents and Settingslisvw-migration.exe

Migration sutput to C::Package.o
Press any key bo continue. ..

FIGURE 3-31. Migration Tool Export Utility screen

3. Press any key and the command window closes.

4. Ifyou will be unable to access this file through a network, copy package.out to a
portable medium so you can access it on the computer where you will install
InterScan VirusWall 6.

5. On the computer where you wish to install InterScan VirusWall 6, double-click
setup.exe to start the installation process.

Note: If the InterScan VirusWall 6.02 Setup detects InterScan VirusWall 6.0
or 6.01 and they are the same language version, the Setup program will
prompt you to confirm the build upgrade. If InterScan VirusWall 6.02
and 6.0 or 6.01 are different language versions, the Setup program will
ask to uninstall the previous version before proceeding. If the Setup
program detects that you have a different langauge version of InterScan
VirusWall 6.02 installed, it will prompt you to uninstall the different
language version and then proceed with the installation.

6. When the Welcome screen shown in Figure 3-32 appears, click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

TREND MICRO™

InterScan~
VirusWzllL.68

Welcome to the Installshield Wizard for
InterScan YirusWall 6.

The InstallshieldiR ) wizard wil nstall Interscan Winswal 6
anyalr computes, Tooconknue, clicds Mext,

WARMING: This pragram i probecked by copyricht laves
and ntematioral treaties,

cBack [ Mest > J[ Cancel

FIGURE 3-32. InterScan VirusWall Welcome Screen

When the License Agreement screen shown in Figure 3-33 appears, read the
entire license agreement and select I accept the terms of the license agreement
to proceed with the installation. You can scroll through the entire agreement
online or print it.

If you select I do not accept the terms of the license agreement, the installation
process will terminate.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

License Agreement
Flease read the following licenss agresment carsfully, @ T? EEE‘

MOTICE: Trand Micko lcenses (ts products naccordance with certan terms and ~
corditions, By breaking the sesl an the C0 jacket in e Software padiage of erkering
asatial number, registration key o activabion code, You already accepted 2 Trend

Micro license agresment, A courtesy copy of arepresentative Trend Micro License
Agreerent is included For reference below. The language and terms of the adual

Trend Mizo licensa agreement thak you accepted may vary, By dicking "I Accept"”

b=low or using the Software, You confirm Your agreemert to the terms and conditions

of the original Trend Mioro licensa aoreement vou accepked,

Trend Mioo License Agreement
(Feleasa Build version O30ENo0SD0Z1004)

g

(¥)1 arcept the bsrms of the icense agreement . -m

()1 do nat zccept the kerms of the license agreement,

[ < Back ] Mgt = ][ Cancel |

FIGURE 3-33. License Agreement Screen

3-34



Installation

8. When the Setup type screen shown in Figure 3-34 appears, select Migrate
configuration settings from previous version. Click Browse to specify the
location of the configuration settings file. If you do not want to create a report
that lists all the settings that were migrated, deselect Create migration report.
Click Next.

Trend Micro [nterScan VirusWall é - InstallShield Wizard

Setup Type
Sedeck the sebup bype bhet best suiks yoor needs, ’;‘ I? Ehnle_

Please select a setup bypa,

() Frash Instalation

@ Migrate corfiguration sekbings From previous version

Configure Sethings File
Ci\Documnents and SaktingstPackage ouk

[¥] Create migration repart.

[ < Back I Mesr » ][ Cancel |

FIGURE 3-34. Setup Type Screen with the Migrate Option Selected
9. When the Migration of configuration screen in Figure 3-35 appears, select the

protocols whose configuration settings you want to migrate to InterScan
VirusWall 6. Click Next.
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10.

3-36

Trend Micro [nterScan VirusWall é - InstallShield Wizard

™igration of configuration

Please select the protocals whose configuratiors wol waric bo migrate.

[+] SMTF wirus Wal
[#] eManacer

[ HTTF Wirus weall

[#] FTP ¥irus wal

[ <Back [ Mext > |[ Caniel

FIGURE 3-35. Migration of Configuration Screen

Note: To migrate the configuration settings for eManager, select the SMTP protocol.

When the Product Activation screen shown in Figure 3-36 appears, do one of the
following:

» Ifyou have already registered and obtained a product activation code, then
skip registration on this screen and enter the product activation code in the
Activation Code text box and click Next.

* If you have not registered and wish to do so now, click Register Online. The
Trend Micro Online Registration screen appears in your browser. Register and
obtain a product activation code, then enter the product activation code you
received in the Activation Code text box and click Next.

* Click Next without entering an activation code.



Installation

Trend Micro [nterScan VirusWall é - InstallShield Wizard

Product Activation

Activate your product to snable scanning and receive security @ T? E?E—
updakes,

Step L. Regster Oning

To obtain an &clivation Key, use the supplied Registration K=y to register th= produck
aonline,

Step &, Achivate

Enker the Aekivacion Code you rereived bo activate your produc:,

Activzkion Cade:

(- R R - H =R R - R - K - B )

[ < Back ][ Mext » ][ Cancel

FIGURE 3-36. Product Activation Screen

If you clicked Next without entering an activation code, the 30-day trial
version of InterScan VirusWall 6 will be installed. Click OK to proceed with
the installation.

Trend Micro InterScan VirusWall é - InstallShield Wizard

L] Wiou have nat typed an Activation Codz, The 30-d2y tnal version of Interscan viruswwall & wil be installed, ¥ou can
- use Hhis wersion For 30 days before i expires.

FIGURE 3-37. Product Activation message
11. When the World Virus Tracking screen shown in Figure 3-38 appears, select

whether your installation would like to participate in the Trend Micro World
Virus Tracking Program, then click Next.
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12.

3-38

Trend Micro InterScan VirusWall é - InstallShield Wizard

World Yirus Tracking

(@) TREND

Trend Mioo consalidates virus scan resuls from customers wordwide, compiles real-time
statistics, and deplays them on the Yirus Map. Use this map bo view wirus trends For each
cortinent and selected courtriss,

(®)es, Twould lke to join the "World ¥inas Tracking Program, Tunderstand that when a
wius 5 dekecked anmy system, collect=d detection information, inchiding virs names
and number of detections, will be sent ko the World Yirus Tracking Program. The Yios
Tracking Frogram does not colleck [P address=s, namss of companies, individuals,
machines and sites, oF any idenbfying nformaton. [ understand Bat [ can disable this
automatic reparting Function iF T change the canfiguration o "Ma" within Ehe product’'s
management consals, Trend Micro will not send avy email ko you or vour business,

()N, Ido not want to participate.

[ < Back ] Mext > ][ Cancel |

FIGURE 3-38. World Virus Tracking Participation Screen

The Choose Destination Location screen shown in Figure 3-39 appears,
indicating the directory path where InterScan VirusWall 6 will be installed. If you
wish to change the directory path, click Browse and specify a different location.

When you have either accepted the default path or chosen a new destination,
click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Choose Destination Location
Sedeck Fdder where Setup will install fies, ’,‘ T? E?E_

secup wil Inszal Interscan Yinasvwall & 0 Ehe Following falder,

Tairskall to this folder, click Mext. Tainstall to a dfferert folder, click Browse and selec:
another foider,

Destnation Folder

C#\Program Filesl Trend MicrolInkerScan VirusWall &

[ < Back ] Mgt = ][ Cancel |

FIGURE 3-39. Choose Destination Location Screen

13. When the Configure Web Management Console screen appears, specify where
the Web management console will bind. Default settings are shown in Figure

3-40. Click Next.

3-39



Trend Micro™ InterScan™ VirusWall™ Quick Start Guide

Trend Micro [nterScan VirusWall é - InstallShield Wizard

Configure ¥Web Management Console

Please select the addrass of the Web managament corecle and bypa ks carresponding

port belw:
HTTF Address: | allinterfaces v

HTTP port: az40

HTTP2 Address: | allinkerfaces b
HTTPS port:

[ <Back | Mest > |[ Caniel

FIGURE 3-40. Web Management Console Configuration Screen

14. When the Administrator Account screen shown in Figure 3-41 appears, enter a 4-
to 32-character password, confirm it, and click Next.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Administrater ACcount

\ou must create an administrabor account o access the InkerScan Vires'Wall £ management
con=ols

Passviord: | |

Corfirm passviord: |

Nioce:

Passanard is case sensitive and must be between 4 and 32 characters,

[ < Back ] Mgt = ][ Cancel

FIGURE 3-41. Administrator Account Password Screen

15. When the Start Copying Files screen shown in Figure 3-42 appears, review the
current settings.
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Trend Micro |nterScan VirusWall é - InstallShield Wizard

Start Copying Files
Revimw setkings before copying fies, E’ IE EEE_

Fetup has enough infarmation ba start copying e program files, IF o sant b review o
change any settings, cick Back, IF you are satisfied with the settings, click Mext to bean
copying files,

CLrrert sethings:

Setup Type: e
Migrate from configure file

Canfigure Fle For migration:
CiPackage. ouk

Target Path:
C\Program Fiesh Trend MicrodInkerScan YirasiWall &

[ < Back l Mext = ][ Cancel

FIGURE 3-42. Start Copying Files Screen

« If the settings are correct, click Next.

» If you need to modify the settings, click Back until the appropriate previous
screen appears and modify the setting. Click Next until the Start Copying Files
screen reappears, then click Next again to proceed.

The Setup Status screen shown in Figure 3-43 appears.
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Trend Micro [nterScan VirusWall é - InstallShield Wizard

Selup Status

Interscan ¥iruswal & |5 corfiguring your new software Instalatian.

Cih oA Trerd MicrohInterScen YirusWal dhhttplpatterm)ratings. tst

Cancel

FIGURE 3-43. Setup Status screen
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16. When Setup is complete, the Configure Services screen shown in Figure 3-44
appears. Select the InterScan VirusWall services you want to start after the
installation has finished. By default, all services are selected to start. When you
have made your selections, click Next.

Trend Micro InterScan VirusWall - InstallShield Wizard

Configure Services

Which of the Folowing s=rvices dovou wank ko stark?

HTTF Yirus Yall

PIORS Wirus il

FTF Yinas Wl

FIGURE 3-44. Configure Services Screen

17. When the Setup Complete screen shown in Figure 3-45 appears, you can do any
of the following and then click Finish.
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Trend Micro InterScan VirusWall 6 - InstallShield Wizard

Setup Complete

The Instalshield wizard has successfuly Installed Interscan Yirusivall 6. Chick Frish o exk
the wzard,

After irstaling Interscan YirusWal 6, please access the InterScan Yiruswal 6 4Wen
managerant consale and canfigure all the settings =o that InterScan WirnsWall & waorks
properly, including:

- Motification server
- Administrator email address

I s, Twant to view the Readre Fle,
W Yes, T want to start Web management console now,

Pleaze be sure b refer ba the Cuick Start Guide Far help with instalation
and configuration of InterScan VirosWal 6.

# migration report has been areated, Expork. .. I

[ <back [ Frish |

FIGURE 3-45. Setup Complete Screen

*  Choose to view the readme.txt file, which will display in a new window.

*  Choose to start the Web management console. A Web browser window will
open automatically and display the logon page for InterScan VirusWall 6.
» Ifyou chose to create a migration report at the beginning of installation,

click Export. The report will display in a new window, similar to the report
shown in Figure 3-46.
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I isvw_migration_report.txt - Notepad
File Edt Format Wiew Help

-~
Ir " ISy Migration R@?Drt
Interscan viruswall version:<a.0x Build:<1350: 03/09/06-22:27:07

Migration smtp Configuration start
[SOFTWARENTrendii crosInterscan E-Mail_viruswa W\B'Iuckinglamaﬂ] Enable = 0 -»
SOFTWARENTranchi crovIntarscan Wiruswall &6.0%NElockingmaiT Enakla

[soFTwARESTrendni croyInterscan E-Mail wiruswall“glockingmeil] Inbound = ¢ —»
SOFTwWARENTrendvicrovInterscan wiruswall G.G\chk‘lngMa‘l?\]nbound

[=oFTwWaRENTrendii cratInterscan E-mail \I"‘II‘I.IS\AI'A]“\B-|DC|<"IH?MA"I-|] outhaund = 0 -»
SOFTWARENTrendicrodInterScan wiruswall 6.0%BlockingMadThoutbound

[soFTwaresTrendm crosinterscan e-mMall wiruswal Tnelock ingmailsopdare] update = 0 —»
SOFTWARESTrenticronInterscan Wiruswall A.0MRlockingMad Tuipdateslpdate
[SOFTwWARENTrandMicrofInterscan E-Mail wiruswall“Currentversion] InsertMmassage - -&
SOFTWARESTrendvicrovInterscan wiruswall G.0%ZurrentversionsyInsertMessage

[SOFTWARENTrendni crovInterscan E-Mail wiruswalnwurrentversion] InsertMessagestTop = -»
SOFTwWARENTrendwi crovIntaerscan wiruswall 6.0%CurrentversionsInsertmas sageatTop
[SoFTwWARENTrendi crohInterscan E-Mail wiruswall“Currentversion] InsertMassagecn = -»
SOFTWARENTrendvicronInter scan wiruswall G.0vZurrencyversionnInsertmessageon

[Comnon] wotificationFromaddress = postmaster -» commontMotificationFromiddrass

common] WotificationFromaddressothers = postmaster - CommonWotificationFromaddressothers
carrmnn} PROZ = 1 -» COMMONYPROZ

cammon] wersion = stand-alone -> Commonwersion

scan-Configuration] Mailscan - yes -» Scan-ConfigurationiMailscan

EMail-Scan] MaxscanningThreadsProc = 25 -» EMa’il-Scar™MaxScanningThreadsFroc

EMal]-Scan] MaxsMTPCIiEntThreadsProc = S0 —> EMall-Scan\MaxsSMTRCTientThreadsProc
EMail-scan] BackgroundMogueueInThreadsProc = 2 -» EMail-Scan“BackgroundMqueuslnThreadsProc
EMail-Scan] BackgroundMoguenelutThreadsProc 2 - EMa"l'I—Scan\BacEgroundMqueueoutThr‘eadsPr‘Dc
EMail-scan Back%mundEMqueueThreadstc =1 -» EMail-scamBackgroundemqueneThreadsProg
EMail-scan] maxclientconnections = 25 —» EMail-scanwavclientconnections

EMail-Scan] DisablereceivedHeader - no -» EMail-ScanhbisaklereceivedHeader

EMall-scan] InterscansMreservlcerort = 23 —» EMall-scanIrerscansMTrservlcerort
EMail-scan] InboundUseDNS = no -» EMail-Scan\InboundUsabns

EMail-scan] outhounduseDNs - yes —» EMail-Scanoutbounduseons

EMail-Scan] EOrg = 192.168.245.1 -» EMail-Scan“Eorg

EMail-scan] EQrgPart = 25 -» EMail-scan\Edrgrort ~

FIGURE 3-46. Sample Migration Report

Note: If you decide to print the migration report after you have completed the installation
process, navigate to its location at:

<ISVW Installation folder>\isvw migration report.txt
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Installing InterScan VirusWall 6 on a New Computer and
Migrating ISVW 5.0 Settings to that Computer

If you will install InterScan VirusWall 6 for Windows on a computer where you have
not previously installed InterScan VirusWall and you want to use the configuration
settings from a computer where ISVW 5.0 for Windows is installed, you can export
the settings to a file. That file will then be used during the installation process to
import the saved settings to the computer where you are installing InterScan
VirusWall 6.

A migration tool that allows you export the configuration settings to a file has been
supplied as part of the InterScan VirusWall 6 installation package. The migration tool
allows you to export the ISVW 5.0 configuration settings.

If ISVW 5.0 does not exist on the computer where you run the migration tool,
InterScan VirusWall issues a message and exits the installation setup.

Migrating the configuration settings to a different computer:

To install InterScan VirusWall 6 on a computer and migrate the configuration settings
from another computer that has ISVW 5.0 installed, perform the following steps:

1. Find the tool named isvw-migr5to6.exe that is located in the ISVW 6.02
installation package directory <Installation package>\tools and copy it to
the machine where ISVW 5.0 is installed.

2. From the command line type the following:
isvw-migr5to6 -o [Migration Configuration File Name]

Example: isvw-migr5to6 -o c:\ISVW5-package.out

If successful, the command window will display the copied configuration files.

Note: The ISVW 6.02 migration tool supports both absolute and relative path names

3. Ifyou are unable to access this file through a network, copy the file
Migration_Configuration_File Name to a portable medium so you can access
it on the computer where you will install InterScan VirusWall 6.

4. On the computer where you wish to install InterScan VirusWall 6, double-click
setup.exe to start the installation process.
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Note: If the InterScan VirusWall 6.02 Setup detects InterScan VirusWall 6.0 or
6.01 and they are the same language version, the Setup program will prompt
you to confirm the build upgrade. If InterScan VirusWall 6.02 and 6.0 or
6.01 are different language versions, the Setup program will ask to uninstall
the previous version before proceeding. If the Setup program detects that
you have a different langauge version of InterScan VirusWall 6.02 installed,
it will prompt you to uninstall the different language version and then
proceed with the installation.

5.  When the Welcome screen shown in Figure 3-47 appears, click Next >

Trend Micro [nterScan VirusWall é - InstallShield Wizard

TREND MICRO™
In‘t er SC an™ Welcome to the Installshield Wizard for
Ul FUSWE" E o InterScan YirusWall 6.

The InstallshieldiR ) wizard wil nstall Interscan Winswal 6
anyalr computes, Tooconknue, clicds Mext,

WARMING: This pragram i probecked by copyricht laves
and ntematioral treaties,

chatk f Mest |[ Caniel

FIGURE 3-47. InterScan VirusWall Welcome Screen

6. When the License Agreement screen shown in Figure 3-48 appears, read the
entire license agreement and select I accept the terms of the license agreement
to proceed with the installation. You can scroll through the entire agreement
online or print it.
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If you select I do not accept the terms of the license agreement, the installation
process will terminate.

Trend Micro [nterScan VirusWall é - InstallShield Wizard

License Agreement
Flease read the following licenss agresment carsfully, ’;‘ I? EEE—
MOTICE: Trand Micko lcenses (ts products naccordance with certan terms and ~

conditions, By breaking the seal on the C0 jacket in he Software package or enkering
asatial number, registration key o activabion code, You already accepted 2 Trend
Micro license agresment. & courtesy copy of a representative Trend Micro License
Agreerent is included For reference below. The language and terms of the adual
Trend Mizo licensa agreement thak you accepted may vary, By dicking "I Accept"”
b=low or using the Software, You confirm Your agreemert to the terms and conditions
of the ariginal Trend Micro licensa agreement you accepted,

Trend Mioo License Agreement
(Feleasa Build version O30ENo0SD0Z1004)

g

(¥)1 arcept the bsrms of the icense agreement . -m

()1 do nat zccept the kerms of the license agreement,

[ < Back I Mgt = ][ Cancel |

FIGURE 3-48. License Agreement Screen
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When the Setup type screen shown in Figure 3-49 appears, select Migrate
configuration settings from previous version. Click Browse to specify the
location of the configuration settings file. If you do not want to create a report
that lists all the settings that were migrated, deselect Create migration report.
Click Next >

Trend Micro InterScan VirusWall é - InstallShield Wizard

SELup Type
Select thes sebup bype that best suiks your nseds, 6" I? EEE_

Please select 2 setup bype,

" Frash Instalaticn

@ Migrate corfiguration sektings from previous wersion

Configure Settings Fils
Z\Documerts and SaktingsiPackacs .out BI_UNSB‘

';l Create migration Fepark,

[ < Back l Mext = ][ Cancel |

FIGURE 3-49. Setup Type Screen with Migrate Option Selected

When the Product Activation screen shown in Figure 3-50 appears, do one of the
following:

» Ifyou have already registered and obtained a product activation code, then
skip Step 1 on this screen and enter the product activation code in the
Activation Code text box and click Next >.

* Ifyou have not registered and wish to do so now, click Register Online. The
Trend Micro Online Registration screen appears in your browser. Register
and obtain a product activation code, then enter the product activation code
that you received in the Activation Code text box and click Next >.

*  Click Next > without entering an activation code.
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Trend Micro InterScan VirusWall é - InstallShield Wizard

Product Activation

Activate your produd: bo snable scanning and receive security g" T? EEE—
updates,

Step L, Register Oning

To abtain an Activation Key, use the supplied Registration kKey bo regisker Ehe produck
anline,

Step 2, Achwvate

Enter the activation Code youreceived to activate wour produdt,

Activztion Code:

R - W B B - R B M)

[ < Back ][ Mext = ][ Cancel

FIGURE 3-50. Product Activation Screen

If you clicked Next > without entering an activation code, the message shown in
Figure 3-51 appears. The 30-day trial version of InterScan VirusWall 6 will be
installed. Click OK to proceed with the installation.

Trend Micro InterScan VirusWall & - InstallShield Wizard

L] You have nok byped an Actlvation Code, The 30-day kral version of Interscan wviruswall 6 wil be installed. ¥ou can
. uge this version For 30 days before i expires.

FIGURE 3-51. Product Activation Reminder Message

When the World Virus Tracking screen shown in Figure 3-52 appears, select
whether your installation would like to participate in the Trend Micro World
Virus Tracking Program, then click Next >.
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Trend Micro InterScan VirusWall & - InstallShield Wizard

World Yirus Tracking

(@) 1ReND

Trend Micro consolidates virus scan resuks From customers worldwide, compiles real-time
ctatictice, and dcplays them on the Yirs Map. Use thic map b view sirus trends For each
corkinent and selected courkriss,

(3 es, Twould like ko join the Wharld ¥inas Tracking Program. T undsrstand that when a
wirs is detected anmy system, collect=d detection infarmation, including wiras names
and rumber of deteckions, will be sent ko the Warld Virus Tracking Program, The Yius
Tracking Program does not coll=ck [P address=s, names of companies, individuals,
machines and sites, of any idenbfying nformation, [ understand Bat [ can disable this
automatic reparting Funckion if T change the canfiguration to "Ma" within the praduct's
management consols. Trend Micro will nct send ay email bo you or your busiress,

() Mo, Ido nct went to particpate.

[ < Back ] Mext > ][ Cancel |

FIGURE 3-52. World Virus Tracking Participation Screen

10. The Choose Destination Location screen shown in Figure 3-53 appears,
indicating the directory path where InterScan VirusWall 6 will be installed. If you
wish to change the installation path, click Browse and specify a different
location.

When you have either accepted the default path or chosen a new destination,
click Next >
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Trend Micro InterScan VirusWall é - InstallShield Wizard

Choose Destination Location
Sedeck Folder wihere Setup will install Fies, g" T? EEE_

secup mil Inszal Interscan virdswall 6 i Ehe Folleing foider,

Tairstall te this folder, click Next. Toinstall to a dffererk folder, cick Brawse and selec:
anather falder,

Destination Folder

Ci\Program Files| Trend MicohInkerSoan Wirusall &

< Back l Mext = l[ Cancel |

FIGURE 3-53. Choose Destination Location Screen

11. When the Configure Web Management Console screen appears, specify where
the Web management console will bind. Default settings are shown in Figure

3-54. Click Next >
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Trend Micro InterScan VirusWall é - InstallShield Wizard

Configure ¥Web Managenment Console

Fleace celeck the address of the Web managament conedle and bypa e correspanding

port below:
HTTF Address: |P.II interfaces A
HTTP part: Q240
HTTPS Address: |4l interfaces v

HTTPS part:

[ <Back || Mext |[ Canrcel

FIGURE 3-54. Web Management Console Configuration Screen

12. When the Administrator Account screen shown in Figure 3-55 appears, enter a
4- to 32-character password, confirm it, and click Next >.
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Trend Micro InterScan VirusWall é - InstallShield Wizard

Administrator ACcount

Viou must create an administrator account o accese the InterScan Viueiw'all & management
consols

Password: | |

Corfirm password: |

floce:

Password is case sersitive and must be bebwesn 4 and 32 charackers,

[ < Back l Mext = l[ Cancel

FIGURE 3-55. Administrator Account Password Screen

13. When the Start Copying Files screen shown in Figure 3-56 appears, review the
current settings.
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Trend Micro nterScan VirusWall é - InstallShield Wizard

Start Copying Files
Review settings before copying Fies, 0‘ IE EEE_

Secup hes enough information ko skart copying the program files, IF v0U want bo review o
change any setkings, cick Back, TF vou are satisfied with the settings, click Mext to bean
copying files,

current setkings:

Setup Type: A
Migrate From configure file

Configure Fle For migrabion:
C:\Package. out D

Target Path:
Ch\Progrann Fies\ Trend MicrolInkberSean Virastall &

[ < Back I Mext > ][ Cancel ]

FIGURE 3-56. Start Copying Files Screen

«  Ifthe settings are correct, click Next >.

» Ifyou need to modify the settings, click Back> until the appropriate
previous screen appears and modify the setting. Click Next > until the Start
Copying Files screen reappears, then click Next > again to proceed.

14. When you click Next > on the Start Copying Files screen shown in Figure 3-56,
the Setup Status screen shown in Figure 3-57 appears. The Setup Status screen
continues to show the progress of the installation process.
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Trend Micro InterScan VirusWall é - InstallShield Wizard

setup Status

Interscan ¥indswal & 15 corflgueing your new softmware instalation.,

il ATrend MicrabInker Scean Viroswdl 6hhtbphpattermratings. st

Cancel

FIGURE 3-57. Setup Status Screen
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15. When Setup is complete, the Configure Services screen shown in Figure 3-58
appears. Select the InterScan VirusWall services that you want to start when the
installation finishes. By default, all services are selected to start. When you have
made your selections, click Next >.

Trend Micro InterScan VirusWall - InctallShield Wizard

Configure Services

Which of the Following s=rvices do you want ko stark?

HTTP %irus 'Wall

[#] PP Wirus wiall

FTF Virus Wal

FIGURE 3-58. Configure Services Screen
16. On the Setup Complete screen shown in Figure 3-59, select whether you want to

display the readme.txt file, start the Web management console, or display the
migration report and click Finish.
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Trend Micro Interfcan VirusiWall & - InstallShield Wizard

Setup Complete

(@) TREND.

The Instalshield wizard has successfuly Installed InterScan iruskwall &6, Chick Frish to exk
the wizard,

AFter inskaling InterScan Yirusweal &, please access the InterScan Yiruswal & Wed
managerrent consoke and configare all Ehe settings =0 that TnberScan Wies'Wall & works
peoperly, including:

- MNotification server
- Administrator email address
[#] as, [ want ko view the ReadMe Fie,
[#] 25, [ want to skart Web manacement console naw.

Please be sure ta rafer bo the Quick Skart Cuide For help with instalation
and configuration of InterScen Yinuswal 6,

[ <gak [ Frish |

FIGURE 3-59. Setup Complete Screen

If you chose to display the readme.txt file, it will be displayed in a new
window.

If you chose to start the Web management console, a Web browser window

will open automatically and display the logon page for InterScan
VirusWall 6.

If you chose to create a migration report at the beginning of installation,

click Export. The report will display in a new window, similar to the report
shown in Figure 3-60.
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3-60

B isvw_migration_report.txt - Notepad
File Edt Format Yew Help

~
Ir Isvw migration report

Interscan Wiruswall versioni<6.0> Build:<1339> 03/00/06-22:27:07

Migration smtp Configuration start
[SOFTWARENTrendWicrobIntersian E-Mail viruswallnElockingMail]l Enadle = 0 -»
SOFTWARESTrenciicrovInterscan wiruswall 6.0%BlockingmaiTywEnakle
[S0FTwARENTrencMi crohInterscan E-Mail viruswall“glockingmail] Irkbound = 0 —=
SOFTWARENTrencMicronInterscan Viruswall 6.0eBlockingMal T Inbound
[soFTwaRESTrendmicral Interscan E-Mail wiruswalTnElockinomail] authound = 0 -
SOFTWARENTrendMicrohInterscan wiruswall E.O\El'lnck"lngMa'i'Ell\Outbnund
[soFTwarerTrendmlcrovinterscan e-mall wiruswalTnglockingmailsupdacte] update = 0 -»
SOFTWARENTrendiicrovInterscan viruswall &, 05Blockingmad Thupdatesupdate
[soFTwaRENTrandii cro\Interscan E-Mail wiruswal™Currentvarsion] InsartMassaga - —»
SOFTWARENTrencMicroyInterscan viruswall 6.0%CurrentversionhInsertMessage
[SOFTWARE TrendMicrotInterscan E-Mail wiruswall“Currertversion] InsertMessageitTop = -»
SOFTWARENTrancicrohInterscan viruswall 6.0%NCurrentversionsInsertMassageltTop
[soFTwarRENTrendMicrovInterscan E-Mail wiruswall™Currertversion] InsertMessagecn = —=
SOFTWARENTrendvicrovInterscan viruswall o.oyZurrentyversion™InsertMessageon
[common] motificationFromaddress = postmaster -» commonsuMoTificationFromaddress
Cammon] NotificationFromaddressgthers = postmaster -» CommoniNotificationFromaddressothers
currmnn] PROZ = 1 -»> COMMONYPROZ

version = stand-alane -» Commoniwersion
scan-Canfiguration] Mailscan - yes -» Scan-Configurationimailscan
ENa"l'I—Scan? MaxscanningThreadsProc = 23 -»> EMail-ScarMaxScanningThreadspProc
EMail-Scan] MaxsMTPCTientThreadsProc = 50 -» EMail-scaniMaxsMTRCTientThreadsProc
EMail-scan] BackgroundmogueusInThreadsProc = 2 - Ema"l'I—Scan\BackEroundMqueue]nThreadsPr‘oc
EMail-Scan] BackgroundMgueueoutThreadsProc = 2 -» EMail-scan‘BackgroundMogusuecutThreadsProc
ENaﬂ—Scan] BackqrounquueueThreadstc =1 -» EMail-scarhgackgroundemoueleThraadsProc
EmMail-scan] MavcTientconnections = 25 —» EMail-ScandMaxcldientconnactions
EMail-scan] DisahlereceivedHeader - no -» BEMail-ScamsbisaklereceivedHzader
Emaﬂ—scan] InterscansmMreservicerort = 25 —» EMall-scan\IrnterscansMTPseryicerort
EMail-Scan] InboundusebiNs = no -> EMail-Scanh\Ipboundusemns
EMail-scan] outhounduseDns = yes —» EMail-Scan“outhoundusebns
EMail-3Scan] EQry = 192.1068.2453.1 -» EMail-Scan“gorg
EMail-3can] EOrgrort = 23 -» EMail-scaniEdrgrort ~

FIGURE 3-60. Sample Migration Report

Note: If you decide to print the migration report after you have completed the

installation process, navigate to its location at:

<ISVW Installation folder>\isvw migration report.txt
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Command Line Migration from ISVW 5.0 to
ISVW 6.02

To migrate the configuration settings from a computer that has ISVW 5.0 installed to
a computer that has ISVW 6.02 installed, perform the following steps:

1.

Find the tool named isvw-migr5to6.exe that is located in the ISVW 6.02
installation package directory <Installation package>\tools and copy it to
the machine where ISVW 5.0 is installed

From the command line type the following:
isvw-migr5to6 -o [Migration Configuration File Name]
Example: isvw-migr5to6 -o c:\ISVW5-package.out

If successful, the command window will display the copied configuration files.

Note: The ISVW 6.02 migration tool supports both absolute and relative paths

If you are unable to access this file through a network, copy the file
Migration_Configuration_File_Name to a portable medium so you can access
it on the computer where you will install InterScan VirusWall 6.

On the machine where ISVW 6.02 has been installed, open the command
window.

Navigate to <ISVW 6.02 Installation path>\Others, and in the command
window run the migration tool with the command:

isvw-migr5to6 -p [Migration Configuration File Name] -i [ISVW
6.02 Installation path]

Example: isvw-migr5to6 -p c:\ISVW5-package.out -i "c:\Program
Files\Trend Micro\InterScan VirusWall 6".

If the migration was successful, ISVW will display a migration successful
message. The program will also create a migration report in the ISVW 6.02
installation directory.

Restart the ISVW service.
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Upgrading from ISVW Windows Version 6.0 or 6.01

When upgrading from version 6.0 or 6.01 to version 6.02 the installer imports all of
your previous settings.
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Note: If the InterScan VirusWall 6.02 Setup detects InterScan VirusWall 6.0 or

6.01 and they are the same language version, the Setup program will prompt
you to confirm the build upgrade. If InterScan VirusWall 6.02 and 6.0 or
6.01 are different language versions, the Setup program will ask to uninstall
the earlier version before proceeding. If the Setup program detects that you
have a different langauge version of InterScan VirusWall 6.02 installed, it
will prompt you to uninstall the different language version and then proceed
with the installation.

To start the upgrade process:

1.

Double-click setup.exe to start the upgrade process. The Trend Micro InterScan
VirusWall 6 - InstallShield Wizard screen appears.

Click Next. The Setup Status screen appears while InterScan VirusWall upgrades
to version 6.02.

On the Update Complete screen, the installation program may prompt you to
restart the computer. If prompted, choose to restart now or later and then click
Finish
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Verifying a Successful Installation

Use Windows™ Task Manager to verify that ISVW has been installed successfully
and is working properly. If you have installed ISVW correctly and it is functioning
properly, you will see the following eight (8) ISVW services running in Windows

Task Manager.
TABLE 3-1. ISVW default services
Service Service Description
isvw-svr.exe Responsible for all protocol notifications

isvw-smtp.exe

Responsible for scanning SMTP streams including virus
scanning, spam, and content filter

isvw-scan.exe

Responsible for scanning POP3 streams including virus
scanning, spam, and content filter

isvw-pop3.exe

Responsible for handling POP3 protocol commands

isvw-main.exe

Responsible for main ISVW processes. It acts as a watch dog,
ensuring that ISVW processes keep running. It also performs
the ActiveUpdating task.

isvw-http.exe

Responsible for scanning HTTP streams including virus
scanning, URL filtering, URL blocking, and Anti-phishing

isvw-ftp.exe

Responsible for scanning HTTP streams including virus
scanning.

isvw-agent.exe

Agent responsible for registering to TMCM server

Note: Disabling any of the protocols from the summary screen of the Web console will
cause the cooresponding service to stop running. In this situation, the service will
not be viewable in Windows Task Manager.
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Post-Installation Tasks
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After installing InterScan VirusWall 6, you can immediately perform a number of
tasks to ensure that everything is set up and working properly.

Note: Refer to the online help for instructions on how to accomplish the tasks.

1. Ifnot completed during installation, register and activate InterScan VirusWall 6,
or begin your 30-day evaluation period.

Enable and then begin virus scanning, spam detection, and content filtering.

3. Update the pattern files and scan engine and set up an update schedule for the
virus pattern file, scan engine, and anti-spam rules and engine.

4. Set the notification settings, including the notification server, port, administrator
email address, and preferred character set.

5. Adjust the default configuration of the product to meet the needs of your
organization. Depending on the services installed and the proxy servers on the
system, the following information may be needed when you configure InterScan
VirusWall 6 after installation:

* IP address and port number of the current SMTP server
e IP address and port number of the current POP3 server
* [P address and port number of the current HTTP proxy server

e Port number that InterScan VirusWall 6 will use if it is set up as the HTTP
proxy server

» [P address and port number of the current FTP proxy server
e Port number that InterScan VirusWall 6 will use if it is set up as the FTP
proxy server
6. Tasks:
a. Configure outbreak alerts.
b. If you need a proxy to connect to the Internet, configure the proxy

information for Registration/Activation, ActiveUpdate and World Tracking
Center services.
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c. If the SMTP protocol is enabled:
*  Configure inbound and outbound SMTP traffic.

*  Configure policies and notifications for SMTP scanning, IntelliTrap,
anti-phishing, anti-spam, anti-spyware, and content filtering.

d. Ifthe HTTP protocol is enabled:

*  Configure your HTTP working mode.

»  Configure policies and notifications for HTTP scanning, anti-phishing,
anti-spyware, URL blocking and URL filtering settings.

e. Ifthe FTP protocol is enabled:

*  Configure your FTP working mode.

*  Configure policies and notifications for FTP scanning and anti-spyware.
f. Ifthe POP3 protocol is enabled:

*  Configure POP3 IP addresses and connections.

*  Configure policies and notifications for POP3 scanning, IntelliTrap,
anti-phishing, anti-spam, anti-spyware, and content filtering.

g. Obtain the EICAR test file to determine if your installation is working

properly.
* Ifthe SMTP protocol is enabled, test SMTP inbound and outbound
scanning.

»  Ifthe SMTP protocol is enabled, test SMTP inbound and outbound
content filtering.

« Ifthe POP3 protocol is enabled, test POP3 inbound scanning and
content filtering settings.

o Ifthe HTTP protocol is enabled, test HTTP download and upload
scanning.

« Ifthe HTTP protocol is enabled, test HTTP URL blocking and URL
filtering.

»  Ifthe FTP protocol is enabled, test FTP download and upload scanning.
7. Install additional instances of InterScan VirusWall 6 to the network if desired.
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Chapter

Using InterScan VirusWall 6

In this chapter, you will familiarize yourself with InterScan VirusWall 6 using the
Web management console, and learn about tasks such as starting and stopping the
various InterScan VirusWall 6 services, and testing key InterScan VirusWall 6
features.

Note:  The online help discusses all the InterScan VirusWall 6 tasks that you can perform.
It also provides a list of best practices to help you manage InterScan VirusWall 6
optimally.
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InterScan VirusWall 6 Web Management
Console

4-2

The main menu of the Web Management console consists of ten menu items. Except
for Summary, each of the console’s menu items has several submenu items. See
Navigating the Console on page 4-3 for an overview of the different menu items and

the various tasks you can perform on each screen that opens when you click a
submenu item.

Summary (2]
Summary
» SMTR 15 ISVW has not been activated, Trend Micro gives you 20 days grace. More info..
b HTTP " = . i
status .| Mail (SMTF) ™. [ mail (POP3) “.[ web (HTTP) “.[ File Transfer [FTP) "
» FTP
Product Info: IntarScan VirusWall €.02 (Build27147)
¥ POP3
License: ISWW has not been activated, Trend Micro gives you 30 days grace
¥ Cutbreak Defenss
services status &
¥ Quarantines
SMTE: Enabled and Stappad
b Updzte
POPZ: Enablad and Running ...
* Logs
Https Dizabled
¥ Administration
FTes Disabled
Outbreak Prevention Services )]
Component Version O componants ars out of date.(%]
Antivirus 0 infected files detected today.()
Anti-spam 0 spam messages detected toda)-.@
Anti-spyware 0 spyvare/grayware detected today.t)
Dthers 3]

FIGURE 4-1. InterScan VirusWall 6 Web management console showing the
Summary screen
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Accessing the Console

After installation, InterScan VirusWall 6 automatically starts the basic services and
the services you selected to start during installation. Although InterScan VirusWall 6
is configured to run on a robust set of default values, you should open the InterScan
VirusWall 6 console and confirm the settings.

Use any of the following browsers to access the console:

* Internet Explorer 5.5 or above
*  Firefox 1.5

e Netscape 8.0

*  Mozilla 1.7

To access the console:

1. Open a Web browser, then type the InterScan VirusWall 6 URL followed by the
port number that you set during the installation. The default port numbers are
9240 (HTTP) and 9241 (HTTPS).

*  http://IP address:port number
*  https://IP address:port number

Note: The URL is determined by the IP address and port number that you bound to the
Web management console during installation.

2. Type the password you specified during installation and click Log On. The
Summary screen of the Web management console appears.

Navigating the Console

This section describes the menu items on the Web Management console and
highlights the tasks you can perform from the different screens. For information on
performing these tasks, see the InterScan VirusWall 6 Administrator s Guide.

Summary

The Summary menu item provides a quick overview of the status of InterScan
VirusWall 6 and its four services. When you log on to the console, the Summary
screen opens by default. To open the Summary screen, click Summary; the Status
tab is pre-selected.
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-

v v |-

L3

Summary

SMTP

HTTP

FTP

FOPI

Cutbreak Defenss
Quarantines
Update

Logs

¥ Administration

Summary @
1}, ISVW has not becn activated, Trend Micre gives you 30 days grace. Mors info..
Status \\ Mail (SMTF) Mail (POP3) web (HTTP) File Transfer [FTP)
Product Infor IntarScan ViresWall €.02 (Suild=7147)

License: ISWW has not been activated, Trend Micro gives you 30 days grace
Services Status &

Outbreak Prevention Services
Component Version

Antivirus

Anti-spam

Anti-spyware

Others

SMTS: Enabled and Stappad
POPZ: Enablad and Running ...
Https Dizabled

FTes Disabled

@)

0 componants ars out of date. (2]

0 infected files detected today.()

0 spam messages detected today.@
0 spyware/grayware detected today.(%)
63]

FIGURE 4-2. Summary screen
TABLE 4-1. Summary screen tabs
Tab Available Information Tasks
Status The current status of each of the four Update to the latest versions of

protocols.
Your product and license information
Outbreak Prevention Services status

Current versions of pattern files and
engines

The following statistics:

Files scanned for viruses, spam,
spyware/grayware

URLSs and content filtered

Files infected with viruses (includes
files detected by IntelliTrap)

Spam messages
Spyware/Grayware files
Phishing incidents

InterScan VirusWall 6 components

Roll back the previous versions of
pattern files
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TABLE 4-1. Summary screen tabs
Tab Available Information Tasks
Mail (SMTP) Number of viruses, spyware, spam Enable or disable SMTP traffic

messages, and phishing messages SMTP
scanning detected in incoming and
outgoing email communication

Mail (POP3) Number of viruses, spyware, spam Enable or disable POP3 traffic
messages, and phishing messages POP3
scanning detected in incoming email
communication

Web (HTTP) The following HTTP scanning statistics: Enable or disable HTTP traffic

¢ Virus/malware detection

* Spyware/Grayware detection
¢ URL blocking/anti-phishing

¢ URL filtering

File Transfer
(FTP)

FTP scanning statistics for virus/malware
and spyware/grayware detection

Enable or disable FTP traffic
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SMTP

The SMTP menu item allows you to configure SMTP security settings and rules.

» Administration

= o
._:-.j.'/TREND MICRO"InterScanVirusWall~ Log OF | [~ [ —
SMTP Scanning (Incoming) &
Summary
v SMTP Target Action Notification
Scanning [#] Enable SMTP scenning (incoming)
Incoming
Cutgoing Files to Scan
IntelliTrap (# All scannable files
Anti-Fhishing ) InkelliSean: usas trus file fyme identification (i
Anti-Spam ) Spacifiad fia axtansions...
Network: Raputation
Services - -
Content Scanning Compressed File Handling
Anti-Spyware '.3 scan all comprassed files
Incoming () De not scan compressed files
Outgaing () Do not scan compressed files i
Content Filtenng Extracted flla count axcaads: (0 for no limit)
Configuratien Extracted flle siz= excmeds: (0 for 26 bytes)
3
LINIE Humber of layers of compression exceads: [2-20)
» FTP ::;}l.:r:ed;_cli fl= siz=/compressed fil= siz= retio [57 (0-100. o for na limit)
» FOP3 =
¥ Qutbreak Defense -
Macro Scanning
¥ Quarantnzss
I: Quarzntine all Microsoft Offlce attachments containing macos
¥ Update
F Logs

FIGURE 4-3.  SMTP Scanning screen with the Target tab selected
TABLE 4-2. Submenu items under SMTP
Submenu Description Tasks
Scanning Provides real-time Enable or disable SMTP scanning for incoming and
>|ncoming incoming and outgoing | outgoing SMTP email messages
>Qutgoing scanning of SMTP traffic

4-6

Target the attachment types to scan

Determine the action to take for infected files (clean,
delete, move, or block)

For both incoming and outgoing mail, customize the
notification sent to specific individuals (administrator,
sender, or recipient) or the inline stamp on an email

when a virus is detected
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TABLE 4-2. Submenu items under SMTP
Submenu Description Tasks
IntelliTrap Detects potentially Enable or disable SMTP IntelliTrap

malicious code in
compressed files that
can execute
automatically

Determine the action to take against Bots detected by
IntelliTrap (Quarantine, Delete, or Pass)

Customize the notification message an administrator,
sender, or recipient receives when a heuristic scan
detects a security risk in a compressed file

Anti-phishing Detects phishing Enable or disable SMTP anti-phishing
attempts in SMTP mail
Define the action to take for all messages containing
links to known phishing sites (quarantine, delete, or
deliver message)
Customize the notification message the administrator or
recipient receives when a phishing message is detected
Report a potential phishing URL to TrendLabs
Anti-spam Detects spam messages | Enable or disable SMTP anti-spam content scanning
>Content sent through your SMTP | and network reputation services
Scanning) email server
Tune the spam detection rate to Low, Medium, or High,
>Network or by category (Commercial, Health, Religion, and so
Reputation on)
Services)

Define keyword exceptions (messages containing
identified keywords will not be considered spam) or
Approved or Blocked Senders by email address or
domain names

Specify the action to take for spam messages based on
their confidence level

Customize the notification message an administrator or
recipient receives when spam is detected
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TABLE 4-2.

Submenu items under SMTP

Submenu

Description

Tasks

Anti-spyware

Detects spyware in

Enable or disable SMTP anti-spyware scanning for

>|ncoming incoming and outgoing incoming and outgoing SMTP email messages
>Qutgoing SMTP email messages
and allows you to Specify filenames or filename extensions that will be
perform specific actions | excluded from spyware search
upon it
Search for spyware/grayware
Target the kind of spyware/grayware you wish to scan
Determine the action to take against spyware
(Quarantine, Delete, or Pass)
Automatically notify selected recipients whenever
spyware is detected during SMTP scanning
Content Provides real-time Enable or disable SMTP Content Filtering
Filtering monitoring and control of
information that enters or | Specify keyword and attachment filters to evaluate and
leaves the network via control the delivery of email messages on the basis of
the SMTP server the message content itself
Configuration | Allows you to configure | Specify the main service port

the way the InterScan
VirusWall 6 server—as a
proxy server—routes
incoming and outgoing
mail through your SMTP
server, while defining
certain limits and
constraints

Specify how InterScan VirusWall 6 forwards inbound
mail and delivers outbound mail

Track processed messages

Queue inbound or outbound mails

Configure the number of simultaneous client
connections, size of inbound/outbound messages,

frequency of message sending attempts, and other
advance settings
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HTTP

The HTTP menu item provides you with features to help maintain HTTP gateway

security.

REND MICRO" InterSca

rusWall~

HTTP Scanning

Summary
- EMTR Target Action .| Notification -
~HTTP
. Enab\e HTT® Scanning
scanning
Anti-phishing Files to Scan

Anti-spyware

URL Blocking

® &l scannabla fles

D IntelliSean: uses éne file type idantification 31

URL Filtering Rules

URL Filtering Settings

Configuration

O Specified file extensions...

Compressed File Handling

» FTP

¥ FOP3

¥ Qutbreak Dsfence

* Quarantinas
* Update
¥ Logs

¥ Administration

FIGURE 4-4.

(@) Scan all comprassad files

O Do not scan compressed filas

) Do net scan compressed fls if
Extractad file count axcaads: [E (0forno limit)

S0 (z-20)

I: {D0-100, O for no imit)

Extractad file size exceads:
Mumber of layars of camprassion axcaads:

Extractad file sizefcompraessed file size ratio excesds:

MIME Type Exceptions

Do not scan filss of thass MIME types: (i

(Saparate multipla entriaz vith 2 zamizelon (1), For axamplar taxdiplaing tawt/fancy)

Large File Handling

Do nct scan files largerthan |1 | |GB |
Emahble special handling vhen = file is larger than KB |v
& Dafarrad zcan 1]
Every tme ISVW server receives: 51.27
Sand "x" amount of the filz to the disnt: Fﬂﬂes

) Scan aftar dalivaring (highast risk)

HTTP Scanning screen with the Target tab selected
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TABLE 4-3. Submenu items under HTTP
Submenu Description Tasks
Scanning Lets you determine how | Enable or disable HTTP scanning

InterScan VirusWall 6
scans HTTP traffic for
viruses and other
security risks in uploads
and downloads

Target the types of files to scan
List MIME Type Exceptions

Specify how InterScan VirusWall 6 handles large files to
prevent performance issues and browser timeouts

Determine actions for infected files (Clean, Quarantine,
Block, or Pass)

Customize the message in the user’s browser when
InterScan VirusWall 6 detects an infected file

Anti-phishing

Lets you determine how
InterScan VirusWall 6
handles phishing
attempts initiated while
browsing the Internet

Enable or disable HTTP anti-phishing

Set categories to block URLs (for example, phishing,
spyware, virus accomplice, and disease vector sites)

Define actions for all known phishing sites (block or
allow)

Customize the message in the user's browser when a
known phishing site is detected

Submit a potential phishing URL to TrendLabs

Anti-spyware
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Scans HTTP traffic to
detect many types of
malware uploads and
downloads

Enable or disable HTTP anti-spyware
Create exclusion lists for spyware/grayware
Search for spyware/grayware

Target the kind of spyware/grayware to scan

Set the action to take when spyware/grayware is
detected (block, quarantine, or allow)

Customize the message in the user's browser when
spyware/grayware is detected
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TABLE 4-3. Submenu items under HTTP
Submenu Description Tasks
URL Blocking | Blocks access to Web | Enable or disable HTTP URL blocking

sites with undesirable
content through a
user-configured list

Allows access to certain
URLs by adding them to
an exception list

Define matching URL lists (defined through a Web site,
URL keyword, IP address, or string), one for URLs that
will be blocked, and another for URLs excluded from
blocking

Import lists of blocked or exempted sites

Customize the message in the user's browser when a
blocked URL is accessed

URL Filtering Lets you set the rules by | Enable or disable HTTP URL filtering
Rules which URL categories
are filtered Set the time when the rules apply (during work time,
during leisure time)
URL Filtering Defines how URL Move a URL subcategory to another category (for
Settings filtering is applied example, Adult/Mature Content from “Company
across the URL Prohibited Sites” to “Not Work Related”)
Categories in the
InterScan VirusWall 6 Create or import URL Filtering Exception lists matched
database. by Web site, URL keyword, or string, even though the
URL is classified in a prohibited content category
Designate the day and time the settings apply
Submit a URL to TrendLabs for reclassification
Configuration | Allows you to specify Determine if you want InterScan VirusWall 6 to operate

configuration settings
for your HTTP server

in standalone,
dependent, or reverse proxy mode

Specify the HTTP listening port

Specify anonymous FTP over a specified HTTP logon
email

Allow logging of HTTP requests
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FTP

The FTP menu item provides you with features to help secure file transfers to and
from your FTP server.

FTP Scanning @
Summary
D& Target .| Action Notification
» HTTP §
[¥] Enable FTP Scanning
- FTP
Scanning Files to Scan
Anti-Spyware (&) All scannable files
Configuraticn ) IntelliScan: uses trus fie type identification @
¥ POF3 () Specified file extensions...

¥ Outbreak Defense
Compressed File Handling
b Quarantinas
Scan all comprassad filas
* Update

Do not scan compressed files
¥ Logs

OO0 ®

Do not scan compressed file if
¥ Administration —_— —
Extracted file count exceeds: (0 for no limit)
Extracted file size exceads:

Humbar of layars of comprassion axceads: (2-20)
Extracted fil= siz=/compressed fil= size ratic exc=eds; {0-L00, 0 for no limit)
Cancel

FIGURE 4-5. FTP Scanning screen with the Target tab selected

TABLE 4-4. Submenu items under FTP

Submenu Description Tasks

Scanning Checks all or specified Enable or disable FTP scanning
types of files for
viruses and other Determine the files you want to scan
malware, including
individual files Designate if and how attached compressed files are
within a compressed scanned
volume

Specify the action to take on infected files (Clean,
Quarantine, Block, or Pass)

Customize the notification message an administrator
or user receives when an infected file is detected
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TABLE 4-4.

Submenu items under FTP

Submenu

Description

Tasks

Anti-spyware

Allows you to block
spyware/grayware
during FTP file
transfers

Enable or disable FTP anti-spyware
Create an Exclusion list for spyware/grayware
Search for spyware/grayware

Scan for spyware/grayware according to specific
categories

Determine the action to take when spyware/grayware
is detected (Block, Quarantine, Allow)

Customize the message in the user's
browser when spyware/grayware is detected

Configuration

Lets you determine
how your FTP server
is set up

Choose between standalone or FTP proxy mode

¢ Choose standalone mode if there is no FTP
proxy server on the network and you want FTP
VirusWall to serve as the system's FTP proxy
server.

¢ Choose FTP proxy if there is an existing FTP
proxy server that you want to continue using.

Enable PASV mode and specify the FTP service port
Determine the maximum connections allowed

Designate the number of bytes to send versus those
received (to prevent browser timeouts)

Customize the greeting to send when connection is
established
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POP3

With minor differences, the POP3 menu item is nearly identical to the SMTP menu
item. The exceptions are the Scanning and Configuration submenu items.

POP3 Scanning ©
Summary
D SR [Target ™[ action Notification
il [w] Enzble POPI scarning
* FTP
~ POP3 Files to Scan
Seznning & Al scannable files
IntelliTrap () IntelliScan: uses true file type identification @
Anti-Phiching () Specifiad fils axtensions...
Anti-Spam

Anti-Spywars

Compressed File Handling

Content Filtering

(&) Stan all compressed files

Configuration

¥ Cutbreak Defenss

() Do not scan compressed files

() Da not scan compressad fils if:

¥ Quarantines Extractad file count exceads: (0 far ne limit)
b Update Extractad file size exceads:
b Logs Number of layers of comprassion exceeds: ,_l_'2-20]
b S pie e Extractad fils siza/compras=ad fils size ratio sxcsads: (0-100, O for no limit)
Cancal
FIGURE 4-6. POP3 Scanning screen with the Target tab selected
TABLE 4-5. Submenu items under POP3
Submenu Description Tasks
Scanning Provides real-time Enable or disable POP3 scanning

scanning of POP3 traffic

Determine the attachments to scan

Designate if and how attached compressed files are
scanned

Determine the action to take for infected files (clean,
delete, move, or block)

Customize the notification sent to specific individuals
(administrator or recipient) or the inline stamp on an
email when a virus is detected
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TABLE 4-5. Submenu items under POP3
Submenu Description Tasks
IntelliTrap Detects potentially Enable or disable POP3 IntelliTrap

malicious code in
compressed files that
can execute
automatically

Take action on Bots detected by IntelliTrap (Quarantine,
Delete, or Pass)

Determine the action to take against Bots detected by
IntelliTrap (Quarantine, Delete, or Pass)

Customize the notification message an administrator or
recipient receives when a heuristic scan detects a
security risk in a compressed file

Anti-phishing

Detects phishing
attempts in POP3 mail

Enable or disable POP3 anti-phishing

Define the action to take for all messages containing
links to known phishing sites (quarantine, delete, or
deliver message)

Customize the notification message the administrator or
recipient receives when a phishing message is detected

Report a potential phishing URL to TrendLabs

Anti-spam

Detects spam messages
sent through your POP3
email server

Enable or disable POP3 anti-spam

Tune the spam detection rate to Low, Medium, or High,
or by category (Commercial, Health, Religion, and so
on)

Define keyword exceptions (messages containing
identified keywords will not be considered spam) or
Approved or Blocked Senders by email address or
domain names

Customize the notification message an administrator or
recipient receives when spam is detected
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TABLE 4-5.

Submenu items under POP3

Submenu

Description

Tasks

Anti-spyware

Detects incoming
spyware and allows you
to perform specific
actions upon it

Enable or disable POP3 Anti-spyware

Specify filenames or filename extensions that will be
excluded from spyware search

Search for spyware/grayware
Target the kind of spyware/grayware you wish to scan

Determine the action to take against spyware
(Quarantine, Delete, or Pass)

Automatically notify selected recipients whenever
spyware is detected during POP3 scanning

Content
Filtering

Provides real-time
monitoring and control of
information that enters
or leaves the network via
the POP3 server

Enable or disable POP3 Content Filtering

Specify keyword and attachment filters to evaluate and
control the delivery of email messages on the basis of
the message content itself

Configuration

Allows you to configure
the way the InterScan
VirusWall 6's POP3
proxy server handles
POP3

traffic

Specify the POP3 IP address the InterScan VirusWall 6
POP3 proxy server binds to

Specify the number of simultaneous local connections
allowed, the port POP3 clients will use to connect to
InterScan VirusWall 6 (the default port is 110), and the
settings for secure password authentication
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Outbreak Defense

Trend Micro provides Outbreak Prevention Services (OPS) to help you contain a
threat while TrendLabs is developing a solution.

Surnrnary
» SMTP
» HTTP
¥ FTP
» POP3

””:ethgs
¥ Quarantines
b Update
F Logs
P Logs
b Administration

FIGURE 4-7.

TABLE 4-6.

= Outbreak Defense

Qutbreak Prevention Services (OPS) @

Trand Mitro provides Outhrask Prevantion Services (OPS) to help wou contain a theeat uhile 3
selution iz baing devalopad.

0PS Settings

Threat Status

1 Enable utbreak Prevention Semices (DPS)

Threzt WORM_SASSER.D iz curantly spraading on the Intarnek, Trand Micra har daken ackon
0 prevent an outbreak on your netvork, A threst solution will be avallable shoy, To learn
rmore sbout this threst, read beloy,

Threst:

[nformation:

Alett Typa:

Rish Lewvel:

Delivery Method:
Wulnersbility Exploited:
Date/Tirne Initizted:
Attachment Filter
Blocked files:

Blocked file types:
Content Filter
Subjact:

Bady:

Atzachrment:

uRL Blocking
Blocked Web serven
Blockad Webrnail site:
Blocked URL pattern:
File Blocking
alockad filas:

Rluckad fila types:

WORM_SASIER. B

Thiz worm exploits the Windows LSASS vulnerability: MS0<-011,
A ey

High

Emnail

MS04-0144

05/0&/2005 hh:rmmess

sasser exe

*avar *ooer Yopif

“hey your
“where you 27"

*ghsrwuskss"

LIEY

aaa. com;virus.com
spam. com

. phishing. com

sasser.exe

®lavay *oor HpiE

save | [ Cancel

Outbreak Defense Current Status screen

Submenu items under Outbreak Defense

Submenu

Description Tasks

Current Status

Informs you of the active | Enable or disable OPS
OPS policies being

enforced View the OPS status
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TABLE 4-6. Submenu items under Outbreak Defense

Submenu Description Tasks
Settings Lets you view and modify | Manually change the default expiration time of
OPS settings OPS policies

Quarantines

The Quarantines menu item allows you to manage files quarantined by InterScan
VirusWall 6.

Quarantine Query ©
Summary
» SMTP Criteria
¥ HTTP e ddl ey Ah mm e ddf ey Ah [
¥ FTP pates: [10/26/2008 13 (¥ 28 (¥ to[10/27/2006 11 w22 %
» POP3 Tymar Emzil mas=ages and Filas W
¥ Outhreak Dafanza Reasons: @ all rassons
T Quarantines O Specific reasons
Virus scanning Contert filering IntelliTrap
Spyware/grayware Sp=m Phishing
Maintenance
b UmEs Sender: [ |
oo Raciziant: | |
b Administration Subjects [ |
Attachment: | |
Sork by: Date & time | ¥
Ertrias par paga:
Result ax of
Scan and Resend All 0 antry 0-0cfOM 4 b H
Dote B time + Sender Redpient{s) Subject Aeason Protocol
Scan and Resend All 0 antry D-0cfaM 4 b M

FIGURE 4-8. Quarantine Query screen
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TABLE 4-7. Submenu items under Quarantines
Submenu Description Tasks
Query Provides details regarding Specify the query criteria by dates, type,

SMTP/POP3 quarantined email
messages and attachments

reasons, sender, recipient, subject, and
attachment

Order the sort result by any of the above
criteria, while limiting the number of entries per
page

Settings

Allows you to modify the
quarantine directories

Modify the quarantine directories for SMTP,
HTTP, POP3, and FTP quarantined items

Maintenance

Allows you to determine how
long to store infected files in the
Quarantine directory before
InterScan VirusWall 6 deletes
them

Delete quarantined files

Schedule automatic deletion times
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Update

Because new malicious programs and offensive Web sites are developed and
launched every day, InterScan VirusWall 6 provides both on-demand and automated
methods to keep your software updated with the latest pattern files, scan engine, and
URL filtering database without interrupting your network services or requiring you
to reboot your computers. It polls the InterScan VirusWall 6 ActiveUpdate server
directly, then downloads the updates either manually or on a schedule.

v g
j""/TREND MICRO™ InterScanVirusWall~ Log OF | [---eeeev e —
manual update (]
Summary
¥ SMTP Select Components to Update
» HTTF [¥] Comporent Current Version Available  Last Updated
LAGIE [ virus Pattern 3.701.00
LG [#] Wirus Scan Engine (32-bit) 8.310.1002
» Qutbreak Defensa M | InteliTrap Pattern 10200
D Gl anes [ 1nt=liTrap Excastion Pattarn 13500
" Update 7] Soyvare Dataction Pattam 41700
Manua [¥] PhizhTrep Signaturs Datsbas= 2oz
Scheduled E ANnti-Spam rFattern 14788.002
¥ Logs [¥] Anti-Spam Engine 2.8.1010
et mton [ URL Filtering Engine 1.2.0.1017
E URL Filkering Full Databasze 103000000
[#] URL Filtering Deltz Database 103000655

FIGURE 4-9. Manual Update screen

TABLE 4-8. Submenus under Update

Submenu Description Tasks

Manual Allows you to update your Select the components to update
components on-demand
Roll back selected components to the previous

update
Scheduled Allows you to schedule a Enable or disable the scheduled update function
regular interval for updating
InterScan VirusWall 6 Select the components to update
components

Set an update schedule
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Logs

The Logs menu item allows you to query incidents of security threats that InterScan
VirusWall 6 has detected.

summary
» TR
» HTTP
» FTP
» FOP3

» Quarantines
b Update
~ Logs

™

b administration

» Qutbreak Defense

Quary

Log Query @'
Loy Query

Pratocol: SMTR ¥

Log typs: Wiras/Malware hd

Tirma patod: @ [ ~

Ertries per page: (10 W

Display Log |

FIGURE 4-10. Log Query screen

O renge
Frorm;

To:

January w1 % | zooe ¥

January W1 ¥ | z006 W

TABLE 4-9. Submenu items under Logs
Submenu Description Tasks
Query Lets you query the Query by protocol, log type, and time period

automatic logging
feature in InterScan
VirusWall 6

Designate the number of entries per page that will be
displayed

Browse the log using a paging tool and re-specify how
many items (10, 25, 50, 100) will be listed on a page

Export the log query result as a text, Excel or XML file

Maintenance

Lets you delete old logs
according to specific
criteria

Specify the target logs you want to delete
Delete logs older than n days

Enable or disable automatic purging of target logs
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Administration

The Administration menu item allows you to manage the notification settings,
password, license, and proxy settings of your InterScan VirusWall 6 installation. It
also allows you to take part in Trend Micro’s World Virus Tracking Program.

_j‘v’ TREND MICRO" InterScanVirusWall~ [P ol v () IREND

Notification Settings

®

Summary
- Flease provice the folloning information 2o that [nterScan ViruzWall czn z2nd notifications by
» SMTP email,
» HTTP
Settings
¥ FTP
SMTF server:
» FOP3 fort "
‘ot

» Qutbreak Defense

D Administrator Email Address
Quarantnss

b Update Administrator smail
v Logs addresz: (Separzte multiple email adcresses vith a semicolon [;) |
Sender emall
isvwiicient.tw.trandnet o
~ Administration address: 1 a

Contral Manage: I« Preferred cherzet: Unicede(utf-8) ¥
Notification Settings
Cancel

Warld Virus Tracking

FIGURE 4-11. Notification Settings screen

TABLE 4-10. Submenu items under Administration

Submenu Description Tasks

Control Allows administrators to Register ISVW to or unregister ISVW from the Trend

Manager use the Control Manager Micro Control Manager server

Settings server and Web console to
manage InterScan Specify settings for registering ISVW to a Trend Micro
VirusWall Control Manager server

Notification Determines the settings Specify the following settings:

Settings that will be used when e SMTP server
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TABLE 4-10. Submenu items under Administration
Submenu Description Tasks
Password Allows you to change the Specify the old password, the new password, and a

password you use to log on
to InterScan VirusWall 6

new password confirmation to change your current
password

Product
License

Displays information about
your maintenance
agreement and product
license for InterScan
VirusWall 6

View license upgrade instructions
View license online
Enter a new Activation Code

Update the information on the screen

Proxy Settings

If using a proxy server to
connect to the Internet, lets
you specify the settings
used to update the pattern
file, engine, and license

Enable or disable the proxy server
Determine the proxy settings

Test your connection

World Virus
Tracking

Trend Micro's program for
consolidating virus
scanning results from
customers worldwide,
compiling real-time
statistics, and displaying
them on the Virus Map

Choose whether to participate in the World Virus
Tracking Program or not

View the typical sample data sent to TrendLabs

View virus trends for each continent and selected
countries
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Starting and Stopping InterScan VirusWall 6

By default, all InterScan VirusWall 6 services you selected during installation are
automatically started following installation. Each service can also be individually
controlled by enabling or disabling real-time scanning for a given service.

To start a service that was not selected to start during installation or stop a service
that was selected, enable or disable the service manually from the Summary page of
the Web management console.

To restart all services:

1. From the Control Panel, click Administrative Tools > Services to open the
Services window.

2. Navigate to Trend Micro InterScan VirusWall 6 and click Restart.
Trend Micro InterScan VirusWall 6 is typically set to Automatic Startup.

Testing InterScan VirusWall 6

After installation, test your InterScan VirusWall 6 installation to become familiar
with the configuration and see how the program works. This section provides
instructions for testing the antivirus and content filtering features.
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Antivirus Testing Using the EICAR Test Virus

The European Institute for Computer Antivirus Research (EICAR) has developed a
test “virus” you can use to test your InterScan VirusWall 6 installation and
configuration. The test virus is an inert text file whose binary pattern is included in
the virus pattern file of most antivirus vendors. It is not a virus and does not contain
any program code. It will cause no harm and will not replicate.

Once on your machine, you can use the test virus to simulate a virus infection. You
can then observe InterScan VirusWall 6’s virus clean/deletion features. InterScan
VirusWall 6 will take action on the EICAR test file, a zipped EICAR test file, and an
EICAR test file zipped twice. The incident will be logged in the SMTP Virus Log.

In the following section, you will test the antivirus capability of the SMTP
VirusWall. Once familiar with SMTP VirusWall testing, you can proceed and test the
other protocols.

To obtain the test virus, do any of the following:
*  Download the file from the following URLs:
e http://www.trendmicro.com/vinfo/testfiles/

*  www.eicar.org/anti_virus_test file.htm

Note:  You can also download a zipped EICAR test file (eicar_com.zip),
and an EICAR test file zipped twice (eicarcom?2.zip) from the
EICAR Web site.

*  Create your own EICAR test virus by typing the following into a text file, and
then naming the file “eicar.com”:

X50!P$@AP[4\PZX54 (P~) 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!
SH+H*
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To test InterScan VirusWall 6 using the EICAR test virus:

1. Send an email message with the eicar.com, eicar_com.zip, and eicarcom2.zip
files enclosed. Use the email client you designated to send email.

2. Receive the email. Use the email client (or its equivalent) you designated to
receive email.

When you open an attachment, you will get a message indicating that it is not
cleanable and was therefore deleted.

3. Check the SMTP Virus Log.

a. Open the Web management console and click Logs > Query. The Log
Query screen appears.

b. Select from the following popup menu settings:
*  Protocol: SMTP
e  Log type: Virus/Malware
*  Time period: All
Click Display Log. The SMTP Virus Log screen appears.

d. Review the details for the test virus log entries.

ntent Filtering

Test the SMTP content filtering feature by sending an email message whose subject
and content have a certain keyword that will be blocked. The email will be
quarantined and the incident will be logged in the SMTP Keyword Filter Log and the
Quarantines Query.

Note:  After testing SMTP content filtering, you can test the POP3 content filtering
feature using the same method described in this section.
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To test the content filtering feature:

1.

In the Web management console, click SMTP > Content Filtering. On the
Target tab, go to the Keywords section, type “sex”, and click Add. The keyword
“sex” will be added to the list on the right.

Send an email message with the word “sex” in the Subject and Message fields.
Use the email client you designated to send email, or its equivalent.

For example:

To: jane@trendsmb.com

Subject: Sex in “Last Tango in Paris”
Message field:

Hello Jane,

“Last Tango in Paris” is a sexually explicit film.

Best regards,
John

Receive the email message. Use the email client you designated to receive email,
or its equivalent.

The email will not appear because it has been filtered.
Check the SMTP Keyword Filter Log.

a. Open the Web management console and click Logs > Query. The Log
Query screen appears.

b. Select from the following popup menu settings:

*  Protocol: SMTP

*  Log type: Keyword Filter

e Time period: All

Click Display Log. The SMTP Keyword Filter Log screen appears.

d. Review the details for the content filtering log entries, specifically entries in
the Subject column with the term “sex”.

Query the InterScan VirusWall 6 quarantine.

a. Inthe Web management console, click Quarantines > Query. The
Quarantine Query screen appears.
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Under Criteria, narrow down your query by typing the date you sent the test
email, the email address of the sender in step 1, the email address of the
recipient in step 2, and “sex” as the subject.

Click Query. The query will execute and display the results.

The Quarantine Query Results panel shows the date and time the email was
quarantined, the sender and recipient email addresses, the subject of the
email, and the reason it was quarantined.
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Using Real-time Scan Monitor

The InterScan VirusWall 6 Real-time Scan Monitor provides real-time monitoring of
SMTP scanning functions, and access to the SMTP and FTP performance data
through the Windows Performance Monitor.

To run the Real-time Scan Monitor:

1. On the Windows Start menu, select Programs > InterScan VirusWall 6 >
InterScan VirusWall 6 Real-time Scan Monitor. When you send email through
SMTP, real-time statistics and activity information are shown in the monitor
panel.

' InterSecan VirusWall & El

=

'{fﬁmmn MICRO™ InterScan™ VirusWall™

Gereral
Cornmubes Marme: Wersic:  B.007359
Statistics Processing rate for last 500 messages in kbl
Meszages Proczssed: a
Bounced Meszages: u] Average ------
Security Risks 2canning Wailing Minimum: e eee

Security Rizke Found: u]

Data Transfel Progress; - ---=--xomm - Mawimum -

Currert acliviy

FIGURE 4-12. The InterScan VirusWall 6 Real-time Scan Monitor

2. Click Performance Monitor to open the Windows Performance Monitor.

4-29



Trend Micro™ InterScan™ VirusWall™ Quick Start Guide

[ Performance |;|E| rg'
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FIGURE 4-13. The Windows Performance Monitor

To add counters to the Windows Performance Monitor:

1. Click “+” in the Windows Performance Monitor screen (see encircled item in
Figure 4-13). The Add Counters screen displays.
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Add Counters

) Uz local camputer counters
(¥} Selec! counters fram computer:

| v
Peifarmance object:
| Processor w
Cral coupters ) allimstarces
(%) Select courters from list (%) Selectinstances fram list:

i

ZDPC Time

% |de Tine —
Z lreemrupt Tine

% Povieged Trne

% Pioceszar Time 5

édd | [ Esplain

Close

FIGURE 4-14. The Add Counters screen

Select the Select counters from computer option and then select the computer
where InterScan VirusWall 6 is installed.

Choose either ISVW - FTP or ISVW - SMTP from the Performance object
drop-down list.

Choose All counters, or choose Select counters from list: and then select the
counters to add.

Click Add.
Click Close to return to the Windows Performance Monitor.

View performance data in graph view, histogram view, or report view.
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Troubleshooting and Support

This chapter provides useful information to solve problems you may encounter while
installing, configuring or starting to use ISVW 6.

If your problem is not included in the list of issues provided in this chapter, refer to
the Administrator’s Guide.

Troubleshooting
Issue Explanations, Possible Causes, and Solutions
Unsuccessful installation * System requirements are not satisfied. See System

Requirements on page 2-2.

* |f the operating system version or service pack is not
satisfied, installation will not proceed.

* There is insufficient space on the target disk. You need at
least 4GB of hard disk space to install ISVW 6. Free up
some disk space or install ISVW on a server with
sufficient disk space.

* You do not have sufficient privileges to install ISVW. Log on
with administrator privileges to install.

* If you have satisfied the above requirements and installation
still fails, contact Trend Micro Support.
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Issue Explanations, Possible Causes, and Solutions
Failure to migrate ¢ Failure to migrate from file occurs when you are installing
configuration settings ISVW 6 on a new computer and migrating ISVW 3.55 settings

during installation to that computer using a corrupt configuration settings file.

To resolve this issue:
¢ On the machine where ISVW 3.55 is installed, generate a
new configuration settings file. For the procedure, see
steps 1 to 4 of Migrating the configuration settings
to a different computer: on page 3-31.
¢ Install ISVW 6 again on the new computer. For the
procedure, continue with steps 5 to 18 of the same topic.

¢ Failure to get the configuration settings of ISVW 3.55 occurs
when you are installing ISVW 6 on a machine where ISVW
3.55 was installed improperly.

To resolve this issue:

* Generate a configuration settings file on the machine.
For the procedure, see steps 1 to 3 of Migrating the
configuration settings to a different computer: on
page 3-31.

¢ |Install ISVW 6 again on the machine. To re-install ISVW
6, see Installing on the same host and migrating
the configuration settings: on page 3-16.

Note: If migration from ISVW 5.0 to 6.02 fails please refer
the migration section of the Administrator’s Guide
for Migration from ISVW 5.0.

* If you have satisfied the above requirements and migration still
fails, contact Trend Micro Support.

100% CPU utilization right | This normally happens because ISVW needs to initialize

after installation components such as the scan engine, anti-spam engine,
configuration file, log file, and loading pattern before it can run
normally.

Initialization will take no more than a few minutes on the
recommended environment. After that, CPU usage will normalize.
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Issue

Explanations, Possible Causes, and Solutions

Issues after upgrading
from ISVW 3.55 with
eManager 3.52 to ISVW 6

The eManager 3.52 plug-in may still be installed after
upgrading because other machines with ISVW 3.55 are still
using the plug-in. It is possible for several ISVW 3.55
installations to share the same eManager 3.52 plug-in.
All content filter settings were migrated but all of them may be
disabled upon upgrade because:
* In version 3.55, the service “InterScan eManager
Content Management” is disabled while doing migration.
* In eManager 3.52, the “Attachment Filter > Enable
attachment filter” option is disabled while doing
migration.
ISVW 6 does not support the migration of email management
rules. You need to define these rules again.
Migration of anti-spam rules is not supported. ISVW uses
eManager 6 to support the content filtering feature, and the
anti-spam feature is provided by Trend Micro Anti-spam Engine
3.52.
The Configuration window of ISVW 3.55 is still open after the
upgrade. Stop the process manually from Windows Task
Manager, and then remove all files under the path where ISVW
3.55 was installed.
Some folders under the installation folder of eManager 3.55 still
exist after the upgrade. Manually delete these folders.

Cannot stop or start a
service

If you cannot stop a service after following the procedure in
Starting and Stopping InterScan VirusWall 6 on page
4-24:
¢ Go to Control Panel > Administrative Tools >
Services, right-click the service and then click Stop.
¢ |f this does not work, Go to Control Panel >
Administrative Tools > Services, right-click the service
and then click Properties. In the General tab, go to
Startup type: and choose Manual. Restart the system.
After restart, the status becomes “Stopped”.
If you cannot start a service after following the procedure in
Starting and Stopping InterScan VirusWall 6 on page
4-24, call Trend Micro Technical Support.



Trend Micro™ InterScan™ VirusWall™ Quick Start Guide

Issue

Explanations, Possible Causes, and Solutions

Cannot update license

Activate your product before you update your license.

Do not use an evaluation-version of ISVW to update your
license.

If you encounter a system or program exception error in the

backend online update license server, please wait for a few

minutes and try again. If you are still experiencing problems,
contact Trend Micro Technical Support.

If you cannot update your license because of an incorrect
server URL restored in
Config.xmN\Common\ProductRegistration\OnLineUpdate\
Server\Source, check your configuration and try again.

If the Activation Code used is not found in the online update
license server, type a valid activation code and try again.

If you cannot update your license online, please check the
network status. If you are using a proxy server, check if the
server can connect to the Product Registration server. If you
are still experiencing problems, contact Trend Micro Technical
Support.

Problems with activation

5-4

The Activation Code used is invalid.

* Do not use your full-version or evaluation-version
Activation Code to activate the product again.

* The evaluation-version or full-version Activation Code
you used has expired.

* Do not use an evaluation-version Activation Code if you
installed a full version, and vice versa.

If activation still fails, contact Trend Micro Support.
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Issue

Explanations, Possible Causes, and Solutions

Web management console
issues

If the Web management console does not display normally
after typing some Chinese/Japanese characters in a text box,
check the encoding of the browser. For Internet Explorer, go to
View > Encoding and select UTF-8 so that web Ul can display
DBCS characters (such as Chinese/Japanese) correctly.

If the Web management console does not open, check the
machine where ISVW is installed. Make sure there is enough
space for query cache files before opening the console.

If you forget your Web management console password, contact
Trend Micro Technical Support and ask for assistance in
resetting your password. Please note that only registered
ISVW 6 installations are eligible for technical support. If your
ISVW 6 is not registered, there is no way to recover your
password.
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Frequently Asked Questions

Question:
How do I disable the ActiveUpdate notification?

Answer:
1. Stop the ISVW 6.02 service.
2. Open config.xml and set the value of

/Root /common/ActiveUpdate/notification/SuccessEnable to "0",
and set the value of
/Root /common/ActiveUpdate/notification/FailEnable to "0".

3. Restart the ISVW 6.02 service.

Question:

When migrating from ISVW 5 to ISVW 6 and during the uninstallation part of the
migration process, I am directed to stop the ISVW 5 service. How do I stop the
ISVW 5 service?

Answer:

1. Open the Microsoft Management Console (MMC) by accessing the Start menu
and clicking Run.

In the Open field type the following: services.msc

In the Services window select the InterScan VirusWall System Monitor.
Highlight the service and right click anywhere in the highlighted area. From the
contextual menu select Stop. The service will be stopped.

Question:

After migrating from ISVW 5 to ISVW 6, the System Monitor service for ISVW 5
still appears (disabled) in the Services window. How do I remove the System Monitor
service?

Answer:

The System Monitor service will automatically be removed after you restart the
computer that hosts ISVW.
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Question:

After migrating from ISVW 5 to ISVW 6, the actions associated with my SMTP
incoming email are applied to outgoing email. How come my SMTP
inbound/outbound traffic settings are not migrated from ISVW 5 to ISVW 6?

Answer:

ISVW 5 uses a different concept for inbound and outbound traffic than ISVW 6. As a
result, the SMTP settings for incoming and outgoing are not transferred during
migration. After migration is complete, the settings will have to be configured
manually in the SMTP configuration section of the ISVW Web console.

Question:
How come I receive an error message while trying to install or uninstall ISVW?
Answer:

It is likely that you have real-time virus scanning software installed, and enabled, on
the computer that you are trying to install ISVW on. If you have real-time virus
scanning software installed on the computer that you are trying to install ISVW on, or
remove ISVW from, you will receive an error message. Before installing or
removing ISVW, you should temporarily disable the real-time virus scanning.

Question:

How do I resolve the MFC80.dll error that appears in the system event log after I
have installed ISVW 6.02?

Answer:

You need to install the "Microsoft Visual C++ 2005 Redistributable Package (x86)".
You can download this package from the following location:

http://go.microsoft.com/fwlink/?1inkid=65127&clcid=0x409

After you have downloaded the package, run vcredist x86.exe on the target
computer. This installs Visual C++ libraries as shared assemblies.


http://go.microsoft.com/fwlink/?linkid=65127&clcid=0x409
http://go.microsoft.com/fwlink/?linkid=65127&clcid=0x409
http://go.microsoft.com/fwlink/?linkid=65127&clcid=0x409
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Obtaining Technical Support

There are several ways to obtain technical support.

The Trend Micro Knowledge Base, maintained at the Trend Micro Web site, has
the most up-to-date answers to product questions. You can also use Knowledge
Base to submit a question if you cannot find the answer in the product
documentation. Access the Knowledge Base at:

http://esupport.trendmicro.com

If you are not able to find an answer in the documentation or the Knowledge
Base, you can email your question to Trend Micro technical support.

support@support.trendmicro.com

For a list of the worldwide support offices, go to:
http://kb.trendmicro.com/solutions/includes2/ContactTechSupport.asp

In the United States, you can reach Trend Micro representatives via phone or fax:
Toll free: +1 (800) 228-5651 (sales)

Voice: +1 (408) 257-1500 (main)

Fax: +1 (408) 257-2003

To speed up the resolution of your product issue, provide the following information
when you send an email or call Trend Micro:

Program version and number (Click About on the main console's footer menu to
learn about the program version and build number.)

Serial number
Exact text of the error message, if any

Steps to reproduce the issue


http://esupport.trendmicro.com
mailto:support@trendmicro.com
http://kb.trendmicro.com/solutions/includes2/ContactTechSupport.asp
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