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Preparing InterScan VirusWall to
Protect HTTP Traffic

This chapter includes the following topics:

How Inter Scan Viruswall Scans HTTP Traffic on page 1-2
Enabling or Disabling HTTP Scanning Services on page 1-2
Configuring Inter Scan VirusWall to Scan HTTP Traffic on page 1-4
Configuring the HTTP Proxy Settings on page 1-7

Setting the Proxy on Client Browsers on page 1-9
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How InterScan VirusWall Scans HTTP Traffic

With InterScan ViruswWall you can monitor HTTP traffic to maintain security at your
network gateway. You can enable or disable the scanning of HTTP traffic during
installation or at any time later, through the Summary page of the Web console.

HTTP servicesinclude:

Scanning for viruses and security risks in uploads and downloads
Phishing site detection

Spyware and other grayware detection

URL blocking

URL filtering

Configuration of HTTP server mode and listening port

The Web (HTTP) tab on the InterScan ViruswWall Summary screen provides statistics
about the number of infected files, spyware, grayware, and phishing incidentsthat the
InterScan ViruswWall HTTP scanning function (HTTP Viruswall) has detected in
uploaded and downloaded files. The Summary screen also lists the number of URLs
that HTTP VirusWall has blocked and filtered.

Enabling or Disabling HTTP Scanning Services

You can enable or disable HTTP scanning services in two ways:

1-2

1

2.

During installation, in the Preconfiguration screen. (See the Inter Scan ViruswWall
6 Getting Sarted Guide for installation instructions.)

On the Summary screen, Web (HTTP) tab. Select or clear the Enable HTTP
Traffic check box shownin figure 1-1, “ Summary screen, Web (HTTP) tab,
showing enabled check box,” on page 1-3.
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When you enable HT TP scanning services, the following default settings apply to the

HTTP scan types:

TABLE 1-1. HTTP scan types and their default settings
HTTP Scan Type Default Setting
Virus/malware scanning Enabled
Anti-phishing Enabled
Anti-spyware Enabled
URL blocking Enabled
URL filtering Disabled

HTTP scanning statistics for virussmalware detection, spyware/grayware detection,
URL blocking/anti-phishing, and URL filtering appear in the HTTP Summary table.

'fTREND MICRO"InterScanVirusWall™

| Summary @
Summary
¥ SMTP | Status Mail (SMTPY ™. | Mail (POPZ) | Web (HTTP) | File Transfer (FTP) -
¥ HTTP
¥ Enable HTTP traffic
» PR : e
HTTP Summary o Refresh
» POF3 - . e
Detection Surmmary Today Last 7 days Last 30 days
b Qutbreak Defense . —
S I Infected files detected o o o
F Quarantines
¥ Update Spyware/Grayware detected (u]} a a
URLsz blocked/Phishing incidents detecred o 1] o
k Logs
b Adrinistration IR 2 2 &

FIGURE 1-1.
box

Summary screen, Web (HTTP) tab, showing enabled check
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Configuring InterScan VirusWall
to Scan HTTP Traffic

The HTTP scanning feature of InterScan Viruswall for Linux (HTTP Viruswall)
offersthe InterScan ViruswWall administrator a great deal of flexibility in configuring
how the program will behave.

Note:  Before InterScan VirusWall can scan HTTP traffic, it must have information about
how to work with the HTTP servers in your network.

InterScan VirusWall scans the HTTP traffic flow to detect viruses and other security
risksin uploads and downloads. HTTP ViruswWall is highly configurable. For
example, you can set the types of filesto block at the HTTP gateway and how
InterScan Viruswall scans compressed and large files to prevent performance issues
and browser timeoults.

First set up HTTP ViruswWall to work with your HTTP server before you begin set up
URL filtering and blocking and begin configuring how HTTP Viruswall will scan for
viruses and other malware, Phishing attempts, and spyware/grayware.

Consult the Trend Micro Inter Scan VirusWall 6 for Linux Getting Sarted Guide (the
printed manual) for guidance on deploying InterScan Viruswall in your network
topology.

Four Deployment Modes

1-4

InterScan VirusWall can protect your users and network resources from HTTP-borne
risks in one of these modes:

e Sandalone mode—Asaforward proxy

*  Dependent mode.—As a secondary proxy

* Reverse proxy mode—Asareverse proxy in reverse mode

» Transparent proxy.—Asatransparent proxy when an L4 switch isinstalled

In al configurations, InterScan Viruswall resides between the clients and a Web
server.
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Standalone Mode
The standalone mode configuration protects clients from receiving malicious
HTTP-borne risks from a server. Thisisthe most common configuration, and the
typical use caseisto protect Web users on your network from receiving malicious
Internet downloads. In the standalone proxy topology shown in figure 1-2, “HTTP
ViruswWall deployed in standalone mode,” on page 1-5.

Administrators typically install InterScan Viruswall and the clients that it protects
within the same LAN.

Standalone
Internet ; ; :
Gateway ISVW as HTTP proxy server clients

FIGURE 1-2. HTTP VirusWall deployed in standalone mode

Dependent Mode
Dependent mode is similar to standalone mode, except that InterScan Viruswall is
dependent upon an upstream proxy to access the HTTP server. Dependent mode
protects clients from receiving malicious HTTP-borne risks from a server.

Thetypical use caseis to protect Web users on your network from receiving
malicious Internet downloads. In dependent mode, InterScan Viruswall and the
clientsthat it protects are typicaly installed within the same LAN, and InterScan

1-5



Trend Micro™ InterScan VirusWall™ 6 HTTP Configuration Guide

VirusWall depends on an upstream proxy to access the HTTP server. Figure 1-3
shows atypical topology for dependent mode.

&-

Internet

=

Gateway

=

HTTP

proxy
server

-B

HTTP
VirusWall

Configure proxy

of clients to
mrscan <+ (il [l [l
VirusWall so ; ; ;

that HTTP VirusWall
will not be bypassed

clients

FIGURE 1-3.

HTTP VirusWall deployed in dependent mode

Reverse Mode
The Reverse mode configuration places InterScan Viruswall between a Web server
and the clients of that server. This configuration is less common, and administrators
typically used it to protect Web servers from having malicious content uploaded to
them. In the reverse mode proxy topology, InterScan Viruswall istypically installed
close to the Web server that it protects.

InterScan

VirusWall

(in local domain)

E-E -meEa

HTTP server

clients

(Internet)

FIGURE 1-4.
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InterScan VirusWall in a reverse mode deployment
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Configuring the HTTP Proxy Settings
Before InterScan Viruswall can monitor HTTP traffic, you need to specify the
configuration settings of the HTTP server. Figure 1-5, “HTTP Configuration screen,”
on page 1-7 shows the settings that you can choose from.

‘?/TRE ND MICRO"InterScanVirusWall"

Summary

F SMTP

~ HTTP

Scanning

Anti-Phishing

anti-Spyware

URL Blacking

URL Filtering Rules

URL Filtering Settings

F

Configuration
¥ FTE
» ECE3
b Qutbreak Defense

¥ Quarantines

¥ Update
* Logs

b Administration

| HTTP Configuration @

| Specify configuration settings for vour HTTP server,

Settings
Choose Use standalone mode if you want InterScan VirusWall to serve as the network's sole HTTR prony
server,

o

...... Uze standalone mode

" Dependent mode

Prasy: |
Part Isu—
 Reverse mode
HTTP Server I
Part: I—
| |HTTE listening port: ISD_

Anenymous FTR aver HTTP logon email: I

7 Lag HTTP requasts

1 Save I Cancell

IGURE 1-5. HTTP Configuration screen

Setting Deployment Mode
Thefirst task in configuring HTTP Viruswall to work in your network environment
isto select which deployment mode you have chosen (standal one, dependent, or
reverse). See the topology section of the Trend Micro Inter Scan VirusWall Getting
Sarted Guide for guidance on deploying InterScan Viruswall.

Note:

To have InterScan VirusWall serve as the only HTTP proxy server on your

network, choose standalone mode.
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To configure settings based on your deployment:

1
2.

5.

Click HTTP > Configuration. The HTTP Configuration screen appears.

Select one of the three main options:

*  Use standalone mode

»  Dependent mode

*  Reverse mode

If you have selected dependent mode:

a. TypetheIP address or name of your HTTP proxy server in the Proxy field.

b. Typethe port number of your HTTP proxy server in the Port field.

If you have selected Reverse mode:
a. TypetheIP address or domain name of the HTTP server to protect.

b. Typethe port number of your HTTP server.
Click Save.

Other HTTP Configuration Information
After you have selected your deployment mode, give HTTP Viruswall the rest of the
information that it needs to work within your network and then choose your HTTP
logging option.

To complete HTTP settings after selecting deployment mode:

1

Inthe HTTP listening port field, type the listening port on which HTTP
Viruswall will listen to your HTTP traffic or accept the default value of 8080.

In order for your usersto access FTP servers using anonymous FTP over HTTPR,
type alegitimate email addressin Anonymous FTP over HTTP logon email.
(For more information about this rarely used function, see About Anonymous
FTP over HTTP Logon Email on page 1-9.)

You can analyze HTTP traffic using InterScan Viruswall. To record all HTTP
requestsin alog for later analysis, select Log HT TP requests. By default, this
function is disabled.
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Tip: For more information about querying HTTP logs and other kinds of logs, see
the Logs section of the Trend Micro InterScan VirusWall 6 Getting Sarted
Guide.

About Anonymous FTP over HTTP Logon Email
The purpose of the field called Anonymous FTP over HT TP logon email may not
be readily apparent. Most anonymous FTP servers do not require a password for
anonymous login sessions. However, some require not only a password, but that the
password consist of alegitimate, well-formed email address to afunctioning Internet
domain. In FTP over HTTP, the proxy server acts asan HTTP proxy on the client
side but acts as an FTP client on the server side. If aclient intendsto log on
anonymously, you need to have this email address. The configuration decides what
email address to use as the password in anonymous logon.

Setting the Proxy on Client Browsers
In addition to configuring HTTP Viruswall in the HTTP Configuration screen of the
Web console, ensure that all clientsin your network are using the correct proxy so
that HTTP ViruswWall can scan traffic going to and from each client machine.

If you deploy InterScan VirusWall in standalone mode, there is no change to the
existing proxy, as HTTP Viruswall simply takes the place of your HTTP proxy.

If you connect InterScan VirusWall directly to the HTTP proxy (that is, if you deploy
it in dependent mode), ensure that the proxy settings of al clients in your network
refer to InterScan Viruswall, which is between the client browsers and the original
HTTP proxy.

If your network is running Microsoft™ Windows™ machines, you can deploy these
proxy settings automatically by using Windows Domain Controller. Consult your
Microsoft documentation for instructions on deploying proxy settings automatically.
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Configuring HTTP Virus Scans

This chapter includes the following topics:

e Enabling HTTP Virus Scanning on page 2-2

»  Specifying Targets for HTTP Mirus Scanning on page 2-3

e ecifying Action to Take upon Detection of a Virus on page 2-14

»  Setting Notifications to Send upon Detection of a Virus on page 2-16
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Overview

InterScan VirusWall scans the HTTP traffic flow to detect viruses and other security
risksin uploads and downloads. HTTP scanning is highly configurable. For example,
you can configure the types of filesto block at the HTTP gateway and how InterScan
VirusWall scans compressed and large files to prevent performance issues and
browser timeoults.

As an administrator, you can configure HTTP Scanning for viruses and other
malware when you select HTTP > Scanning.

Enabling HTTP Virus Scanning

Enabling HT TP scanning services during installation or on the InterScan Viruswall
Summary screen, Web (HTTP) tab enables scanning of HTTP traffic that flows
through InterScan VirusWall. This setting by default enables HTTP virus scanning.

HTTP Viruswall gives you the flexibility to individually disable the scanning of
URL filtering, URL blocking, and three kinds of security threats. This section
addresses only the scanning of HTTP traffic for virusesmalware.

To enable or disable HTTP virus scanning:

1. Ontheleft-side menu, select HTTP > Scanning. The HTTP Scanning screen
appears, displaying the Target tab.

2. Atthetop of the Target tab contents, select or deselect the Enable HTTP
Scanning check box.

3. Click Save at the bottom of the screen.
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Specifying Targets for HTTP Virus Scanning

The Target tab of the HTTP Scanning screen contains several sections:

Block Selected File Types
Filesto Scan (if not blocked)
Compressed File Handling
MIME Type Exceptions
Large File Handling

For discussions of the above sections, see the corresponding headings below.

File Types to Block
InterScan ViruswWall can block selected files by file type. Follow the procedure bel ow
to select file types to block from all HTTP traffic.

To block files by type:

1

On the left-side menu, select HTTP > Scanning. The HTTP Scanning screen
appears, displaying the Target tab.

In the Block Selected File Types section, select the check box next to each file
type to block. (See Table 2-1, “File formats to be blocked, by file typein the Web
console,” on page 2-4, for adetailed list of file types represented by each
grouping in this section.)

If you do not see the file type that you wish to block in list, select the Other file
types check box and type the file extensions of the file types that you wish to
block. Type the extensions of the other file types to block without an asterisk or a
period, and separate multiple entries with a semicolon, as shown below:

rar;vid;wav

Click Save at the bottom of the screen.
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HTTP Scanning

Target [ action Matification

I3 Enable HTTP scanning

Block Selected File Types
W audiofVides (mp3, wav, etc)
O Compressed (izip, tar jar, etc,)

V' Images Laif, jpg. etc.)
T Java [class)

[T Microsoft documents [doc, =ls, etc.)

V' Otherfile types Iuid;rar;aui

FIGURE 2-1. HTTP Scanning screen, Block Selected File Types section

Table 2-1 below listsfile types represented by the categoriesin the Block Selected File Types

section of the Target tab.

TABLE 2-1. File formats to be blocked, by file type in the Web console

File Type Description

Compressed:

mscomp MSCOMP

cpio By default, cpio creates binary format archives, so that
they are compatible with older cpio programs. When it
is extracting files from archives, cpio automatically rec-
ognizes which kind of archive it is readingand can read
archives created on machines with a different
byte-order.

lha An archiver that was written in Japan in the
1980s.Dozens of archivers are based on its source
code.

ar, arj A popular file compression/archival tool, available for
UNIX/Linux, DOS/ Windows, and other operating sys-
tems. Files compressed in this manner typically have
.arj or .ar extensions.

tar A file packaging tool included with UNIX/Linux for the
purpose of assembling a collection of files into one
combined file for easier archiving.

rar A file format created by Eugene Roshal for his WinRar
/ Rar / Unrar programs.
MIME type:
application/x-rar-compressed
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TABLE 2-1. File formats to be blocked, by file type in the Web console (Continued)

File Type Description

gzip Gnu zip

zip PK Zip

mscab Microsoft Cabinet file

Audio/Video:

av audio

wav Microsoft RIFF

midi MIDI (Musical Instrument Digital Interface)

mp3 MP3

voc Creative Voice Format

Executable:

com COM file / DOS COM

exec executable

exe DOS executable

Ink Windows NT/95 shortcut

binhex Binhex (BINary HEXadecimal): A method for convert-
ing non-text files (non-ASCII) into ASCII. This is
needed because Internet e-mail can only handle
ASCII.

base64 MIME base64

Java:

java Java applet

Microsoft documents:

msdoc Microsoft Word document/DOS 4.0/5.0
msppt Microsoft PowerPoint presentation
msex| Microsoft Excel 95/97

mswri Microsoft Windows Write

mscal Microsoft Windows Calendar
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TABLE 2-1. File formats to be blocked, by file type in the Web console (Continued)

File Type Description

msmdb Microsoft Access database
msproj Microsoft Project

hip Microsoft Help file

rtf Microsoft Rich Text Format
Images:

icon Microsoft Windows icon

pcx PC Paintbrush

fli Autodesk Animator (FLI)

bmp Windows bitmap

jpeg Joint Photographic Experts Group image file
tiff Tagged Information Format File
ras SUNRaster (RAS)

psd Adobe Photoshop (PSD)

gif Graphics Information Format

Specifying File Types to Scan
For traffic remaining after the above blocking criteria have taken effect, choose
which files to scan. Choose from the following options:
* All scannablefiles
» IntelliScan: usestrue file type identification
e Specified file extensions...

All Scannable Files
Some files, such as those that are password protected or corrupted, cannot be
scanned. The All scannable files option scans all files other than those.

Before HTTP VirusWall scans afile, it checks its data type and determines whether
to proceed with the scan. HTTP ViruswWall does not scan files that are unscannable.
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Instead, HTTP Viruswall performs a user-configurable action against the file. The
default action for unscannable filesis clean and block. You can set the action that
HTTP Viruswall takes from the HTTP > Scanning screen, Action tab.

Unscannable files consist of two kinds of files:

» Filesthat HTTP Viruswall judges to be safe. These kinds of files cannot harbor
viruses, Trojans, worms, or spyware or other grayware.

» Filesthat HTTP Viruswall cannot scan for technical reasons, such as:
e Encrypted and password-protected files
» Filesthat exceed the configured scanning restrictions
»  Fileswith an unsupported data type

IntelliScan
Most antivirus solutions today offer you two options in determining which files to
scan for potential threats. Such products either scan all files (the safest approach) or
only those files with certain file name extensions (considered the most vulnerable to
infection). But recent developmentsinvolving files being “disguised” through having
their extensions changed has made this |atter option less effective.

IntelliScan is a Trend Micro technology that identifies afile’'s “true file type,”
regardless of the file name extension. Intelli Scan uses a method of identifying which
filesto scan that is more efficient than the All scannable files option.

Note:  IntelliScan examines the header of every file but, based on certain indicators,
selects only files that it determines are susceptible to virus scanning.

Because IntelliScan scans only files that are particularly vulnerable to infection,
using IntelliScan brings you the following benefits:

»  Performance optimization.—IntelliScan uses fewer system resources than the
All scannable files option.

»  Shorter scanning period.—The scan timeis shorter than the time needed by the
All scannablefiles option.
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Specified File Extensions

Scan only selected attachment types by file name extension. InterScan Viruswall
scans only those file types that are explicitly specified in the associated popup
window:

29240 - Trend Micro InterScan ¥ir ozill -10] =|

Scan Specified Files by Extension

Theze filez will be scanned by extension, not by true file type, More comprehensive protection iz offered by
true file type identification using IntelliScan or the scan all file types aption,

Default Extensions

These recommended extensions are activated by default and are updated with each new pattern file,
" ARLBATIBIM;BOO CARBCHM CLA; CLASS; COM CSCDLL DOC; DOT DRV EML EXE; G2 HLP;
HTAHTM;HTML HTT: INL AR JPES; JP G 15 J5E; LMK LZH; MDB; MPD; MPP; MPT: MSG; MS O MWS;

OCHOFT OVL POF PHR PIRPLPCOT: PRS; PPT; PRC RARREG; RTF SCR; SHE; SY S TAR; VBE;
VB MEDIMESI VT VHD WML WEF HLA HLS HLT HML 2 ZIP L

Additional Extensions

Separate multiple entries with a semicolon(;), for example: doc; daty exe,

QK I Cancel I

| Done

FIGURE 2-2. The Specified Files by Extension popup window

Selecting either of the first two optionsis straightforward. However, the third option
involves afew more steps, as outlined below.

To select specified file extensions for scanning (incoming traffic):

1. Fromtheleft menu, select HTTP > Scanning and ensure that the Target tab is
active.
2. Under Filesto Scan (if not blocked), select Specified file extensions.

3. Click the hyperlinked word extensions in Specified file extensions. The
Specified Files by Extension popup window appears. The window lists the
default extensions and displays an input field for additional extensions.

4. To add extensionsto the default list, type them in the Additional Extensions
field, separating multiple entries with asemicolon (;).
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Click OK to save and click OK in the confirmation window to close the popup
box.

By default, InterScan ViruswWall scans files with the following file name
extensions:

"";ARJ;BAT;BIN;BOO;CAB;CHM;CLA;CLASS;COM;CSC;DLL;DOC;
DOT;DRV;EML;EXE;GZ;HLP;HTA;HTM;HTML;HTT;INI;JAR;JPEG;
JPG;JS;JSE;LNK;LZH;MDB;MPD;MPP; MPT;MSG;MSO;NWS;OCX;
OFT;OVL;PDF;PHP;PIF;PL;POT;PPS;PPT;PRC;RAR;REG;RTF;SCR;
SHS;SYS;TAR;VBE;VBS;VSD;VSS;VST;VXD;WML;WSF;XLA;XLS;
XLT; XML;Z;ZIP;{*;

FIGURE 2-3. The file extensions of those files scanned by default when
Specified file extensions is selected

Tip: Use the Specified file extensions option to modify the default scan
list.

Configuring Processing of Compressed Files
Settings for handling compressed files are set in different places based on whether
the traffic isincoming or outgoing.

To specify how to handle compressed files during HTTP scanning:

1

On the left side menu, select HTTP > Scanning. The HTTP scanning screen
opens, displaying the Target tab.
Under Compressed File Handling, select your preferred option:

e Toscan al compressed attachments, select Scan all compressed files. This
isthe most secure setting, and it is the defaullt.

» Toskip al compressed attachments, select Do not scan compressed files.
HTTP VirusWall will not scan any compressed attachments.

e To scan compressed attachments based on the number of files, the file size
after decompression, the number of compression layers, and the
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compression ratio, select Do not scan compressed filesif and then specify

the conditions under which compressed attachments should not be scanned.

» Extracted file count exceeds—the maximum number of files within
the compressed attachment (0 means no limit).

» Extracted file size exceeds—the maximum file size after
decompression. InterScan ViruswWall scans only individual files within
the limit.

e Number of layers of compression exceeds—the maximum number of
compression layers.

» Extracted file size/compressed file size ratio exceeds—the maximum
sizeratio before and after compression. InterScan ViruswWall scans only
individual files within the limit.

3. Click Save at the bottom of the screen.

MIME Type Exceptions

2-10

In this section you can create alist of MIME types that you do not wish to scan.

MIME (Multipurpose Internet Mail Extensions) is a standard for multipart,
multimedia electronic mail messages and World Wide Web hypertext documents.
MIME provides the capability for transferring over the Internet nontextual data, such
as graphics, audio, and fax. A MIME type describes the kind of data that a server is
transmitting, for example video/QuickTime for certain kinds of video, or text/html
for browser hypertext markup language content.

Separate multiple entries with a semicolon (;).
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Table 2-2 listsfile types that you can enter in the HTTP virus scanning MIME Type
Exceptions field to prevent scanning of the corresponding MIME content types.

TABLE 2-2. File types, mapped to MIME types
. MIME Content . MIME Content : MIME Content
File Type Type File Type Type File Type Type
afc audio/aiff av video/avs-video jbin application/x-binary
afc audio/x-aiff audiovide | video/ binhex application/binhex
o}
ani application/ base64 application/ binhex application/binhex4
octetstream base64
arc application/ bin application/ binhex application/
octetstream mac-binary machinhex
arj application/ bin application/ binhex application/
octetstream mac-binary macbinhex40
asf video/x-ms-asf jbin application/ binhex application/
octetstream x-binhex40
bin application/ bmp image/bmp bmp image/
xmachinary x-windowsbmp
bw image/x-sgi-bw Qbzip2 application/x-bzi2 fcgm image/cgm
cmx application/x-cm fcmx image/x-cmx com application/
X octetstream
core application/ cpio application/x-cpio fdcr application/
octetstream x-director
doc application/ dwg application/acad fdwg application/x-acad
wordperfect
dwg drawing/x-dwg fdwg image/vnd.dwg dwg image/x-dwg
eps application/ eps image/x-eps exec application/
postscript octetstream
exec application/ exe application/ fho image/x-freehand
x-msdownload octetstream
fli video/x-fli fm application/ gif image/gif
vnd.framemaker
gzip application/x-gzi §gzip encoding/x-g hpexe application/
octetstream
iff audio/x-aiff java text/x-javasource fjava application/
java-class
java application/ java application/ java text/x-javasource
X-javaapplet X-javavm
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TABLE 2-2. File types, mapped to MIME types (Continued)
. MIME Content . MIME Content : MIME Content
File Type Type File Type Type File Type Type
java application/ java application/ java application/
java-class X-javaapplet X-javavm
jpeg imagel/jpeg jpeg image/pjpeg lha application/x-lha
lisp applica- maud audio/x-ma ud midi audio/midi
tion/x-lisp
mif application/x-mif fmng video/x-mng mp3 audio/mpeg
mp3 audio/mpeg3 mp3 audio/x-mpeg-3 mp3 video/mpeg
mp3 video/x-mpeg mpeg video/mpeg mscab application/
x-cainetwin32-x86
msdoc application/ msex| application/excel fmsex| application/
msword x-msexcel
msex| application/ msex| application/ msmdb application/
x-excel vnd.ms-excel X-msaccess
msppt application/ msppt application/ msppt application/
mspowerpoint powerpoint vnd.mspowerpoint
msproj application/ msproj application/ msproj application/
vnd.msproject X-msproject X-project
mswri application/ pcx image/x-pcx pdb application/
mswrite x-pilot-pdb
pdf application/pdf [ pdf application/x-pdf Jpfb application/x-font
pict image/pict pict image/x-pict picture image
png image/png ppm image/ ps application/
X-portablepixmap postscript
psd application/ gtm video/quicktime ra audio/
octetstream vnd.mrealaudio
ra audio/ ra audio/xrealaudio frar application/rar
xpnrealaudio
ras image/ ras image/cmu-raster grisc application/
X-cmuraster octetstream
rmf application/ rtf application/rtf rtf application/x-rtf
vnd.m-realme-
dia,
g_audiovideo
rtf text/rich text scm application/ scm application/
vnd.lotusscreen- x-lotusscreencam
cam
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TABLE 2-2. File types, mapped to MIME types (Continued)

. MIME Content . MIME Content : MIME Content
File Type Type File Type Type File Type Type
scm application/ scm video/x-scm sf audio/x-sf
X-screencam
swf application/ tar application/x-tar ftga image/tga
x-shock-
wave-flash
tiff imageltiff tnef applica- tnef application/
tion/ms-tnef vnd.mstnef
txt text/plain uuencode | text/x-uuencode Qzip application/zip
voc audio/voc voc audio/x-voc wav audio/wav
wbc application/ wmf application/ wmf image/x-wmf
x-webshots x-msmetafile

Handling Large Files

In the Large File Handling section, configure how HTTP Viruswall will handlelarge
files. The two major options are:

* Do not scan files larger than x KB/MB/GB

e Enable specia handling when afilesislarger than x bytes KB/MB

Thefirst option is self-explanatory. However if you choose the second option, there
is one more decision to make: Would you like for HTTP Viruswall to scan each Web
page gradually, while loading it—and stop the connection if avirusis found, or
would you prefer to load each page first and then scan it.

In the Web console, these options appear as:

» Deferred scan: load part of the page before scan begins, and then stop the
connection if avirusisfound

»  Scan-behind: load the page first, and then scan afterwards (highest risk of
infection)
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Tip: The default options is Deferred scan because, even though it may slightly slow
the loading of each Web page, it is much safer than the second option.

Remember to click Save at the bottom of the screen to save all of your changes.

Specifying Action to Take upon Detection

of

2-14

a Virus

In the Action tab of the HT TP Scanning screen, specify the action to take on infected
files. Seefigure 2-4, “The HTTP Scanning screen, Action tab,” on page 2-14 for the
options to choose from.

_j’v/ TREND MICRO" InterScan~VirusWall"

| HTTP Scanning @
Summary
b SMTP Target“ .| Action [ motification
~ HTTP Action on Infected Files
Scanning * Clean
Anti-Phishing If cannot be cleaned, specify an action: fBlock il
Anti-Spyware " Quarantine
URL Blocking  Block
URL Filtering Rules
{7 Pass [not recarnmended)

URL Filtering Settings

Configuration Save CanceII

FIGURE 2-4. The HTTP Scanning screen, Action tab
If you keep the default choice of Clean, select which action to take on any files that
are uncleanable. Choose from the following optionsin the drop-down menu:

e Quarantine
»  Block (the default)
e Pass (not recommended)

Click Save at the bottom of the screen to save your choice.
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When InterScan VirusWall cannot successfully clean afile, it labels the file
“uncleanable” and performs the user-configured action for uncleanable files. The
default action is block. InterScan Viruswall records all virus events and associated
courses of action in the log file.

Some common reasons why HTTP VirusWall cannot perform the clean action are as
follows:

» Thefile contains a Trojan, worm, or other executable program. To stop an
executable from executing, HTTP Viruswall must completely removeit.

e Thefileisabackup filethat HTTP Viruswall previoudly created when
attempting to clean thefile.

e HTTP Viruswall does not support the compression format used to compress the
file.

e Anunexpected problem prevents HTTP VirusWall from cleaning, such as:
»  Thetemp directory that acts asarepository for files requiring cleaning isfull
» Thefileislocked or is currently executing
* Thefileiscorrupted
e Thefileis password protected

» Thefileislocated in the recycle bin, Windows Temp folder, or browser
temporary folder
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Setting Notifications to Send upon Detection of
a Virus

In the Notification tab of the HTTP Scanning screen you can select two kinds of
notifications:

The messageto display in auser’s browser when HTTP Viruswall has detected a
virugmalware in afile that the user is attempting to transfer.

»  The message to send to the administrator when such an incident has occurred.

_'f
jTREND MICRO"InterScanVirusWall™

HTTP Scanning 2}
Summary

» SMTP Target - | Action Notification

~ HTTP

User Notification

Secanning Display the fallowing message in the user's browser when InterScan VirusWall detects an infected file:

Anti-Phishing

Anti-5| ITrend Micro InterScan WirusWall 6 has deterrnined that the file you are atternpting to transfer
NI =nynale is infacted. It has taken action on the fils,

URL Blocking

URL Filtering Rulss
URL Filtering Settings

Configuration Administrator Notification
b FTP When an infacted file iz detectad 3nd the following item i selected, the corresponding email notification
will be sent,
» POP3
» Outbreak Defense '_ Administrator |Have detected a virus (®DETECTED%) in file in http traffic on

WDATETIMESS with an action %FINALACTIONSS,
b Quarantings

» Update
b Logs

¥ Administration

ssve | Cancel

FIGURE 2-5. HTTP Scanning screen, Notification tab

Set the first kind of notification in the User Notification section. You can either
accept the default message or customize it.
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For the administrator notification, select the Administrator check box to activate the
text field. The default message comes with three variables:

Have detected a virus (%oDETECTED%) in file in http traffic on %DATETIME%6
with an action %FINALACTIONG.

FIGURE 2-6. HTTP Scanning screen, Notification tab, default Adminis-
trator notification message, showing the three vari-

ables/tokens used

However, several other tokens are available to choose from in customizing your
message. Table 2-3 on page 2-17 lists all of the available tokens.

TABLE 2-3. HTTP scanning, administrator notification tokens and descriptions
Token Description
%DETECTED% The name of the detected virus or malware

%DATETIME%

The date and time of the detection

%FINALACTION%

Pass, Remove, Quarantine, or Clean

%CLIENT%

The client IP address

%URL%

The target URL

%PROTOCOL%

Always HTTP

%QUARANTINE_AREA%

The quarantine path for HTTP quarantined items

%MACHINE_NAME%

The host name of the InterScan VirusWall server

%FILTER_NAME%

Always FileVirusScan

Tip: Remember to click Save at the bottom of the screen to save your choices.
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Configuring HTTP Anti-Phishing
Settings

This chapter includes the following topics:

Setting HTTP Anti-Phishing Targets on page 3-2

Enabling HTTP Anti-Phishing on page 3-2

Choosing Phish Categories to Block on page 3-3

Soecifying Action to Take upon Detection of a Phishing Ste on page 3-4
Setting Notifications to Send upon Detection of a Phishing Site on page 3-5
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Overview

Phishing isarapidly growing form of fraud that seeks to fool Web usersinto
divulging private information by mimicking alegitimate Web site. In atypical
scenario, an unsuspecting user gets an urgent (and authentic-looking) email message,
telling him or her that there is a problem with their account that they must fix
immediately or the company will close the account. The message typically includes
the URL of aWeb site that looks exactly like the Web site of the user’s bank or credit
card company.

The phishing message urges the user to log on to the bogus site and confirm hisor her
account information. The code behind the Web site, however, redirects any data
entered at the site to a malicious hacker who steals the user name, password, credit
card number, Social Security number, or whatever data that the victim entered.

Phish fraud is easy to perpetuate, hard for even computer-savvy users to detect, hard
for law enforcement to track down, harder still to prosecute, and potentially quite
lucrative for those criminals who practice it.

Setting HTTP Anti-Phishing Targets

Just as with every protocol, there are three tabs in the HT TP Anti-Phishing screen:
Target, Action, and Natification.

Enabling HTTP Anti-Phishing

3-2

When you enable HT TP scanning either during installation or on the Summary
screen, HTTP Anti-Phishing scanning is enabled by default.

Follow the procedure below to enable or disable HTTP Anti-Phishing independent of
any other scan type.

To enable or disable HTTP Anti-phishing services:

1. Click HTTP > Anti-Phishing. The HTTP Anti-Phishing screen appears,
displaying the Target tab.

2. Near the top of the Target tab, select (or deselect) the Enable HTTP
anti-phishing check box.

3. Click Save.
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Choosing Phish Categories to Block
After you have enabled HTTP Anti-Phishing services, the next step is to select what
kinds of phish sitesto block. You can choose from four categories, as shownin
figure 3-1, “HTTP Anti-Phishing screen, Target tab, showing the default selections
for phish categories to block,” on page 3-3:

'fTREND MICRO" InterScanVirusWall

| HTTP Anti-Phishing @

Summary
» SMTP Target “.| Action Notification ™
- HTTP

2 Enable HTTP anti-phishing
Scanning
R Block the following phish categories
Anti-Phishing —

7 2 Phishing: fraudulent collection of confidential infarmation
Anti-Spyware

™2 Spyware: hidden but legal programs that secretly collect confidential infarmation

URL Blocking
URL Filtering Rules W wirus accomplice: a URL associated with wirus activity, worms, or other exploits
URL Filtering Settings [¥  Disesse vector aWeb site that exists for malicious purposes
Configuration
1 Save Cancel
e Bems| ol

FIGURE 3-1. HTTP Anti-Phishing screen, Target tab, showing the default
selections for phish categories to block

All four phish categories are selected by default. To allow traffic of any category to
flow through unblocked, deselect the check box next to it.
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Specifying Action to Take upon Detection of a
Phishing Site
There are only two options for action to take upon detection of phishing sites: block

or alow, as shown in figure 3-2, “HTTP Anti-Phishing screen, Action tab,” on page
3-4.

e
= ]
47 TREND MICRO"InterScan~VirusWall
| HTTP Anti-Phishing @
Surnmary
b SMTP Target .| Action ™. Mofification ™.
i HTTE | | Action on Phishing Sites
Scanning || & Bl
fntibhishing | | € Allow (nat recommendad)
Anti-Spyware |
URL Blacking _szve | _cancel|

FIGURE 3-2. HTTP Anti-Phishing screen, Action tab

The default setting is Block.
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Setting Notifications to Send upon Detection of
a Phishing Site

In the Notification tab of the HTTP Anti-Phishing screen, you can select two kinds of

notifications:

e Themessageto display in auser’s browser when HTTP VirusWall has detected a
phish site that the user is attempting to access.

»  The message to send to the administrator when such an incident has occurred.

TREND MICRO" InterScanVirusWall

| HTTP Anti-Phishing @

Summary
b SMTR Target .| action [ Notification
~ HTTP User Notification
Scanning
Anti-Phishing
ANLE Spate questions, contact vour administrator,
URL Blocking

URL Filtering Rules

URL Filtering Settings

Display the following message in the user's browser when a known phishing site is detected:

The URL you are atternpting to access may redirect you to a site to collect your confidential
BRI U R S P e e e D e R e

Administrator Notification

Configuration

k FTP

P POPRS

b Cuthreak Defense

¥ Quarantines

¥ Update

k Logs

b Administration

FIGURE 3-3.

When a known phishing site iz detected and the following item is selected, the corresponding email
notification will be zent.

[7 Administrator [A phishing was detacted in the URL, 3%URL%, It is requestad fram client,
FCLIEMT %,

Report Potential Phishing URL

Submit 3 Potential Phizhing URL to TrandLabs

Save I Cancel

HTTP Anti-Phishing screen, Notification tab

User Notification

Set the first kind of notification in the User Notification section. You can either
accept the default message or customize it.
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Administrator Notification
For the administrator notification, select the Administrator check box to activate the
text field. The default message comes with two variables:

A phishing was detected in the URL, %URL%. It is requested from client, %CLIENT%.

FIGURE 3-4. HTTP Anti-Phishing screen, Notification tab, default
Administrator notification message, showing the two
tokens used

However, several other tokens are available to choose from in customizing your
message. Table 3-1 on page 3-6 lists the additional tokens.

TABLE 3-1. HTTP anti-phishing, administrator notification tokens and
descriptions

Token Description

%FINALACTION% The action taken when HTTP VirusWall detects a
phishing site

%DATETIME% The time that this URL access occurs

%CLIENT% The client IP address

%URL% The target URL

%PROTOCOL% Always HTTP

%MACHINE_NAME% The host name of the InterScan VirusWall server

%FILTER_NAME% Always PhishTrap

%PHISHING_CATEGORY% “Phishing”, “Spyware”, “Virus accomplice”, “Forged
signature”, “Disease vector”, “Malicious applet”

Tip: Remember to click Save at the bottom of the screen to save your choices.
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Report a Potential Phishing URL

Thefinal section on the HTTP Anti-Phishing Notification tab consists of a hyperlink
that you can click to send Trend Micro the URL of a Web site that you suspect is a
phish site. The hyperlink isan email link that opens your email client to an email
addressed to the anti-fraud section of Trend Micro TrendL abs.

TrendLabsis Trend Micro's global infrastructure of antivirus research and product
support centers that provide up-to-the minute security information to Trend Micro
customers.

The “virus doctors’ at TrendL abs monitor potential security risks around the world,
to ensure that Trend Micro products remain secure against emerging threats. The
daily culmination of these efforts is shared with customers through frequent virus
pattern file updates and scan engine refinements.

TrendLabsis staffed by ateam of several hundred engineers and certified support
personnel that provide awide range of product and technical support services.
Dedicated service centers and rapid-response teams are located in Tokyo, Manila,
Taipei, Munich, Paris, and Irvine, CA, to mitigate virus outbreaks and provide urgent
support.

TrendLabs modern headquarters, in amajor Metro ManilalT park, earned 1SO 9002
certification for its quality management procedures in 2000—one of the first
antivirus research and support facilities to be so accredited. We believe TrendLabs is
the leading service and support team in the antivirus industry.

To send TrendL abs the suspect URL, click the Submit a Potential Phishing URL to
TrendL abs hyperlink and complete and send the email message, being sureto include
the URL itself in the body of the message.
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Configuring HTTP
Anti-Spyware/Grayware Settings

This chapter includes the following topics:

Setting HTTP Anti-Spyware Targets on page 4-3

Enabling HTTP Spyware/Grayware Scanning on page 4-3

Setting the Soyware/Grayware Scanning Exclusion List on page 4-3

Foecifying Action to Take upon Detection of Spyware/ Grayware on page 4-7
Setting Notifications to Send upon Detection of Spyware/Grayware on page 4-7
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Spyware/Grayware Overview

Spyware/grayware comes in many forms and often appears to be alegitimate soft-
ware program. Trend Micro tracks spyware/grayware and provides regular updatesin
apattern file.

Some common types of grayware include:

Type of grayware Typical Function
Spyware gathers data, such as account user names and passwords, and
transmits them to third parties
Adware displays advertisements and gathers data, such as user Web surfing
preferences, to target advertisements at the user through a Web
browser
Dialers changes computer Internet settings and can force a computer to dial

pre-configured phone numbers through a modem

Joke Program causes abnormal computer behavior, such as closing and opening
the CD-ROM tray and displaying numerous message boxes

Hacking Tools helps hackers enter computers

Remote Access Tools | help hackers remotely access and control computers

Password Cracking helps hackers decipher account user names and passwords
Applications
Others other types not covered above
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Setting HTTP Anti-Spyware Targets

Just as with every protocol, there are three tabs in the HTTP Anti-Spyware screen:
Target, Action, and Notification.

Enabling HTTP Spyware/Grayware Scanning
When you enable HTTP scanning services either during installation or on the Sum-
mary screen, HTTP anti-spyware/grayware scanning is enabled by default.

Follow the procedure below to enable or disable HTTP anti-spyware/grayware
independent of any other scan type.

To enable or disable HTTP Anti-Spyware services:

1. Click HTTP > Anti-Spyware. The HTTP Anti-Spyware screen appears,
displaying the Target tab.

2. Near the top of the Target tab, select (or deselect) the Enable HTTP
anti-spywar e check box.

3. Click Save.

Setting the Spyware/Grayware Scanning Exclusion List
Not all spyware or grayware is undesirable. For this reason InterScan Viruswall pro-
vides a feature by which you can create alist of spyware/grayware that you would
like to exclude from scanning, as shown in figure 4-1, “HTTP Anti-Spyware screen,
Target tab,” on page 4-4. You can target spyware/grayware for exclusion from scan-
ning and cleaning in three different ways:

» By spyware/grayware program file name
e By spyware/grayware file extension

e By spyware grayware category

Use the Target tab of the HTTP Anti-Spyware screen to identify spyware/grayware
for exclusion, by whichever of the above methods you use.
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4-4

' ';-f?’?TREND MICRO"InterScanVirusWall™

Summary
F SMTP
* HTTP

Scanning

anti-Phishing

anti-Spyware

URL Blacking

URL Filtering Rules

URL Filtering Settings

Configuration
v FTR
v POP3
» Quthreak Defense
» Quarantines
¥ Update
k Logs

b Adrninistration

FIGURE 4-1.

| HTTP Anti-Spyware

Target ™. | Action

R

M Enable pre anti-spyware
SpywarefGrayware Exclusion List

Erter name of spyware/grayware:

12 Spyware
I Dialers

I3 Hacking taals

p Search for spyware/gravware

Scan for SpywarefGrayware

b susiaesisckingapphicatians

Add=> I

2 Adware

W~ Juke programs

Spyware/Grayware Exclusion List

¥ Remote access tools

l- Othars

Save I Cance\l

HTTP Anti-Spyware screen, Target tab

Excluding Spyware/Grayware by Program File Name

InterScan ViruswWall can recognize only the program file of the spyware/grayware
item listed in the spyware/grayware exclusion list.

If you know the name of the program file of the spyware/grayware that you wish to
exclude from scanning, follow the procedures below to add items to or remove them

from the HTTP spyware/grayware exclusion list.

To add a spyware/grayware item to the HTTP spyware/grayware exclusion list:
1. Ontheleft-side menu, click HTTP > Anti-Spyware. The HTTP Anti-Spyware

screen appears, displaying the Target tab.

2. Inthe Spyware/Grayware Exclusion List section, in the Enter name of
spywar e/graywar e text box, type the name of the spyware or grayware program
to exclude from scanning and click Add>> (M). The spyware item that you
typed moves over to the Spyware/Grayware Exclusion List box on the right.
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Note:  You can add more than one spyware/grayware item at a time by typing one
item per line and then clicking Add>> (_add>> ).

3. Click Save.

The procedure for removing an item from the spyware/grayware exclusion list is
quite simple.

To remove a spyware/grayware item from the exclusion list:

1. Ontheleft-side menu, click HTTP > Anti-Spyware. The HTTP Anti-Spyware
screen appears, displaying the Target tab.

2. Inthe Spyware/Grayware Exclusion List section, click the trash can icon ( m )
next to the item in the Spyware/Grayware Exclusion List box on the right side of
the screen. The item disappears.

Note:  Although the item had disappeared from view, HTTP Viruswall will not
remove it from the exclusion list until you click Save at the bottom of the
screen.

3. Click Save at the bottom of the screen.
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Excluding Spyware/Grayware by File Name Extension

You can target spyware/grayware for exclusion by entering extension namesin the
left-side text box in the Spyware/Grayware Exclusion List section. To enter exten-
sions for exclusion, follow the same basic steps as for entering spyware/grayware
program file names, except use the format * . ext, as shown in To add a spy-
ware/grayware item to the HTTP spyware/grayware exclusion list: on page 4-4.

HTTP Anti-Spyware 9

Target ™| Action .| Motification

2 Enable HTTR anti-zpyware

Spyware fGrayware Exclusion List

Enter name of spyware/grayware:

Add=> | Spyware/Grayware Exclusion List

*.caokie

*log

ENEN=

*.cab

)':J Search for spyware/gravware

FIGURE 4-2. HTTP Anti-Spyware screen, Target tab, detail showing
spyware/grayware entered by file extension

Excluding Spyware/Grayware by Category
In addition to excluding specific spyware/grayware from scanning, you can also con-
figure HTTP Viruswall to scan only for specific categories of spyware/grayware.

To select specific categories of spyware/grayware to scan for:

1. Ontheleft-side menu, click HTTP > Anti-Spyware. The HTTP Anti-Spyware
screen appears, displaying the Target tab.

2. Inthe Scan for Spyware/Graywar e section (lower half of the screen), select the
check mark next to each category of spyware/grayware that you want to scan for,

as shown in figure 4-3, “The HTTP Anti-Spyware screen, Target tab Scan for
Spyware/Grayware section,” on page 4-7:
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Scan for SpywarefGrayware

2 Spyware 2 Adware

2 Dialers 2 Joke programs
|7Hacking tools |7Remote access tools

2 Passward-cracking applications r Others

FIGURE 4-3. The HTTP Anti-Spyware screen, Target tab Scan for
Spyware/Grayware section

3. Click Save.

Specifying Action to Take upon Detection of
Spyware/Grayware

The Action tab of the HTTP Anti-Spyware screen contains only one section: Action
on Spyware/Grayware. There are only three options to choose from:

e Quarantine
* Block
» Allow download (not recommended)

Note:  Remember to click Save after selecting your action option.

Setting Notifications to Send upon Detection of
Spyware/Grayware

In the Notification tab of the HTTP Anti-Spyware screen, you can select two kinds of
notifications:

e The messageto display in auser’s browser when HTTP Viruswall has detected
spyware or grayware in afile that the user is attempting to transfer.

*  The message to send to the administrator when such an incident has occurred.
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4-8

See figure 4-4, “HTTP Anti-Spyware screen, Notification tab with default message
text and with Administrator check box selected,” on page 4-8 for anillustration of

these two fields.

';SijREND MICRO"InterScan~VirusWall"

Summmary
b SMTP
* HTTP

Scanning

| Target

Anti-Phishing

anti-Spyware

URL Blaocking

URL Filtering Rules

URL Filtering Settings

Configuration
» FTP
F POP3
b Outhreak Defense
b Quarantines
b Update
F Logs

b administration

FIGURE 4-4.

| HTTP Anti-Spyware 7]

| Action Motification

User Notification

Crisplay the following meszage inthe user's browser when spywarefqrayware is detected:

Trend Micro InterScan VirusWall & has determined that the file you are atternpting to transfer
contains spyware/grayware. It has taken action en the file,

Administrator Notification

When spywarefgrayware is detected and the following item iz selected, the corresponding email
notification will be zent,

was requested from client, % CLIENT%, InterScan VWirusWall & has taken the
action: FIMALACTION.

Save I CanceII

HTTP Anti-Spyware screen, Notification tab with default

message text and with Administrator check box selected

User Notification

Set the first kind of notification in the User Notification section. You can either
accept the default message or customize it. The notification will go out when HTTP

Viruswall detects spyware or grayware in HTTP traffic, as targeted in your HTTP
Anti-Spyware / Target tab.
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Administrator Notification
For the administrator notification, select the Administrator check box to activate the
text field. The default message comes with four variables (tokens):

The spyware/grayware, %DETECTED% was detected in the URL, %URL%. It
was requested from client, %CLIENT%. InterScan VirusWall 6 has taken the
action: %FINALACTION%.

FIGURE 4-5. HTTP Anti-Spyware screen, Notification tab, default
Administrator notification message, showing the four
default tokens used

However, several other tokens are available to choose from in customizing your
message. Table 4-1 on page 4-9 lists all available tokens for this notification.

TABLE 4-1. HTTP anti-spyware, administrator notification tokens and descriptions
Token Description
%DATETIME% The time that this URL access occurs
%CLIENT% Client IP address
%DETECTED% The name of the detected spyware/grayware program
%URL% The URL at which the spyware/grayware was found
%FINALACTION% Pass, Remove, Quarantine, or Clean
%PROTOCOL% Always HTTP
%MACHINE_NAME% The host name of the InterScan VirusWall server
%QUARANTINE_AREA% The quarantine path for HTTP quarantined items
%FILTER_NAME% Always FileVirusScan

Note:  Remember to click Save at the bottom of the screen to save your choices.
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HTTP URL Blocking and Filtering

This chapter includes the following topics:

e URL Blocking versus URL Filtering on page 5-2
»  Configuring URL Blocking on page 5-3

* URL Filtering Overview on page 5-12

»  Configuring URL Filtering on page 5-15
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URL Blocking versus URL Filtering

5-2

HTTP VirusWall offers two features relating to the scanning of URLS:

* URL blocking
e URL filtering

These features are similar, but quite different in complexity.

URL Blocking Overview
URL blocking simply takes alist of URLs that you wish to block and prevents your
clients from accessing them. URL blocking can also block sites that match certain
text strings, | P addresses, or a combination of both. HTTP Viruswall also provides a
URL blocking exception list. URL blocking applies at all times and does not attempt
to separate URL s into categories. You can also import alist of URLsto block and
URL s to exclude from blocking. For a complete discussion of URL blocking options
and configuration, see Configuring URL Blocking on page 5-3.

URL Filtering Overview
The URL filtering feature provides more granularity in terms of which URLsit blocks
and when. By using the URL filtering feature, you can select categories and subcate-
gories of URLs to filter and can configure at which times of the day (workday hours
versus leisure hours). Like URL blocking, URL filtering also contains a configurable
exception list. Because of the complexity of the URL filtering feature, its settings are
broken up into two |eft-side menu headings, URL Filtering Rules and URL Filtering
Settings. Use the screens under both menu headingsto fully calibrate your URL filter-

ing strategy.
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Configuring URL Blocking

You can set all configurations of the URL blocking feature by adjusting the settings
on the screens under the URL Blocking menu heading on the left-side menu.

J-TREND MICRO"InterScanViruswWai

| HTTP URL Blocking @

Surmmary
» SMTP Target .| Motification
* HTTP

12 Enable HTTP URL Blacking
Scanning
g URLS to Block

Anti-Phishing

Anti-Spyware Matcml

URL Blocking o Web site (example: "suscom” matches "ssscom” and all of its subsites)

URL Filtering Rules
URL Filtering Settings

© URL keyword/IP address (example: "yyy" string matches all URLs cantaining "yyy™)

' String/IP address (enact-match; for example, "zzz,comffile” matches only "zzz.com/fila")
Configuration Black | Do Mot Block |
F=EETE

Import block list and exceptions:
» POR3 I Browse.. | Import I

» Outhbreak Defense

: Block List
F Quarantines
ooggy¥ s
> Update wigaly/fish =
b Logs ugly fish
e smelt L
» Administration =
Remove I Rermoue All

Block List Exceptions

Ll

Rerove | Remove all

Save I CanceII

FIGURE 5-1. HTTP URL Blocking screen, Target tab

Enabling URL Blocking

When you enable HT TP scanning either during installation or on the Summary
screen, URL blocking is enabled by default.

Follow the procedure below to enable or disable URL blocking independent of any
other scan type.
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To enable or disable URL blocking services:

1. Click HTTP > URL Blocking. The HTTP URL Blocking screen appears,
displaying the Target tab.

2. Near the top of the Target tab, select (or deselect) the Enable HTTP URL
Blocking check box.

3. Click Save at the bottom of the screen.

Configuring Blocked URLs and Exceptions

5-4

Onthe HTTP URL Blocking screen you can use patterns to identify URLsto either
allow access to or to block, as shown in figure 5-2, “HTTP URL Blocking screen,
Target tab, URLs to Block section showing the three pattern-matching options,” on

page 5-4.

URLS to Block

Match: I

& Web site (example: "sumcom” matches "susicom” and all of its subszites)
s URL keyward/IP address (esample: "yyy" string matches all URLs containing "yyy™)

s String/IP address (eract-match; for example, "zzz.comffile” matches only "zzz.com/file™)

Elock I Do Mot Block I

FIGURE 5-2.  HTTP URL Blocking screen, Target tab, URLs to Block
section showing the three pattern-matching options

For each matching pattern that you type in the Match field, HTTP Viruswall can
block one of the following:

* Anentire Web site and al of its subsites

»  Certain pages or sections of a site, but not others

e Any URL that matches a string that you enter

Blocking by Web Site
Choose the Web site (example: " xxx.com" matches" xxx.com" and all of its sub-
sites) option to block an entire Web site.
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Blocking Portions of a Web Site
Choose the Sring/I P address (exact-match; for example, " zzz.com/file" matches
only " zzz.com/file") option.

To identify afolder or directory in agiven Web site, use aforward slash (/) after the
last character. For example, if you want to block
www.blockedsite.com/porn/ but alow accessto any other directorieson
the site, including the root directory, follow the procedure bel ow.

To block a portion of a Web site but leave the rest unblocked:

1. Type, for example, www. blockedsite.com/porn/ intheMatchfield,
and then click Block.

Note:  Remember to type the trailing forward slash. (If you write poxrn without the
forward slash, HTTP Viruswall will consider
www.blockedsite.com/porn asafile)

2. Click Save.

Blocking Any URL That Matches a String

Choose the URL keyword/I P address (example: "yyy" string matchesall URLs

containing "yyy" ) option.

To set up pattern matching to block URLSs:

1. Ontheleft-side menu, click HTTP > URL Blocking. The HTTP URL Blocking
screen appears, displaying the Target tab.

2. Under the URLsto Block section, in the M atch field, type the string for HTTP
Viruswall to match in URLs. The format of the string that you type depends on
which of the three matching options you choose.

3. Click Block. The pattern moves from the Match field to the text field in the
Block List section.

4. Click Save at the bottom of the screen.
5. Optionaly, repeat above steps to input as many patterns as you like.
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You can use the pattern-matching feature either to block URL s that match the pattern
or to alow them. Follow the procedure below to set up pattern matching for URLs
that you wish to always allow access to.

To set up pattern matching to allow URLSs:

1. Ontheleft-side menu, click HTTP > URL Blocking. The HTTP URL Blocking
screen appears, displaying the Target tab.

2. Under the URLsto Block section, in the M atch field, type the string for HTTP
Viruswall to match in URLs. The format of the string that you type depends on
which of the three matching options you choose.

3. Click Do Not Block. The pattern moves from the Match field to the text field in
the Block List Exceptions section.

4. Click Save at the bottom of the screen.
5. Optionaly, repeat above steps to input as many patterns as you like.

Managing Lists of Blocked and Allowed URLs

By following the procedures in Configuring Blocked URLs and Exceptions on page

5-4, you are essentially creating alist of approved URLSs, alist of URLsto block, or
both (see figure 5-3, “HTTP URL Blocking screen, Target tab, Block List and Block
List Exceptions sections showing Remove, Remove All, and Save buttons,” on page
5-6).

Block List

oaggy®
wiggly/fish
ugly fish
smelt

| v

Ll

Rermove Rermoue All

Block List Exceptions

zalmon®

| v

tuna*
*parch*

Ll

Rermoue All

Save I CanceII

FIGURE 5-3.  HTTP URL Blocking screen, Target tab, Block List and Block
List Exceptions sections showing Remove, Remove All, and
Save buttons
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Once you have created these lists, you can manage them. Through the HTTP URL
Blocking screen, Target tab, you can do any of the following:

»  Remove selected patterns from either list

e Cleartheentirelist

e Import lists of URLsto block or allow

Removing Patterns from Existing Lists
To remove selected patterns from the Block List:

1. Ontheleft-side menu, click HTTP > URL Blocking. The HTTP URL Blocking
screen appears, displaying the Target tab.

2. IntheBlock List section, select each pattern that you wish to remove.
(Multiple-select with Ctrl + left mouse button.)

3. Click Remove.
4, Click Save at the bottom of the screen.

Note:  Just clicking Remove does not complete the process of removing the patterns
from HTTP Viruswall. Always remember to click Save at the bottom of the
screen to save your changes.

To remove all of the patterns in the Block List:

1. Follow steps 1 and 2 in To remove sel ected patterns from the Block List: on page
5-7 but then click Remove All.

2. Click Save.

To remove one or more patterns from the Block List Exceptions list:

1. Follow the steps 1 and 2 in To remove selected patterns from the Block List: on
page 5-7, except apply them to the Block List Exceptions list.

2. Click Save at the bottom of the screen.
Importing a List of Patterns to Block and Allow

InterScan ViruswWall can import afile containing lists of patterns to block and allow.
This file must be in a specified format.
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HTTP URL Blocking @

Target | Wotification

2 Enable HTTP URL Blocking

URLS to Block

Match:l
o Web site (example: "sumcom” matches "suxicom” and all of its subszites)
o URL keyward/IP address (esample: "yyy" string matches all URLs containing "yyy™)

s String/IP address (enact-match; for example, "zzz.comffile” matches only "zzz.com/file™)

Block I Do Mot Block I

Import block list and enceptions:
I Browse. ., | Impott

FIGURE 5-4. Detail from HTTP URL Blocking screen, Target tab showing

Import block list and exceptions field

To import a list of Web sites and URL strings from a given file to Block List and
Block List Exceptions:

1

On the left-side menu, click HTTP > URL Blocking. The HTTP URL Blocking
screen appears, displaying the Target tab.

Inthe URLsto Block section, specify the location of thefilein the mport block
list and exceptionsfield by clicking Browse, and then click Import. HTTP
Viruswall getsthelist of URL blocking patterns and populatesthe Block List and
Block List Exceptions fields with these patterns.

Note:  ThisHTTP Viruswall import feature supports only files formatted in UTF8
format.

Click Save.

Note:  The main purpose of importing these settings from afile isto make it easier to
import these settings from a previous installation of InterScan Viruswall.
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Format for Import File

#URL Blocking Import File isonthefirst line of aplain-text file that
contains alist of Web sites, URL keywords, or strings, with one rule per line. Entries
are grouped under the [block] or [allow] section. For example:

#URL Blocking Import File
[block]

*virus*

virus

*sasser*

[allow]

www. trendmicro.com*
www.antivirus.com*

After you have imported the file, the resultswill be added to afile called URLB. ini,
whichresidesin <isvw_installed directorys>/http/conf/.

The format for the import file to import alist of URL filtering exceptions (see URL
Filtering Exceptions Tab on page 5-19) is exactly the same as the format shown
above, except that it does not include a [bI1ock] section.

Tip: Trend Micro strongly recommends that you do not manually edit the
URLB. ini file. InterScan Viruswall writes to this file when you use the Web
console to add patterns for blocking and allowing URLSs.

Setting Notifications upon Detection of an Attempted
Access of a Blocked URL
In the Notification tab of the HTTP URL Blocking screen, you can select two kinds
of notifications:

e The messageto display in auser’s browser when HTTP Viruswall has detected
an attempted access of a URL that matches a blocking pattern.

*  The message to send to the administrator when such an incident has occurred.
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See figure 5-5, “HTTP URL Blocking screen, Natification tab,” on page 5-10 for an
illustration of these two fields.

TREND MICRO"InterScanVirusWalr-

| HTTP URL Blocking @
Summary
» SMTP Target . | Notification
¥ HTTP User Notification
Scanning Display the following message in the user's browser when atterpting to access a blocked URL,
Anti-Phishing
The URL you are attempting to access has been blocked, Organization policy prohibits
Anti-Spyware accessing this type of site. If you have any gquestions, contact your adrinistrator,
URL Blocking

URL Filtering Rules
URL Filtering Settings

Configuration Administrator Notification
» FTP When a site is blocked and the following item is selected, the corresponding email notification will be sent,
b POPE

= [” Administrator [The URL, %URL% is blacked by the rule, %BLOCKING_RULE®. It is
b Cutbreak Defense requested from dient, %CLIENT %,

b Quarantines

b Update

k Logs

:b Adrninistration Save I Cancell
FIGURE 5-5.  HTTP URL Blocking screen, Notification tab

User Notification

Set the first kind of notification in the User Notification section. You can either
accept the default message or customize it. The notification will go out when a user
attempts to access a blocked, as targeted in your HTTP URL Blocking / Target tab.
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Administrator Notification
For the administrator notification, select the Administrator check box to activate the
text field. The default message comes with three variables (tokens):

The URL, %URL% is blocked by the rule, %BLOCKING_RULE%. It is requested from cli-
ent, %CLIENT%.

FIGURE 5-6. HTTP URL Blocking screen, Notification tab, default
Administrator notification message, showing the three
default tokens used

However, several other tokens are available to choose from in customizing your
message. Table 5-1 on page 5-11 lists al of the available tokens.

TABLE 5-1. HTTP URL blocking, administrator notification tokens and
descriptions

Token Description

%URL% The URL that the rule blocks

%BLOCKING_RULE% OPP, URL blocking rule set in Web console, URL port
restriction, HTTPS CONNECT port restriction, or
infected

%CLIENT% The client IP address

%PROTOCOL% Always HTTP

%MACHINE_NAME% The host name of the InterScan VirusWall server

%DATETIME% The Time that this URL access occurs

%FILTER_NAME% Always URLBIocking

Note:  Remember to click Save at the bottom of the screen to save your choices.
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URL Filtering Overview

Tw

5-12

The default settings for the URL filtering module assume that your primary interest is
to avoid legal liahilities associated with the viewing of offensive material.

URL filtering can enhance productivity asit combines dynamic filtering with
advanced databases. Unrestricted access to the Internet can result in reduced worker
productivity and can decrease bandwidth available for legitimate business purposes.
Some examples of Internet use that may reduce employee productivity are online
trading, shopping, auction bidding, selling, job-hunting, dating, gambling, and other
non-work-related activities.

0 Customization Methods

The URL filtering policy of HTTP Viruswall is very flexible. There are two basic
mechanisms for customizing:

1. Theassignment of asubcategory to a category group is completely configurable.
The subcategories are organized into six category groups:
»  Company Prohibited Sites
*  Not Work Related
*  Possible Research Topics
*  Business Function Related
»  Customer Defined
*  Others
2. Each category group may be blocked or unblocked.

You can manage accessto all identified URL swithin atargeted category according to
policy. The database associates each URL with a set of categories. It is possible that a
URL may be wrongly categorized; in which case, you can either submit the URL to
Trend Micro TrendLabs for reclassification or use the URL Filtering Exceptions List
to override the classification of the URL. The patterns specified in the URL Filtering
Exceptions List are matched against the URL, not to the contents of the document
that the URL refersto. You can use the URL Filtering Exceptions List to bypass
internal Web sites and other sites for which the attempt to classify them introduces
unnecessary overhead.
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Remote Web-Based Classification Service
The URL filtering module works with the local classification database and policies
and either allows access to or blocks the URL that it is filtering. However, when a
URL isunclassified by the local classification database, HTTP VirusWall contacts a
remote, Web-based classification service to do the classification, as shown in figure
5-7 below.

* A local classification database contains the URL classification information; thus,
HTTP Viruswall retrieves most URL classifications with a minimum of
overhead.

» |f the classification information is not available locally, a remote Web-based
classification service is contacted.

If URL is not found,
do a Web-based
query

Category +— Subcategory URL B

group

Category /I ActiveUpdate
Local query {

Web-based
classification
service

Local classification
database

FIGURE 5-7. How URL classification works with the local and remote
classification databases

The classification service may have more up-to-date information than the local
database or may be able to classify the URL dynamically. The classification service
compiles alist of previously unclassified URLs. Once classified, these URLs are
added to a master database, which is distributed as an update to the local
classification database. Such updates are periodically retrieved by InterScan
Viruswall through ActiveUpdate.
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Note:  Manual updates to the URL filtering database can be invoked from the Summary
screen.

The classification service classifies a queried URL into one of over 50 subcategories
and then mapsit into one of six category groups. HTTP VirusWall then checks the
categories with the policies that user set in the Web console and either allows or
blocks access to the requested URL.

Access to the remote Web-based classification service is enabled by default.
Although the classification serviceis designed to provide quick responses to requests
from all over the world, accessing it can impart a significant performance
degradation in certain circumstances (particularly if your environment has large
throughput requirements and frequently needs to query the classification service).

To disable access to the remote classification service, edit the url fcIfx.ini
configuration fileunder {installation folder}/HTTP/conf/ asfollows:

[network]
no_web_access=yes
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Configuring URL Filtering

In the Web console, the URL filtering feature of HTTP ViruswWall comprises two
main left-side menus: URL Filtering Rules and URL Filtering Settings. The URL Fil-
tering Rules screen has no tabs and is relatively simple in appearance. On this screen
you can enable URL HTTP filtering and select whether to block or allow Web sites of
preset categories during work hours, leisure hours, or both.

';?’YTREND MICRO™ InterScan~VirusWail

Summary
b SMTP
* HTTP

Scanning

| HTTP URL Filtering Rules

Anti-Phishing

Anti-Spyware

u

URL Filtering Settings

Configuration
P TR
F POP3
» Outhreak Defense

b Quarantines

FIGURE 5-8.

| | URL Filtering Settings

r Enable HTTP URL filtering
Select categories to.filter
URL Category

Campany prohibited sites

Mot wark related

Reszearch topics

Buziness function related

Customer defined

| |others

Block During Work Time

[ i e i 3 |

Block During Leisure Time

O OC0000

Saue Cancel I

Enabling URL Filtering

Make sure that the URL filtering function is enabled before you start. You can enable
URL filtering by selecting the Enable HTTP URL filtering check box on the URL
Filtering Rules screen.

To enable URL filtering:
1. Ontheleft-side menu, click HTTP > URL Filtering. The HTTP URL Filtering

screen appears, displaying the Target tab.

HTTP URL Filtering Rules screen

2. Selectthe Enable HTTP URL filtering check box. A warning message appears
advising you that this service forwards URL s and related datato Trend Micro for

filtering purposes, as shown in the warning message below:
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WARNING! TheURL Filtering Service blocks web sites that may include offensive or
other unwanted content. The Service forwards the address of each web
site that you attempt to access to our online secure servers, whereit is
compared against a dynamically updated database of rated web sites.
Based on theratings and your preference settings, your web browser will
automatically permit or deny access. By activating this Service below,
you authorize the transfer of URL and related data to Trend Micro
servers for filtering purposes.

3. Click OK to close the message and then click Save to finish enabling the URL
filtering feature.

Note:  When you enable HTTP scanning either during installation or on the Summary
page, all HTTP scanning functions are enabled except URL filtering. To use URL
filtering, you must manually enable it by following the procedure above.

URL Filtering Rules

5-16

Apart from enabling URL filtering, the second function of the URL Filtering Rules
screen isto select whether to block or allow Web sites of preset categories during
work hours, leisure hours, or both.

To select categories for blocking during work and leisure times:

1. Next to each category, on the URL Filtering Rules screen (Select categoriesto
filter section), select the check box in the Block During Work Time column for
each category that you wish to block during work time.

2. Next to each category, select the check box in the Block During Leisure Time
column for each category that you wish to block during leisure time.

3. Click Save.
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URL Filtering Settings
The URL Filtering Settings screen has four tabs:
* URL Categories
» URL Filtering Exceptions
e Schedule
* Notification

URL Categories Tab
Use this tab to select the URL categories to block. Simply select the check box in the
Subcategory column (leftmost) next to each subcategory that you would like to block.

Because you can block individual subcategories or entire groups, HTTP Viruswall
gives you the flexibility to rearrange the composition of the larger groups. You can
move subcategories from one major group to another.

HTTP URL Filtering Settings @
URL Categories [ uRL Fi.Iterihg Excepfions | Schedule - | Notification
Maove selected subcateqories to: I Cornpany Prohibited Sites ;I Mave I
Company Mot Possible  Business SUstaTHer
Subcategqory Prohibited = Waork ~ Research Function =5 & =5~ Others
Sites Related  Topics Related =—
- Abortion b
I Adult/Mature Content #
- AlcoholiTobacco "
- Artz/Entertainment "
- Auctions b
r Brokerage/Trading ®
[ Businesz/Economy b

FIGURE 5-9. HTTP URL Filtering Settings screen, URL Categories tab,
showing the first few subcategories belonging to the
Company Prohibited Sites blocking group
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To move one or more subcategories from one URL blocking group to another:

1. Ontheleft-side menu, click HTTP > URL Filtering Settings. The HTTP URL
Filtering Settings screen appears, displaying the URL Categories tab.

2. Select each subcategory that you would like to move.

3. Inthe Move selected subcategoriesto drop-down menu at the top of the table,
select the category that you want to move the selected subcategoriesto. (
Figure 5-10.)

4. Click Move. Thetable display changes, showing for each moved subcategory an
X under the category to which you have moved the subcategories. (See

Figure 5-10.)
5. Scroll down and click Save at the bottom of thislong screen in order to save your
changes.
HTTP URL Filtering Settings @
URL Categories [ uRL Filtering Exceptions Schedule | Notification
Mouve zelected subcategories to: I Poszible Research Topics ;I Moue I
| Company | Mot " Possible | Business CUstoiher
Subcategory Prohibited  Work  Research Function et Others
Sites Related Topics Related e
1 Abartion "
i Adult/Mature Content #
i AlcoholfTobacco #
[ Arts/Entertainment #
1 Auctions "
O Brokerage/Trading ®
[ Businesz/Economy #
O ChatfInstant Meszaqging #
[ Caomputers/Internet ®
O CultfOccult #
i Cultural Institutions #

FIGURE 5-10. HTTP URL Filtering Settings screen, URL Categories tab
showing several categories in the Company Prohibited Sites
blocking group selected and ready for moving to the
Possible Research Topics group (shown in the drop-down
menu above the table)
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Tip: You can sort subcategories by clicking any column heading. Doing so sorts
subcategories by blocking group. Clicking the Subcategory column head sorts the
subcategories alphabetically.

HTTP URL Filtering Settings @
URL Categories [ uRL Fi.Iterihg Excepfions Schedule - | Notification
Maove selected subcateqories to: I Possible Research Topics =
Company Mot Possible Busingss SUstaTHer
Subcategqory Prohibited = Waork ~ Research Function =5 & =5~ Others
Sites Related Topics Related _—
- Abortion b
I Adult/Mature Content #
- AlcoholiTobacco #
- Artz/Entertainment "
- Auctions b
r Brokerage/Trading ®
[ Businesz/Economy b
r ChatfInstant Meszaging #
[ Computers/Internet ®
r CultfOccult #
- Cultural Institutions b

FIGURE 5-11. HTTP URL Filtering Settings screen, URL Categories tab,
showing the new blocking group locations for the
subcategories selected in the previous procedure

URL Filtering Exceptions Tab
On thistab you can import alist of URLs for your exceptions list and you can set
three kinds of URL pattern matching to create alist of sitesthat HTTP Viruswall will
not filter (see figure 5-13, “HTTP URL Filtering Settings screen, Schedule tab,” on
page 5-21).

The format for the plain-text file of URLsto exclude from filtering is exactly the

same as that shown in Format for Import File on page 5-9, except that there only one
section: [allow].
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j?TREND MICRO " InterScanVirusWall™

HTTP URL Filtering Settings (7]
Surnmary
P SMTR URL Categaries .| URL Filtering Exceptions Scheduls .| MWotificatian
~ HTTP Exceptions to URL Filtering
St Import exception list: I Browse. Irmport
anti-Phishing
ARt-Spyware Match: [ [web site = add
URL Blocking
z Do Not Filter the Following Sites
URL Filtering Rules R e e e Bl
URL Filtering Settings L M

Configuration
O FTP
L
'+ Cutbreak Defenss

[41

| _Save CanceII

FIGURE 5-12. HTTP URL Filtering Settings screen, URL Filtering

Exceptions tab

To add an exception to URL filtering by importing a list:

1. Click Browse and navigate to the import file.

2. Click Import. HTTP VirusWall imports the URL filtering exceptions from the
imported list and displays them in the Do Not Filter the Following Sites field.
Note:  Thisimport feature supports only files formatted in UTF8 format.

3. Click Save.

To add matching criteria to your list of URL filtering exceptions:

1. Typethe pattern to match in the M atch field.

2. Select the kind of match from the adjacent drop-down menu. The options are;

*  Website
 URL keyword
e String

These options correspond to the matching rules explained in detail in
Configuring Blocked URLSs and Exceptions on page 5-4.
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3. Click Add. The pattern and matching style appear in thelist of filtering criteriain
the field named Do Not Filter the Following Sites.

4. Click Save. (Your changeswill belost unless you click both Add and Save.)

Schedule Tab

On thistab you can select the days and hours to identify as |leisure time and work
time. HTTP VirusWall uses these settings in conjunction with other settings, such as
those on the URL Filtering Rules screen.

jVTREND MICRO " InterScanVirusWall™

Surnmary
b SMTP
~ HTTP

Scanning

HTTP URL Filtering Sett

URL Categories ™|

URL Filtering Exceptions

Schedule Notification ™

anti-Phishing

anti-Spyware

URL Blocking

URL Filtering Rules

URL Filtering Settings

Configuration
» FTP
» POR3
b Outbreak Defense
D Quaranti‘nes
T ¥ Update
T » Logs

» Adrninistration

Work Time Settings

work Days [ Sunday
¥ Mondsy
¥ Tuesday

¥ wednesday

¥ Thursday
¥ Friday

O Saturday

| | Work Time

" all day (24 hours)

GMarnlngl From | 02:00 vITD:IlZ:UU vlﬁfternoan: FromIlS:UU > Tor | 18:00 =

| |Mote: Time not designated as work time will be considered leisure time,
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FIGURE 5-13. HTTP URL Filtering Settings screen, Schedule tab

Select the days and times for HTTP Viruswall to consider as "work time" for

purposes of URL filtering. Remember to click Save to save your settings.

Notification Tab
On thistab you can customize the user notification and the administrator notification
and you can submit URLs to TrendL abs for reclassification.
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HTTP URL Filtering Settings @

URL Categoriés URL F.il.teril.ﬂg Excepfions. [ Schedule MNotification ™.

User Notification

Drisplay the following message in the user's browser when attempting to access a blocked URL:

The URL you are atternpting to access has been blocked, Organization policy prohibits
accessing this type of site, If you have any questions, contact vour administrator,

Administrator Notification

When a site is blocked and the following item is selected, the correzponding email notification will be sent,

[T Administrator [The URL, %URL%, of category, %URL_CATEGORY is filtered by InterScan
Wiruswall 6, It's requested from cient, 3 CLIENTS, at $%DATETIMES.,

Submit URL to TrendLabs for Reclassification
http:ffwww trendmicro.comfsubmit-filesfindes. htm CF

Saue Cancel I

FIGURE 5-14. HTTP URL Filtering Settings screen, Notification tab

User Notification
In the Notification tab of the HTTP URL Filtering Settings screen, you can select two
kinds of notifications:

»  Themessageto display in auser’sbrowser when HTTP Viruswall hasthat a user
has attempted to access a blocked URL.

»  The message to send to the administrator when such an incident has occurred.

Set the first kind of notification in the User Notification section. You can either
accept the default message or customize it. The notification will go out when HTTP
VirusWall detects that a user has attempted to access a site matching any of the URL
filtering criteria that you have set up.



HTTP URL Blocking and Filtering

Administrator Notification
For the administrator notification, select the Administrator check box to activate the
text field. The default message comes with four variables (tokens):

The URL, %URL%, of category, %URL_CATEGORY% is filtered by InterScan VirusWall
6. It's requested from client, %CLIENT%, at %DATETIME%.

FIGURE 5-15. HTTP URL Filtering Settings screen, Notification tab,
default Administrator notification message, showing the
four default tokens used

However, several other tokens are available to choose from in customizing your
message. Table 5-2 on page 5-23 lists all available tokens for this notification.

TABLE 5-2. HTTP URL filtering, administrator notification tokens and descriptions

Token Description
%URL% The target URL
%URL_CATEGORY% Company Prohibited, Not Work Related, Possible

Research Topics, Business Function Related, Cus-
tomer Defined, or Other

%CLIENT% The client IP address

%DATETIME% Time and date of the attempted URL access
%PROTOCOL% Always HTTP

%MACHINE_NAME% The host name of the InterScan VirusWall server
%FILTER_NAME% Always URLFiltering

Note:  Remember to click Save at the bottom of the screen to save your choices.
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