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About Intrusion Defense Firewall

Intrusion Defense Firewall for OfficeScan Client/Server Edition is an intrusion defense system that enables
you to create and enforce security policies that protect sensitive data, applications, computers or network
segments. The server component ("Server Plug-in") is installed on the OfficeScan server. It deploys and
manages the client component (“Client Plug-in") on OfficeScan clients.

Server Plug-in

The Server Plug-in is a management system embedded within the OfficeScan Web console. It allows
administrators to create and manage comprehensive intrusion defense security policies, track threats, and
log preventive actions taken in response to these threats.

Dashboard

The Server Plug-in Dashboard provides:

Extensive system, event and computer reporting, with drill-down capabilities.

Graphs of key metrics with trends, with drill-down.

Detailed event logs, with drill-down, and log forwarding for event correlation with other systems.
Ability to save multiple dashboard layouts.

Monitoring Tools

Monitoring tools include event viewers for Firewall, IPS, and System Events as well as a selection of
reports summarizing recent activity.

List of Computers

The client tree structure on the Computers screen and on the OfficeScan Web console's Networked
Computers screen are the same. The list displayed in the Server Plug-in is the list used to apply the
various rules, filters, and stateful configurations of the Intrusion Defense Firewall.

Security Profiles

Security profiles are policy templates that let you configure and specify the security rules that applied to
one or more computers. These compact, manageable rule sets make it simple to provide comprehensive
security without the need to manage thousands of rules. Default security profiles provide the necessary
rules for a range of common computer configurations, ensuring rapid deployment.

Firewall Rules

A sophisticated, bi-directional stateful firewall provides complete support for all network protocols,
including TCP, UDP and ICMP. Firewall Rules are fully configurable to allow or deny traffic on a per-
interface basis, and restrict communication to allowed IP or MAC addresses.

© Copyright 2008 Trend Micro Inc. www.trendmicro.com
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IPS (Intrusion Prevention System) Filters

Deep-packet inspection, which examines application data to and from the computer, shields software
vulnerabilities from attack. IPS Filters allow, block, log, or edit data based on its content. IPS Filters
protect vulnerabilities from known and unknown attacks by defining expected application data, and
blocking malicious data based on its content.

Security Updates: Ongoing IPS Filter updates automatically provide the most current, comprehensive
protection against known and unknown attacks.

Stateful Configurations

The Intrusion Defense Firewall's Stateful Configuration mechanism analyzes each packet in the context of
traffic history, correctness of TCP and IP header values, and TCP connection state transitions. In the case
of stateless protocols like UDP and ICMP, Intrusion Defense Firewall implements a pseudo-stateful
mechanism based on historical traffic analysis. The stateful mechanism handles packets as follows:

e A packet is passed to the stateful routine if it has been allowed through by the static Firewall Rule

conditions,

e The packet is examined to determine whether it belongs to an existing connection by checking a
connection table created by the stateful mechanism for matching end points, and
e The TCP header is examined for correctness (for example, sequence numbers and flag combinations.)

Reusable Components

The Intrusion Defense Firewall makes use of independent sets of Application Types, IP Lists, MAC Address
Lists, and Port Lists. These components can be used by multiple elements of the Intrusion Defense
Firewall system (Firewall Rules, IPS Filters, Security Profiles, and so on) so that the same information does
not have to be entered each time a new rule, filter, or profile is created.

Client Plug-in

The Client Plug-in is a high performance, small footprint, software component installed on a Computer that
has OfficeScan client installed. It applies the Security Profile (deployed by the Server Plug-in) to
incoming and outgoing network traffic and monitors for protocol deviations or contents that might signal
an attack. When necessary, the Client Plug-in intervenes and neutralizes the threat by either blocking or
correcting the traffic.

System Requirements

Server Plug-in

Memory: Minimum RAM 512 MB (1 GB recommended)

Disk Space: Minimum 1.5 GB (6 GB recommended)

Web Browser: Internet Explorer 6+ (cookies enabled)

Operating System: Microsoft ® Windows ® Server 2003 (SP1 or higher), Microsoft Storage
Server 2003 (SP1 or higher), Microsoft Cluster Server 2003 (SP1 or higher), Microsoft Windows
2000 Server (SP4 or higher)

Pre-requisites:

(o]

o

Windows 2000: MDAC 2.81, Windows Installer 3.1 and Microsoft .NET Framework 2.0
or higher (Required for SQL Server 2005 Express Installation)

Windows 2003: Microsoft .NET Framework 2.0 or higher (Required for SQL Server
2005 Express Installation)

The Server Plug-in automatically installs Microsoft ® SQL Server 2005 Express ®.

All rights reserved.
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Client Plug-in

. Memory: Minimum RAM 128 MB

. Disk Space: Minimum 50 MB (100 MB recommended, primarily for logging)

. Operating System: Windows 2000 (32-bit), Windows XP (32- and 64-bit), Windows 2003 (32-
and 64-bit), Vista (32- and 64-bit)

© Copyright 2008 Trend Micro Inc. www.trendmicro.com
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Installation

1. Download the Intrusion Defense Firewall

/2 Trend Micro OfficeScan - Windows Internet Explorer

@ (& A ] https:/10.0. 1.41:4343/officescan/consale ntml/caifcgiChiasterPrd.exe

W & I & Trend Micro OfficeScan lil
|
- & ?"TR END MICRO™OfficeScan™

Q Plug-in Manager

| OfficeScan Plug-in Manager

Current version: 1.0.1332

Summary
» Networked Computers Intrusion Defense Firewall
¥ Updates
T Intrusion Defense Firewall is an advanced, host-based intrusion defense system that brings proven network security
a approzches, including firevall and intrusion d =nd p n. down to individuz! n Lked computars and
» Cisco NAC davices. Intrusion Defense Firavall has been architacted for entsrprises that racognizs the need to further enhance their
security posture to protect mission critica| IT assets from known and zero-day attzcks.
* Notifications
\ Administration ey — Available version:  1.1.2438 (32.10MB)
* Tools
Plug-in Manager
Done o Trusted sites H 100% <

From the OfficeScan Plug-In Manager, select Intrusion Defense Firewall and click Download.

In the dialog box, click "OK" to confirm the download, and wait for the download to complete.

2. Install the Intrusion Defense Firewall

{Z Trend Micro OfficeScan - Windows Internet Explorer

@'\T./‘ - \g, https:fle‘U.]..41:4343fofﬁcescanfconso\ejhwn\| || X ‘ 5000
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Summary [

Intrusion Defense Firewall Download

Intrusion Defense Firewall version 1.0.1035 download is complete.

Install How | [ Install Later |

» Networked Computers
» Updates

¥ Logs

¥ Cisco NAC

¥ Notifications

» Administration

» Toals

Plug-in Manager

W Trusted sites # 100% -

Click Install Now. If you are performing a fresh install or renewing your license with a new Activation
Code, you will be asked to accept to the license agreement. Read and accept the license agreement to
continue.

The installation will take several minutes.

© Copyright 2008 Trend Micro Inc. www.trendmicro.com
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(= Trend Micro OfficeScan - Windows Internet Explorer
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. TREND MICRO" OfficeScan™

| oo ot |
Q Plug-in Manager
E OfficeScan Plug-in Manzger
Current version: 1.0.1332
Summary

b Networked Computers
» Updates

» Logs

} Cisco NAC

¥ Notifications

» Administration

Intrusion Defense Firewall

} Tools

Intrusion Defense Firawsll is an advanced, host-based intrusion defense system that brings proven network security
approaches, including firevall 2nd intrusion detection and prevention, dovm to individual networked computers and

devices. Intrusion Defense Firewall has been architected for enterprises that recognize the need to further enhance their

security posture to protact mission critical IT assets from knovm and zero-day attacks.

8 manage Program Current version:

1.1.2436 Uninstall

Plug-in Manager

Dane

# Trusted sites

H10% -

When the Installation of the Intrusion Defense Firewall Server Plug-in is complete, click Manage Program
to activate the Intrusion Defense Firewall.

The first time you run the Intrusion Defense Firewall Server Plug-in, you may receive a certificate
warning. This is because the Server Plug-in runs on different web server than the OfficeScan server.

It is safe to accept this certificate. When the warning appears, click the "Install Certificate..." button
and install to the default location.

Upgrading the Server Plug-in

The Plug-in Manager screen will inform you if a new version of the Intrusion Defense Firewall Server Plug-
in is available. (It checks once a day.) The new version will be listed above the current version. To
upgrade to the new version, click the Download button. when the new version has finished downloading,

click Upgrade to upgrade your Server Plug-in.

© Copyright 2008 Trend Micro Inc.
All rights reserved.
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Activating the Intrusion Defense Firewall Server
Plug-in

1. Install Security Certificates

The first time that you activate the Intrusion Defense Firewall Server Plug-in, you may see a Microsoft
Security certificate alert.

Click View Certificate, and then on the Certificate Information screen, click Install Certificate. In the
Certificate Import Wizard, follow the instructions to import the certificate into the certificate store.

2. Enter your Activation Code

£2 Trend Micro OfficeScan - Windows Internet Explorer E g|
@; - |E https://10.0 l.4l[nfﬁ[estanfmnsulE/hﬁnIf(g\[LglChkMastEer(V‘ E || X L~
v Ignsnd Micro OfficeScan Iil £ - B - & -~ [2hPage - ook - @ & 3
_ -+, TREND MICRO" DfficeScan™ ) v|| 3 ene

8
=

Intrusion Defi Firewall

To obtain the Activstion Code, please reaistsr online using the Ragistration Key that
came vith your product.

Activation Code

Summary
» Networked Computers Product: Intrusion Defense Firewall
» Updates activation codes [ |- |- |-[ [ - 1]
¥ Logs
» Cisco NAC

b Notifications

¥ Administraticn

* Tools

Plug-in Manager

Done:

o Trusted sites ® 100% -

Enter the Intrusion Defense Firewall Activation Code and click Save to complete the registration.

To enter your complete Activation Code quickly, right-click in the first code entry box, then paste your
full Activation Code. If you do not have an Activation Code, please contact your Trend Micro
representative or Support provider.

= Trend Micro OfficeScan - Windows Internet Explorer

@‘t 3 =[] https:110.0.1.41joFicescanconsole rimijcgijegichkMasterpud.exe ¥ ) |[+2] % |

¥ g | @rend o oFcescan [] (B8 & Eee-jgo-0- 83
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e
w
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Intrusion Defense Firewall - Product License

License View detailed license online
ooy Status: Activated
» Networked Computers Version: Full
» Updates Seats: 1000
» Logs License expires on: 2007-12-31
b Clsce NAC Activation code:  EI-BFRQ-LSWSB-BSM3D-KEEMB-VUEDH-SHINK
¥ Naotifications
» Administration Launch < Back
» Tools
Plug-in Manager
Done J Trusted sites ® 100% -

Click Launch to start the Intrusion Defense Firewall.

© Copyright 2008 Trend Micro Inc.
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Installing the Intrusion Defense Firewall Server
Components with a Local Update Source

If the OfficeScan server is unable to connect to the Internet, you need to install the Intrusion Defense
Firewall components on the OfficeScan server (localhost) and specify local update sources for OfficeScan.

Note: Before you continue, obtain the installation package from Trend Micro. The installation package
will contain the setup files for Intrusion Defense Firewall components.

To install Intrusion Defense Firewall with a local update source:

1. On the OfficeScan server, create a virtual directory "IDF".
. If you are using IIS Web server, open the Internet Information Services (11S) Manager
screen and right-click Default Web Site. Then click New > Virtual Directory.
. If you are using Apache Web server, specify the new virtual directory in the httpd .conf
file and restart the Apache service. The following shows an example of the virtual directory
section for "IDF" in the httpd.conf file:

#IDF Plug-in Active Update
Alias /IDF "C:/TmUpdate/IDF/"
<Directory "C:/TmUpdate/IDF'">
Options None
AllowOverride None
Order allow,deny
Allow from all
</Directory>

2. Extract the installation package from Trend Micro.
3. Copy the folders "actlveupdate" to the virtual directory. If prompted, accept to overwrite any
existing folders in the directory.

To specify a local update source for OfficeScan:

1. Log on to the OfficeScan Web console and click Updates > Update Source. The Server Update
Source screen displays.

2. Select Other update source and type

"http://1ocalhost:8080/1DF/activeupdate’ in the field provided. Click Save.

Restart the OfficeScan Plug-in Manager service to make the changes take effect.

Log on to the OfficeScan Web console again and click Plug-in Manager.

Follow the on-screen instruction to download and install the Intrusion Defense Firewall Plug-in on the

OfficeScan server.

6. After the installation is completed, click Manage Program to access the configuration screens for the
Intrusion Defense Firewall.

7. Type the Activation Code to register the product. After product registration is completed successfully,
the Getting Started Page for the Intrusion Defense Firewall Plug-in is displayed.

akrw

© Copyright 2008 Trend Micro Inc. www.trendmicro.com
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Installing the Intrusion Defense Firewall Client

Plug-in

Deploy Client Plug-in

From the Intrusion Defense Firewall management console, go to Computers and right-click the computer
(or Domain, or Workgroup) to which you want to install the Client Plug-in(s). From the Actions menu,

select Deploy Client Plug-in(s).

(= Trend Micro OfficeScan - Windows Internet Explorer

Plug-in Manager "F Security Updates

%, Product License

353 Scan Computer{s) for Open Ports
EE Cancel Scan(s) for Open Ports

¥ Assign Security Profie. .
£} Assign Computer Asset Value. ..

P T
@'{./‘ ~ | &] https:/izanaptop.ha.localfofficescan,/consale himl fegi/cgiChkMasterPwd. exe V} gj || X ‘
* I@rrend Micro OfficeScan ] I P - B b - e - Greck - @ B B
= - 71
. TREND MICRO"OfficeScan™ [ [0 ) e — || @ 1REND
Q ) Dashboard
— B3, Monitoring
3] E—‘ﬁ:ﬁumput&rs @ «tSaarm“gmer
!
“{§fd Security Profiles + Platform Security Profile Status Last 5
Summary Firewall Rules i
» Networked Computers ‘I stateful Configurations B Computers >Ha (1)
+ Updates 5 E ICPS Filters - = JEAN{zoTOC Nooe % MNew (Mo Client Plug-in) NJA
- omponen
b Logs -8§ Application Types
} Cisco NAC g IP Lists Deploy Client Plug-in(s) {b
» Notifications : :““Et_'ss @ ActivateReactivate Client Plug-in(s)
ort Lis —
» Administration %) Schedules & Properties... 4 Check Status
» Tools s System Clear Warnings/Errors
- Alert Configuration =
4] settngs £} Lock Computer(s)

Done

EB o Internet

H100%

Wait while the Client Plug-in is deployed to the selected Computer(s). During this process, the Computer
Status column will display messages that the Client Plug-in(s) are being deployed.

When the Client Plug-in deployment has completed, the Computer’s Status Column will read “Managed

(Client Plug-in Online)”.

© Copyright 2008 Trend Micro Inc.
All rights reserved.
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Transitioning from the Native OfficeScan Firewall
to the Intrusion Defense Firewall

The Intrusion Defense Firewall firewall and the native OfficeScan Firewall are two distinct firewalls and
only one should be used at a time. The following instructions tell you how to switch from the OfficeScan
firewall to the Intrusion Defense Firewall firewall without leaving your computers exposed during the
transition.

Some users may wish to only make use of the Intrusion Defense Firewall's IPS (Intrusion Prevention
System) or IDS (Intrusion Detection system) functionality and continue using the native OfficeScan
firewall. In this case, the following steps must still be carried out (except the last one: disabling the
native OfficeScan firewall) so that the Server Plug-in can communicate with the Client Plug-in.

1. Modify OfficeScan Firewall Configuration

If you are currently using the native OfficeScan firewall with a Medium or High security level, you must
open the following client ports to the Server Plug-in. This will permit the Intrusion Defense Firewall Server
Plug-in to communicate with the Intrusion Defense Firewall Client Plug-in while the OfficeScan firewall is
still in effect:

TCP 4118 (The port for the Client Plug-in for communication from the Server Plug-in)
TCP 4119 (The port for the Server Plug-in Web Console)
TCP 4120 (The port for the Server Plug-in for communication from the Client Plug-in)

To modify OfficeScan firewall configuration:

1. Create a new OfficeScan Firewall policy named Intrusion Defense Firewall policy. (Refer to the
OfficeScan online help for details about creating an OfficeScan firewall policy and profile.)
2. Add a new Exception to the policy:
Name: Intrusion Defense Firewall exception
Action: Allow network traffic
Direction: Inbound and Outbound
Protocol: TCP
Port(s): Specific port numbers:
e 4118 (The port for the Client Plug-in for communication from the Server Plug-in)
e 4119 (The port for the Server Plug-in Web Console)
e 4120 (The port for the Server Plug-in for communication from the Client Plug-in)
IP Address: The IP address of the OfficeScan Server
3. Create a new OfficeScan firewall profile named Intrusion Defense Firewall policy:
. Set the policy to Intrusion Defense Firewall profile
e  The profile should apply to all computers that will be switched over to the Intrusion Defense
Firewall

2. Assign Appropriate Security Profiles to the Computers

The Intrusion Defense Firewall comes with three pre-defined Security Profiles: Windows Laptop profile,
Windows workstation Profile, and OfficeScan Server Profile.

Security Profiles are composed of sets of Firewall Rules, IPS Filters, and Stateful Configurations (see
"About Intrusion Defense Firewall", above). You can examine a Security Profile's properties by double
clicking on a Security Profile in the Security Profiles screen. By clicking on the available tabs, you
can see which filters, rules, etc. the Security Profile is applying.

Security Profiles are designed to be re-used by multiple computers with similar needs. The example
Security Profiles can be duplicated (right-click on a Security Profile and select "Duplicate™) and then
customized to meet the needs of your organization. Intrusion Defense Firewall comes three example
Security Profiles as a secure starting point.

© Copyright 2008 Trend Micro Inc. www.trendmicro.com
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Now go through your list of computers and assign appropriate Security Profiles (Using the Actions >
Assign Security Profile... function in the right-click menu).

3. Edit the Domain Controllers IP List

If you are using a Windows domain, you must edit the properties of the Domain Controller(s) IP List to
include the IP addresses of all of your domain controllers. Go to Components > IP Lists and double-click
on the Domain Controllers IP List. Add the IP addresses of your domain controllers.

4. Disable the native OfficeScan Firewall

You can now safely disable the native OfficeScan firewall.

To disable the OfficeScan firewall:

1. Open the OfficeScan Web console.
2. Go to "Administration > Product License".
3. Under "Additional Services", click the "Disable" button.
4. Log off and then log on to the OfficeScan Web console to view the correct firewall status.
© Copyright 2008 Trend Micro Inc. www.trendmicro.com
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Uninstalling Intrusion Defense Firewall

For instruction on Uninstalling the Intrusion Defense Firewall Client and Server Plug-ins, see the How

To... section of the Administrator's Guide.

© Copyright 2008 Trend Micro Inc.
All rights reserved.
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Server Plug-in Installation Troubleshooting

Error Message: “Unable to proceed. The Trend Micro Plug-in Manager must be version 1.0.1332 or
greater.”

Solution: Please check the version of Trend Micro Plug-in Manager and contact support if you are unable
to download and install version 1.0.1332 or higher. The Plug-in Manager must be upgraded before the
Intrusion Defense Firewall is installed.

Error Message: “Unable to proceed. A minimum of 1500 MB of free disk space is required and only ? MB
is available.”

Solution: Free additional disk space and re-try the installation. The disk space must be available on the
same drive that OfficeScan Server is installed on.

Error Message: “Windows Installer Version 3.1 or higher is required.”
Solution: Run Windows Update and ensure you have the latest version of Windows Installer.

Error Message: “Microsoft Data Access Components (MDAC). Version 2.81 or higher is required.”
Solution: Download and Install MDAC from Microsoft using the following location:
http://www.microsoft.com/downloads/details.aspx?familyid=78CAC895-EFC2-4F8E-A9EOQ-
3A1AFBD5922E&displaylang=en (MDAC is not installed or updated during Windows Update)

Error Message: “Microsoft .NET Framework. Version 2.0 or higher is required.”

Solution: Download and Install Microsoft .NET 2.0 using Windows Update or from the following location:
http://www.microsoft.com/downloads/details.aspx?familyid=0856eacb-4362-4b0d-8edd-
aabl5c5e04f5&displaylang=en

Error Message: “Unable to proceed. The system directory could not be located.”
Solution: Please contact support. They will assist you in collecting a log that will be used to diagnose the
problem.

Error Message: “Unable to write to the add-on registry key '?'. Please check the registry permissions
before trying again.”

Solution: Check the permissions of the Plug-in Manager service and make sure it has the privileges
required to write to the registry.

Error Message: “SQL installation failed. Check the logs in C:\Program Files\Microsoft SQL
Server\90\Setup Bootstrap\LOG\Files”

Solution: Please ensure your system meets the Hardware and Software requirements for SQL Server
Express 2005: http://msdn2.microsoft.com/en-us/library/ms143680.aspx

If your system meets the requirements please consult the logs referred to in the error message. If the
SQLSetup?_?_Core(Local).log file contains an error similar to:

"C:\Program Files\Microsoft SQL Server\90\Setup Bootstrap\LOG\Files\SQLSetup0004_D-A-13_.NET
Framework 2.0.log" to cab file : "C:\Program Files\Microsoft SQL Server\90\Setup
Bootstrap\LOG\SqlSetup0004.cab" Error Code : 2"

re-install Microsoft .NET Framework 2.0. The .NET installation is likely corrupt. If that does not remedy the
situation please contact support.

For other SQL Errors please contact support and send them the log files in the directory referred to in the
error message.

© Copyright 2008 Trend Micro Inc. www.trendmicro.com
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Error Message: “Installation of the Intrusion Defense Firewall failed. Check the logs in ? and ?”
Solution: A general unexpected error has occurred. Please consult the logs referred to in the error
message and contact support if required.

It is possible that even though Intrusion Defense Firewall failed to install, the SQL Server Express 2005
installation completed successfully and is still installed on your system. Subsequent attempts to install
Intrusion Defense Firewall will use this first instance SQL Server Express. If you do not plan to install
Intrusion Defense Firewall again and would like to remove this instance of SQL, manually uninstall the
database instance by executing the following command:

"C:\Program Files\Trend Micro\OfficeScan\PCCSRC\Admin\Utility\SQL\sgl.exe" /qn REMOVE=SQL_Engine
INSTANCENAME=IDF

After the database has been removed, verify that the following directory either does not exist or that the
IDF.mdf file has been removed (If needed delete IDF.mdf and IDF_log.LDF) located in:

C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data
Also ensure that the following directory has been removed (delete it if needed):

C:\Program Files\Trend Micro\OfficeScan\Addon\Intrusion Defense Firewall

© Copyright 2008 Trend Micro Inc. www.trendmicro.com
All rights reserved. -13 -
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