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Leveraging the ever-growing number of Web 2.0 and computing platforms to facilitate
their operations, today’s generation of cybercriminals have been selling do-it-yourself
(DY) malware tool kits to reel in more victims and, hence, more profit. In the past
few months, TrendLabs engineers have seen and documented their findings on this
development and featured some of them in this article.

Malware for Sale

Today, malware development has become so profitable that it can be likened to legitimate
commercial software development. Malware developers are now serious businesses
complete with marketing, advertising, software development, and even after-sales
support groups.

Cybercriminals are always on the lookout for ways to exploit vulnerabilities in the global
payment system. But now more than ever, they are formulating more direct tactics to be
able to sneak their malicious activities into our normal day-to-day transactions and to
obtain quicker access to cash.

Competition for a large amount of profit in the cybercrime market also paved the way
for cybercriminals to develop more sophisticated malware applications that provide a
wide range of functionality and that require little or no expertise to use. DIY malware
construction kits, for instance, allow even new cybercriminals to produce their own
malicious programs according to what they want their programs to do.

The recently discovered Twitter Kit, for example, is a new tool that cybercriminals can
use to send Twitter spam to thousands of affected users’ followers. It is especially useful
in search engine optimization (SEO) projects, among the other features that it offers to
its buyers. It is being promoted in underground forums for only US$20, making it easily
available to virtually anyone who is interested, other cybercriminals included.
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Figure 1. Sample post advertising the Twitter Kit
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Social Networking as an Advertising Platform

Just as social media have proven to be an effective marketing tool for businesses, social
networking has also become a common avenue for cybercriminals to proliferate their
malicious creations due to its popularity. Its continuous growth in terms of population and
usage has made it a good means for cybercriminals to post fake ads, to launch malware
attacks, and to gather useful information from users.

One recent example is an ad for a distributed denial-of-service (DDoS) tool in the popular
media-sharing site, YouTube. In this attack, the seller posted a video showing the features
of and details on how to purchase the said DDoS tool.
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Figure 2. YouTube video advertising a DDoS tool

While most ads can be found in underground forums, this YouTube post is just one of the
many malware ads that cybercriminals put up on social media sites. This goes to show
that cybercriminals are using social networks the same way legitimate businesses do in
order to gain “customers,” to sell products, and to profit from selling malicious software.
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From Software to Hardware

Not only do cybercriminals create and sell malicious programs to facilitate threat attacks.
Because hardware have become so cheap, they are now also delving into reproducing
machines that will help them more easily and directly steal information from their victims.

Last June, security researchers discovered a post in an underground forum about a
rigged point-of-sale (POS) device with flash memory up for sale. Though it seems like
any normal POS terminal, this fake device can be used to steal data from credit and
debit cards. During transactions, it falsely claims that it encountered an error while it
collects and saves data held in the card’s magnetic strip, including the victim’s personal
identification number (PIN).

-© Because hardware In most cases, users will dismiss this as a normal failed transaction. But what they don’t
: have become so know is that their information has already been stolen in the background. This device
cheap, they are sells for EUR 1,000 in the underground market with an additional EUR 200 for setup and
now also delving delivery charges.
into reproducing
machines that will The Free Enterprise
help them more
easily and directly Not all malicious programs are, however, sold for profit. Some cybercriminals instead
steal information dedicate their efforts to rapidly creating malware tool kits that can be distributed for free.

from their victims.
One example of this is the Twitter Bot x
Builder, which has the ability to attack [Li
users’ systems by launching DDoS ' | ‘
attacks and by downloading other TwitterNET
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malicious files onto victims’ systems.
The program can be used to build an
executable file that connects to Twitter.
com and to execute commands based on Figure 3. Twitter Bot Builder icon and
a user’s Tweets. executable file

The said bot builder is being freely distributed on the Internet and can be manually
installed by an attacker onto a system. A cybercriminal can also trick a user into executing
the malicious file.
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The Booming Underground Economy

There is no doubt that today’s underground economy is booming due to an increase in
malware sales and the availability of malicious services. With attacks coming in various
channels, it seems that the malware business will continue to gain momentum through
the growth and increasing sophistication of cybercriminal activities.
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Figure 4. How the sale and use of malicious tool kits can affect users

Today, anyone can find whatever he/she is looking for in the underground market.
Through the use of tool kits, there is no longer even a need for technical background to
get into information theft and cybercrime, thus creating more opportunities for malicious
users to spread their malware badness.

With attacks coming in different forms and from many different channels, we can say
that the malware industry has truly found its way into integrating their activities into
people’s daily lives. Users should, therefore, be aware and gain a better understanding
of how organized cybercrime works. This way, they have a better chance of mitigating
risks and of recognizing and preventing attacks before they even happen and do some
serious damage.
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