Trend Micro™

PCIl Scanning Service

PCI Approved Scanning Vendor, Trend Micro, delivers independent
validation of compliance

The Payment Card Industry Data Security Standard, known as PCI DSS, provides
organizations the guidance they need to ensure that credit cardholder information is
kept secure from possible security breaches.

Trend Micro PCI Scanning Service provides online merchants and member service providers
the easiest, most cost-effective and highly automated way to validate adherence to the PCI DSS
11.2 standard by performing vulnerability scans of internet facing environments. PCI Scanning
Service draws upon a highly accurate scanning infrastructure and technology used by thousands of
organizations around the world to protect their networks from the security vulnerabilities that make
attacks against networks possible. Trend Micro is an Approved Scanning Vendor (ASV), and is fully
certified to assess PCI DSS compliance.

Trend Micro PCI Scanning Service streamlines business operations related to PCI compliance and
validation for merchants and acquirers, all from a combined collaborative application with automated
report sharing and distribution. Merchants who use PCI Scanning Service can easily identify
areas in the SAQ (self assessment questionnaire) where they may not be meeting compliance
requirements and are then presented with technology solutions that will help them complete their
compliance validation. Acquirers who use PCI Scanning Service now have an easy way to validate
key risk areas contained within their merchants’ PCI DSS SAQ. This component of the application
will allow acquirers to make more informed risk decisions and be able to manage the compliance
risk in their merchants’ portfolio more effectively.

GOOD FOR YOUR BUSINESS

Trend Micro PCl Scanning Service is well-suited for any organization that must achieve PCI
compliance and routinely assess vulnerabilities. This includes ecommerce businesses, consultants
and other organizations that must:

» Complete a PCI DSS Self-Assessment Questionnaire

» Pass a network security scan of their public facing web servers every 90 days by an approved
scanning vendor

* Document and submit proof of compliance to acquiring banks, via direct email or from a web portal
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SOFTWARE-AS-A-SERVICE

Protection Points
« Internet facing servers

Threat Protection
* Vulnerability management
* Regulatory compliance

KEY BENEFITS

« Achieves PCI compliant status in 3 easy
steps and secures your network

» Automates scanning and reporting, and
requires no software to deploy or maintain

» Enables unlimited, highly accurate, on-
demand network security scans

* Provides highly detailed remediation
instructions to quickly eliminate identified
security risks
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CORE FEATURES OF TREND MICRO PCI SCANNING SERVICE

Fully Integrated Self-Assessment Questionnaire
* Incorporates online version of the PCI Security Council Self-Assessment Questionnaire (SAQ v1.2)
* Allows questionnaires to be collaboratively viewed and shared by multiple users

» Enables merchants to upload evidence to support SAQ validation in multiple formats including
documents and images

On Demand Network Security Scans
» Enables scans to be scheduled to run automatically or preformed on demand
» Maintains PCI DSS-defined vulnerabilities are continuously kept up to date

Compliance Reporting & Submission

» Generates required PCI DSS reports automatically

* Provides technical reports that allow IT to identify and prioritize remediation actions

» Automatically submits scan results and questionnaire to acquiring banks

» Submits PCI Executive Reports directly to acquiring banks as proof of PCI compliance

Remediation
« Streamlines remediation activities for vulnerabilities through comprehensive, step-by-step instructions
* Provides flexibility to execute follow-up scans for seamless verification of remediation efforts

» Supports submission of false-positive requests directly via the user interface to Technical Support
for quick resolution

Management
» Supports multiple users for effective collaboration on PCI compliance

» Supports the addition of banks and assigned merchant identification numbers for various credit
card types

Instant Deployment, Global Scalability
* Focuses on SaaS delivery model to eliminate the need for software to be deployed or managed

* Gives authorized users the flexibility to conduct vulnerability scans from anywhere using a
Web browser

Maximum Security
* Provides SAS 70 Il audited security architecture to protect data
* Implements tamperproof architecture that ensures scan results are never manipulated
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COMPLEMENTARY SERVICES

« Vulnerability Management Services
» Threat Management Services
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