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Preface

Welcome to the Trend Micro Worry-Free Business Security Services - Best Practices Guide.
This document is designed to help resellers and customers develop a set of best practices for
deploying and managing Worry-Free Business Security Services.

The document is also designed to be used in conjunction with the following guides:
e Trend Micro Worry-Free Business Security Services - User’s Guide
e Trend Micro Worry-Free Business Security Services - Reviewer’s Guide

—Volume Technical Product Marketing
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Chapter 1: Introduction

What is Worry-Free Business Security Services?

Trend Micro™ Worry-Free™ Business Security Services (WFBS-SVC) is an in-the-cloud
security service for small business. It works with on-premise Client/Server Security Agents
(CSAs) to help small businesses automatically detect, monitor, and prevent Web, Virus, and
Spyware threats on file servers, PCs, and notebooks. No on-premise server is required to host
the service, saving maintenance and hardware costs. Trend Micro security experts host the
WFBS-SVC Server in the Trend Micro Data Center and update the service for you.

WFBS-SVC provides a centralized Web management console, readily available through your
browser, which allows you to view dashboard Live Status information for threats, security
incidents, system updates, and your license across all managed clients. It also allows you to
manage clients by groups; execute manual and scheduled scans; create reports and store them
in PDF format; and administer the system for multiple PCs and notebooks. Used in
conjunction with Worry-Free Remote Manager, you can also manage multiple customers.
Altogether, WFBS-SVC is

e Safer: It protects multiple PCs/notebooks located in or out of the office with a single
antivirus, anti-spyware business solution.

e Smarter: It stops viruses and other threats without users having to configure settings or
maintain updates.

e Simpler: You can centrally manage and check the status of protected clients anywhere
(no server required).
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Features and Benefits

As a member of the Trend Micro Worry-Free Business Security Family, Worry-Free Business
Security Services provides a number of key benefits to small business users. Designed to be
the simplest to deploy among the family, users can be up and running and protected in a
matter of minutes.

Table 1 - WFBS Hosted Features and Benefits

EETES WFBS WFBS WFBS
Services | Standard | Advanced

Server Required v v
Web Management Console v v v
Client Console and Agent Updates v v v
Smart Scan v v v
File Reputation v v v
Web Reputation v v v
Antivirus, Anti-spyware, Anti-rootkits, Anti-bots, Firewall v v v
Anti-phishing v v v
POP3 Anti-spam v v v
TrendSecure v v v
Instant Messaging Content Filtering v v v
Damage Cleanup Services v v v
Reports v v v
Behavior Monitoring v v v
Managed by Worry-Free Remote Manager (in-the-cloud) v v v
Intuit QuickBooks Protection v v v
URL Filtering v v v
Location Awareness v v
Email Message Content Filtering v
IMAP Anti-spam v
Attachment Blocking v
Email Reputation (IP Addresses), Exchange 2007 Support, v
bundled with Trend Micro Hosted Email Security (Inbound

Filtering) (aka InterScan Messaging Hosted Security)
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Chapter 2: Product Registration

Logon Information

Though logging onto Worry-Free Business Security Services (WFBS-SVC) is a simple
process, you should keep several things in mind to get the best results:

To provide better performance, WFBS-SVC data centers are situated in four regions around
the world. When registering for a trial account or purchasing the product, select the
appropriate region where the WFBS-SVC clients will be installed. This will enable the
WFBS-SVC agents to update signature files from nearby update servers. It will also provide
better Web Console performance.

To register for a Trial version of Worry-Free Business Security Services in specific regions,
click the appropriate link below:

NABU: http://forms.trendmicro.com/services/index.php?dom=us&producti D=WFSBWXE3X

APAC:
http://forms.trendmicro.com/services/index.php?dom=apac&productl D=WFSBWXE3X

AU: http://forms.trendmicro.com/services/index.php?dom=au&productl D=WFSBWXE3X

DE: https://imperia.trendmicro-europe.com/de/products/sb/worry-free-business-security-
hosted/download/index.php

UK: https://imperia.trendmicro-europe.com/uk/products/sb/worry-free-business-security-
hosted/download/index.php

FR: https://imperia.trendmicro-europe.com/fr/products/sb/worry-free-business-security-
hosted/download/index.php

IT: https://imperia.trendmicro-europe.com/it/products/sb/worry-free-business-security-
hosted/download/index.php

ES: https://imperia.trendmicro-europe.com/es/products/sb/worry-free-business-security-
hosted/download/index.php

EMEA: https://imperia.trendmicro-europe.com/emea/products/sb/worry-free-business-
security-hosted/download/index.php
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Trend Micro Trial Registration Login

o« Sign into your Trend Micro service account

By signing up you can purchase or trial additional TM services without needing to
re-enter profile information

Logon ID: |

Password: |

Forgot your password?

Need help with your account?

' Create new account

First time user? or
account to activate yo

ot have a Trend Micro service account? Create a new
online service

Submit |

Figure 1 - WFBS Hosted Main Page

Upon successful registration, Trend Micro will send your WFBS-SVC account information to

your email address. Take time to read the User’s Guide for an overview of the functions in
WFBS-SVC.
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Chapter 3: Initial Configuration

Default Configuration

The Computers tab in the main menu allows you to deploy clients with predefined settings.
By default, there are two computer groups — the Server and the Desktop groups. Since newly
installed clients will use these groups’ settings after installation, it is a good idea to configure
the settings of these groups according to your company’s security requirements. (You can also

add additional groups to cluster specific settings.) Consider the following before deploying
clients.

The default scanning method is set for Smart Scan. Smart Scan reduces the need for clients to
download virus definitions. It also consumes less client memory than Conventional Scan, so
you can use the Smart Scan Method for computers with less memory. Consider setting

Conventional Scan for server/clients that won’t be able to connect to the Internet for a long
time.

The default Antivirus and Anti-spyware settings are recommended. If you have applications
that you trust that use data files that you know won’t host malicious code, it is a good idea to
put them in the Exclusions configuration screen. These could be databases, multimedia files,
or other files that can introduce scanning delays.

=l Exclusions
¥ Enable Exclusions

Do not scan the following directories:
[¥ Do not scan the directories whers Trend Micro products are installed.
Enter the directory path (Example: c\temp\ExcludeDir)

| Add

Delate

Do not scan the following files:

Enter the file name or the file name with full path (Example: ExcludeDoc.hlp; citemp\exciinExcludeDoc.hip)

Add

Delete

Do not scan files with the following extensions:

Select the file extension from the list: Selected extension(s):
-

ACCDE

ALE Add = |

ANG

Eii | _cPemes |

Or type the extension below:

Figure 2 - Exclusions Settings

By default, mapped drives are not scanned. Do not enable mapped drive-scanning on clients
with persistent static mappings to server shares as this will lead to multiple scanning jobs.

10
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Server and Desktop groups have different Web Reputation settings. It is advisable to keep the
default Web Reputation configurations for maximum security.

We encourage enabling Behavior Monitoring to prevent malicious system changes. This adds
a layer of security, since Behavior Monitoring does not depend upon virus definitions, but
rather blocks application behavior that violates certain rules.

Plan groups accordingly. You may want to have more granular settings by creating multiple
groups, or simplify settings by using the default Server and Desktop groups. Note that the
more groups you create, the more administrative overhead you will incur.

New groups appear alphabetically below the default groups, with Server groups appearing at
the top of the tree. Aside from planning for the group’s configuration settings, also consider
their names as they appear in the tree. Groups can be renamed.

Computers

[
T Coasa~ |

2 None

- [ Server (Defautt)

é:l Accounting - Server Farm 1
é:l Accounting - Server Farm 2

- [# Engineering - 16F Lab

é:l Enginsering - Server Farm 1 ‘
- 2B Desktop (Default) 3
- ZH HR- AllFloors

- B Support - All Floors

- B Support - AV Engineers 4

Figure 3 — New Group Names are listed alphabetically

Installer Management

The package management feature of previous releases was simplified for this release. There is
now only a single installation package bound to a WFBS-SVC account. The installation
process is triggered by a downloader, which downloads the package for installation. You must
use this installer on systems that you want to report to your WFBS-SVC account.

Deploying via Active Directory

The WFBS-SVC has an MSI package which can be deployed using Active Directory. You
can follow the following procedure if your environment has an Active Directory domain. The
following procedure was tested on an SBS 2003 server.

1. Open the WFBS-SVC Console.
2. Navigate to the Computers tab, and then click Add Computers.

3. Click the expansion box for Additional Installation Options. The screen shows the 2
installation packages.

11
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4. Select the package used for Conventional Installation by clicking the Download URL at
the top of the panel.

-] Additional Installation Options

Click the URL belovw to dowenload and run the dovwnloader which will then download the Agert Installation Package.

Dawvnload URL:kitp: i ths-sve-nabu-dev trendmicro comArend-wibssve-35 43952 fh0bc234630a1 dfBde02e0c697 idovenload/entview fagent 7
bype=downloader Sid=" QoM FS Gk PR VTR OEFOME 2P mYy TIP3 308 ve id=58ang=cn

» Conventional Installation

Copy the downloaded msi file either to each computer you wish to install the Agert on or to a shared directory on the company's local network. Double click the file to start it. The
installer will guice you through the installation

» Wind Startup Script |
et help for startup script installstion

Figure 4 - MSI Download Link

5. The downloaded MSI package should be placed on a file server accessible to the
computers you want to install with WFBS-SVC.

6. Create a shared folder on your SBS server or any available file server and make sure that
the UNC path is accessible from the computers you are installing with WFBS-SVC.

7. At minimum, give the “Domain Computers” and the “Domain Users” security group
Read permissions to the share.

8. WFBS-SVC is also bundled with a VBS script which can be used to deploy the
application during logon. Locate the example script by clicking the Administration tab
and selecting Tools.

9. Inthe Administrative Tools panel, download the file WFBS-SVC Example Deployment
Script.vbs.

Live Status Computers Scans Reports » Administration » Help

Administration > Tools

For more information, click the tool name. The online help will display detailed tool informstion.

Administrative Tools

Example Deployment Script (WFBS-SVC Example Deployment Script.vbs)
ou can use the example deployment script to deploy the Client!Server Security Lgent with external tools such as Windows Active Directary.

Dowwnload | More Info

Figure 5 - Deployment Script Sample

10. Edit the sample script using Notepad, such that the installer path points to the UNC path
of the MSI installer you created earlier. To do this, edit the line of the script that reads
pathOfWFBSInstaller="HostedAgent.MSI” and replace the text between the double
quotes with the path to your MSI file. Example \MySBSServer\ClientApps\WFBS-
SVC_Agent_Installer.msi. Then save the updated file.

11. Open Active Directory > Users and Computers and select the OU for the computers
you want to deploy with WFBS-SVC. If you don’t have an OU for Computer accounts,
create a new one and move the computer accounts from the default “Computers” folder to
the newly created OU.

12
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12.

13.

14,
15.

16.

35 Active Directory Users and Computers

@ File Action Wiew ‘Window Help

o | EmEs e XFRR | 2 BB TYE D

@ Active Directory Users and Computer | Computer Clients 1 objects

D Saved Queries Mame I Type I Description
= F_r_“leers':'s-mm EWIN?CLIENT-I Computer
B

wilkin

@ Computer Clients

D ForeignSecurityPrincipals
€8] MyBusiness

Figure 6 - Computer Account OU

Right click the OU for the computer accounts (in this example — the Computer Clients
OU), then click Properties | Group Policy | Open. This opens the Group Policy
Management console.

Right click the Computer Clients OU again, then click Create and Link GPO here.

5@ File  Action Wiew Window Help

e @ e XER 2

% Group Policy Management Computer Cliem
EA Farest: ameersbs.com - "
. X Linked Group Policy |
EI--@ Domains

E&ﬂ ameershs.com W
(5§ Default Domain Palicy -
[} Small Business Server Client
-8 Small Business Server Domail
55 Small Business Server Inkern
[} Small Business Server Lockoy
8 Small Business Server Remat
¥ Small Business Server Windo
&

7-{&8] Domain ! and Link

« 4 b o

[
{28 MyBusin  Link an Existing GPO..
[ Group P Block Inheritance
[J--% WMI Filt
) Sites Group Policy Modeling Wizard. ..
m roup Palicy Mo Mew Organizational Linit
{5} Group Policy Re: View N
Mew Window from Here
Delete
Rename
Refresh

Figure 7 - Create GPO Menu Item

Give the GPO a name, and then click OK.

In the Scope tab of the GPO, make sure the “Domain Computers” Group is included in
the Security Filtering section.

Select the newly created GPO and then click Edit. The Group Policy Object Editor
appears.

13
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17. Under Computer Configuration, click Windows Settings | Scripts
(Startup/Shutdown), then double click Startup.

18. Click Show Files to open the folder where the Startup Script should be copied.

19. Copy the VBS script you edited earlier into this directory.

File Action ‘iew Help

e = |G H|EB| @
[of] = | g

jfj WFES Deployment [SBS-Server.am

E| @ iZomputer Configuration Sciipts |
¢ (1] Software Settings

O mdows Settings E Startup Sciipts for WFBS Deployment

2] Seripts (StartupfShutd: =]
HP Security Settings

(C0 Administrative Templates
=] Q User Canfiguration

#]-([7] Software Settings i

Name | Parameters |

(22 windows Settings o
. X L=}
-] Administrative Templates
Add...
Edit:.. |
Bemove |

Tao view the script files stared in this Group Palicy Object, press
the button below,

Show Files...

'TI Cancel | Apply |

Figure 8 - Specify Script Location

20. Click Add then browse to the location of the script from the previous step.
21. Leave the Script Parameters blank and click OK. The close the GPO Editor.

I Scripts |

§T‘ F T SO S o U T |
= Add a Script x|

—  Script Name:
| |WFBS-GYC Logon Soript vbs

Script Parameters:

0K | Cancel |

Figure 9 - Add Script Dialog Box

22. The WFBS-SVC CSA agent will be automatically installed when a user logs in the
computer.

14
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Package URL

You can use the email template below to deploy the WFBS-SVC agent via email. The body of
it is generated whenever you use the Copy Text or Use My Default Email buttons in the
Web Installation panel when you add computers.

Dear Sir/Madam,

Click the URL to install the Trend Micro Client/Server Security Agent. The installer will guide you through the
installation.

Client/Server Security Agent

Download URL.: http://wfbs-svc-nabu.trendmicro.com/wfbs-
svc/download/en/view/agent?type=installer&id=riby2cWbWVxx3yRa6yMnEMOC6xK gi0lyhZ24b8Qx&lang=en

Regards,

Administrator

15
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Chapter 4: Installation

Worry-Free Business Security Services Agent
System Requirements

The WFBS-SVC Agent supports the following operating systems:

Table 2 - System Requirements

Item

Minimum Specifications

Operating System

Series or Family

Releases

Supported Service Packs or

Windows 2000

SP3 or SP4

Windows Small Business Server
(SBS) 2000

No service pack or SPla

Windows XP Home SP2 or SP3
Windows XP Tablet PC SP2 or SP3
Windows XP SP2 or SP3

Windows Server 2003 R2 (with
Storage Server 2003)

No service pack

Windows Server 2003 (with
Storage Server 2003)

SP2 or SP2

Windows SBS 2003 R2

No service pack

Windows SBS 2003

No service pack

Windows Vista

Splor SP2

Windows Home Server

No service pack

Windows Server 2008 R2

No service pack

Windows Server 2008

SP1 or SP2

Windows SBS 2008

No service pack

Windows Essential Business
Server (EBS) 2008

No service pack

Windows 7

No service pack

Uninstall Existing AV Product

16

After doing so, reboot the computer before installing the WFBS-SVC agent.

Though the WFBS-SVC installation package can uninstall 3 party antivirus products, it’s
best to manually uninstall existing AV products by running their uninstall programs.
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Ports

If you installed WFBS-SVC agents on multiple segments separated by firewalls, you need to
open the following ports. The following ports are automatically exempted from the WFBS-

SVC firewall policy.

Table 3 - WFBS Hosted Ports

Service Port Protocol
Agent Download 61116 TCP
Agent Broadcast 61117 UDP
Agent Discover 61118 UDP
Agent Broadcast 61119 UDP
Pattern Update 80 TCP

17
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Chapter 5: Management Console

Agent Reporting Time

Agent reporting time has been greatly improved on this version. Agents appear in the
management console almost instantaneously after a successful installation. Configuration
changes on the management console also take only a few minutes to propagate to the client.

Day-to-Day Management

Live Status

The Live Status Tab provides an overview of the security posture of all the WFBS-SVC
agents. The Threat Status panel summarizes the Outbreak Defense, Antivirus, Anti-spyware,
Web Reputation, URL Filtering, Behavior Monitoring, and Network Virus status of your
agents.

Live Status

@ Install Agents
Start by adding client computers. Go to Computers = Add: Add Computers

View mode: Al + g} Customize Nofifications

o Threat Status e

& Outbreak Defense

@ Antivirus m Status level is Normal based on Notification settings
& Anti-spyware
& Web Reputation
& URL Fitering

@ Behavior Monitoring
& Network Virus

Spyware/Grayware incidents: 1]

Incidents requiring computer restart: 0

Figure 10 - Threat Status Panel

A red icon means that you need to perform an action to prevent further risk in your network.
Once the appropriate action has been completed, (for example, doing a manual scan or
manually deleting an infected file), click Reset Counter to clear the threat log and restore the
icon to green status.

Summary =VirusMalware Detected

Wirusmakware detected between 14:5001610 16:50:15 on 11082008

| VirusMalware Detected Wiew by EAm\on Reguired .LI

[5» Export | @ Reset Courter

Ho. Computer Hame =

1 JEFF-AD24ESDEKU
2 JEFF-AD2453DEKU

Figure 11 - Reset Counter

18
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System Status

The System Status section provides a summary of the virus update deployment of your
organization. By clicking the number link generated for the Outdated computers (Component
Status), you can update the computers in a few clicks.

@ System Status A

€ Update

@ Smart Scan = More than 30% of your computers have cutdated pattern files (as of 03:14:16 on Dec 26, 2008)

g:;’\’!) Update Now Component Status

Outdated computers: 1

Note: For computers that are still cutdated after a manual deployment, please contact your reseller or Trend
Micro support

Figure 12 - System Status Section

License Status

If the License Status section turns yellow, it means that you need to consider adding licenses
for your clients.

WFBS-SVC back end servers provides a 20% seat allowance. This means that if you have 10
licenses, you can still add 2 agents above your license limit. Adding more agents would fail.
We recommend adding licenses when you have 80% license usage if you are still in the
process of deploying the products.

If you go over the license limit the following will be imposed to your WFBS-SVC account:
1. Ifanew user clicks the agent installation link, the agent will still be installed.

2. However, these newly installed agents won’t be allowed to report to the management
console. Since the agents will not report to the console, you cannot configure any client-
side settings.

3. The agents will not receive any updates.

< License Status S

@ License

m Total seat license usage is more than 80%

Figure 13 - License Section
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Agents Installed

You can view all the agents you have installed in the Computers section (previous versions
show it in the License screen). This is also where you set configuration settings for each of
your security groups.

Live Status Computers Scans Reports * Administration » Help
L= _J
Computers (7))
Computers:5
5 Configure | [ Add = | [ff Remove | (2 Other v | &3 Customize Columns *
& Trend iero Incorporates lame IP Address  Online/Offline Smart Scan Server Smart Scan Agent Pattern | Virus Engine | Virus De
B Server (Defaut) HcLenm 1722022104 Offine Connected 0.000.00 8952.1008 | 163
BB Desklop (Default B morrismz 17220113 Onine Connected £.721.00 9.100.1001 0
@# Conventional Scan [E® wibshdemol 172202275 | Onling Connected 9.100.1001 0
¥ PerfTesting o B wishdemo2 172202280 | Onine Connected 91001001 0
B Smart Sean .
| M vWIN-DOKESQECCA  172.20.200.30  Offine Connected £697.00 89521008 0
BB TPM Test :
.
4| | »

Agent

Conventional Scan mode: Efl Server @ Desktop (M Agent (B Active
Smart Scan mode: [ Server @B Desktop [Hagent [B% Active Agent

Figure 14 - Computers Tab

Customize Columns

By default, the Web management console displays all the column fields for a group in the
Group Information Table. Using the Customize Columns dropdown menu (shown below in
the Command menu), you can limit the columns to display the most useful information using

the checkboxes.

%) IREND. | Worry-Free” Business Security Services

Welcome smbtpm | Accourt Home | Log off

20

Hote: Column settingswill be applied to all groups

Live Status Computers Scans Reports » Administration » Help
L]
Computers L2
Computers:d
G corfigure | [ add v | Remove | [ other v | £33 Custanize Columns v
& Trend Micro llame [ PAC o et columns to display in client table: =d | Spam Detected | Program Versy
- [ Server (Defaul) BT 1728 g 0 3.0120016.0.23
- [ Servers (&NGIE) )
- BB Desidop (Default) Clent
¥ P sddress I Architecture
* 8 Desktops (Corona) ; ¥ Criineiotiine [¥ Program ‘ersion
EB Desktops (Lake Forest) : ™ Operating System
=A Deskiops (PH) H
3 Scan
g I Scan Method ™ Scheduled Scan
f I smart Scan Server ™7 Manual Scan
I Smart Scan Agent Pattern I POP3 Scan
Threat
¥ virus Engine ¥ Spyware Detected
¥ irus Pattern ¥ Spam Detected
4 ¥ viruz Detected »

S@Deskton [ Agent (B Active Agent
EWDesktop [Hagent B Active Agent

Figure 15 - Customize Columns
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We recommend displaying the following:

e IP Address

e Online/Offline State

e  Program/Virus Pattern/Virus Engine Version

e Virus/Spyware/Spam Detected

Scans Tab
The Scans tab allows you to configure Manual and Scheduled Scans. Note that you can also
do an on-demand scan from the Computers tab.

@ TREND. | Worry-Free" Business Security Services

Live Status Computers Scans Reports » Administration » Help

Scans

Configure Manual and Scheduled scan ssttings for all computers on the network.

Manual Scan Scheduled Scan

Select the groups to scan for security threats. If you want to modify the scan settings, click the group name and =ave the new ¢

Hame

Server (Default)
Deskiop (Default)
Conventional Scan
Perf Testing

Smart Scan

o I e A e i |

TPM Test

Scan MNow, Stop Scan

Figure 16 - Scans Tab
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Reports Tab

The Reports tab allows you to configure one-time and scheduled reports. You can specify an
email address where the report will be sent after it has been generated. Reports are also stored
on the in-the-cloud WFBS-SVC Server.

22

Reports > New Report

Report Name

Report name:* |December Report

Report Schedule

%' One-time
7 Weskly
(" Monthly
yyyy-mm-dd

Send Report
Send the report to: jeff@licsi.ccrd

For example, userl@example.com; user2@example.com {Separate multiple en
Note: Reports are sent out as PDF sttachments to the specified recipients.
Generate Cancel

Figure 17. New Report

The generated report contains the following information:

CoNoGaR~LDNE

10 Top 5 Programs Violating Behavior Monitoring Policies
11. Top 10 Computers Violating Behavior Monitoring Policies

Desktop/Server Virus Summary

Desktop/Server Spyware/Grayware Summary

Top 5 Desktops with Virus Detections

Top 5 Servers with Virus Detections

Top 10 Network Viruses Detected

Top 10 Computers Attacked by Network Viruses
Top 5 Desktops with Spyware/Grayware Detections
Top 5 Servers with Spyware/Grayware Detections

tries with & semicclon

Top 10 Computers Violating Web Threat Protection Policies

The reports are generated in PDF format. Disable any popup blockers, since the PDF report is
opened in a new window.

Generate a report at least once a month to keep a history of the security status of your
protected network.
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Log Query

Each WFBS-SVC agent (CSA) sends logs at predefined intervals. You can query
management and desktop/server logs from the Reports menu. The logs can be exported to
CSV format.

Reports > Log Query > Virus/Malware Logs L))

Click on the virus/malware name for mere infermation and solutions.

Results from 12/06/2007 00:00:00 to 12/31/2007 23:59:59

[E*Export Records perpage 10 + 4 Pages 1 of3s b

Virus Malware

Date Time v  Computer Hame iame File Hame Path Scan Type Action Taken
Virus successfully
12/07/2007 e e . : . detected, but cannot
i [Client removed] PHPTESTVRUS Test php.php Eitest viusiWirus... Reakime Sean =575 MRS
quarantined
Virus successfully
1110772007 . SU———— 0 o - detected, but cannot
145032 [Client removed] PHPTEST VIRUS est_php.php EMest_virus\Wirus... Realktime Scan el Fs s
‘quarantined
Virus successfully
104072007 R o o PE_TestVir- . R . detected, but cannot
14:50:32 [Client removed] PE TestVir-NWME NNE.exe E:ltest_virus\Wirus... Realtime Scan be vieaned, File was
quarantined
090712007 Infected fie was
145‘0 12 [Client removed] PHPTEST VIRUS Test_php.php EMest_virus\Wirus... Reaktime Scan successfully
S quarantined
Virus successfuly
" TestWir-
pason [Client remaved] PE TestVICHME ool 50" Eiest virusWirus... Reaktime Scan Joiocied but cannot
14:50:32 NHIE.exe be vieaned. File was

quarantined

Figure 18 - Virus/Malware Logs

Logs are kept for 15 days in the WFBS-SVC agent computers. Adjust this according to your
log retention requirement.

Notifications

WFBS-SVC now includes a robust notification system. This system can send event
notifications at certain thresholds. Notification settings are globally applied so you may need
to fine-tune the settings at certain times. WFBS-SVC can notify individuals from 17 types of
events.

IM Content Filtering
WFBS-SVC can filter words and phrases from the following popular IM applications.

1. America Online® Instant Messenger (AIM) 6 (builds released after March 2008 are not
supported)

ICQ® 6 (builds released after March 2008 are not supported)

MSN™ Messenger 7.5, 8.1

Windows Messenger Live™ 8.1, 8.5

Yahoo!™ Messenger 8.1

akowb

=] IM Content Filtering

Restricted Words:

= asd> | I Restricted Words/Phrases 1

| =

Hote: Click Save below to save the configuration.

nus. [Sepersts multicle

Figure 19 - IM Content Filtering under General Tab
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Chapter 6: The Client Console

Accessing the WFBS-SVC — Client/Server Security

Agent Console

The Worry-Free Business Security Hosted (WFBS-SVC) — Client/Server Security Agent
(CSA) Console can be accessed by double-clicking the system tray icon on the client. This
opens the Agent console, allowing you to see the number of files scanned and the last detected
files. You can also access the CSA console in the Trend Micro Client Security Agent Program
group created during the installation.

Component Update

If you encounter problems with the product, especially virus detection issues, it’s a good
practice to check the version of all installed components and compare it with the latest
components listed at http://www.trendmicro.com/download/pattern.asp. The WBFS-SVC
Active Agent automatically downloads the latest components available. However, beta
signature files (virus definitions not yet available to Trend Micro’s update server) can be
installed manually.

Wersion Information &
=~ ~T .

(I ARClient/Server Security Agent
Compaonent | Wersion | File Mamne |
Main Program 351050 Pcochtton.exe
g Scan Engine [32-bit) 91501013 WSADIME sye
Smart Scan Agent Pattern 7.423.00 icrcfoth 423
IntelliTrap Exception Pattern 0.575.00 T roumhite. 575
Behavior Monitoring Diriver [32-bit] 2801063 tmactmon. sps
Behavior Monitoring Core Service [32-bit)  2.80.1080 trbrmzry. exe
Palicy Enforcement Pattern 1.1592.00 tmpolicy. ptr
Digital Signature Pattem 1.261.00 twlchk. ptn
Behavior kMonitoring Configuration Pattern 1.176.00 tmbrcfg.ptn
Behavior Monitaring Detection Pattern 1.209.00 trrtd. pth
IntelliTrap Pattern 0.141.00 Tmblack. 141
Spuware Scan Engine [32-bit] E23012 Szapi32dll
Spyware Pattem 9.7 szapiptn.dab
URL Filkering Engine 301029 Tmufeng.dil
Smart Feedback Engine 251028 Tmfbeng.dil
Anti-rootkit Driver [32-bit) 2801063 T mcomm. sy
Wirug Cleanup Engine [32-bit] E31015 TSCEXE
Yirug Cleanup Template 1092 Tzc.ptn
“Yulnerability Aszessment pattem 115 TH\WAmain.ptn

Figure 20 — Version Information
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Personal Firewall

WFBS-SVC comes with a personal firewall and a default set of policies. To tune the policies
according to your requirements, you can configure the rules by opening the CSA console,
selecting the Security Protection tab and selecting the Firewall drop-down menu. The status
of the personal firewall can also be changed by right-clicking the system tray icon. We
recommend enabling the firewall component when you are using a public Internet connection.

C‘ Client /Server Security Agent

@I?E':'o RClient/Server Security Agent

Status | Scan  SecuiyPrateston | LogRepott | Hep |

@

Select: I Firewall j

The Firewall helps protect Windows computers fram hacker attacks and netwark viruses by creating a barrier
betweaen the clisnt and the netwark.

[~ Enable Intrusion Detection Systems [IDS]
[~ Matify e when a firewall violation occurs Apply |

Metwark card list

IP Address | Policy Description I
192.168.212 Default Policy
*1D5 will be enabled on all netwark cards.

Cloze |

Figure 21 — CSA Firewall Configuration
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Chapter 7 — Worry-Free Remote Manager
Integration

Worry-Free Remote Manager (WFRM) installation integration allows resellers to easily get
up and running with WFRM, to monitor multiple WFBS-S/A, Hosted Email Security (aka
InterScan Messaging Hosted Security), and WFBS-SVC customers and companies from one
easy-to-use Web-based console. WFBS-SVC 3.5 is supported for Worry-Free Remote
Manager 2.5 and above

Dashboard Customers Reports Administration + Help

Dashboard

View mode: @ @ [ Customize notifications

7 Threat Status 3 o
3 Actions @ @
Last Update: Aug 31,2010 1:41:23 PM Records 1to 3of3 Page: 1 4
[ Q 114 a5 WIFBS-A 7.0(1)
@ 3% am W Action Required
@ o MyCustomer 80 Antivirus Action Unsuccessful Resel

Real time Scan of Deskiop/Servers Disabled Enable
Realtime Scan of Exchange Server Disabled Enable
B Threats resolved exceeds alert threshold
47 Virus Threat Incident(s) on Desktop/Servers  Resst
Virus Threat Incident(s) on Exchange Server Reset

17 Spyware/Grayware Threat Incident(s) Reset

*To configure or solve existing issues, click on the product/service.

Records 1to30f3 Page: 1 o

Figure 22 - Worry-Free Remote Manager Dashboard

Creating a Customer and WFBS-SVC Service in
WFRM

If you are a reseller and want to have access to your customer WFBS-SVC installation, you
need to create customer and service entries in your WFRM account for the customer. The
process is illustrated in the following WFRM screenshots.

1. Inthe WFRM Console, select the Customers tab to open the Customers Network Tree.
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@I‘.‘EEB [ Worry-Free” Remote Manager et | gas

Dashboard Customers Admimistration

Customers (7))

Add and manage customers and products.

Customers l AllCustomers | AlAgents || Default Notifications |

Wiew by: Al Customers » | B agq —

i3 All Customers > [ netete W4apage ! ofzk M [ 25 ¥ perpage
=3 ABC Company llame ~ _ Services/Product Expiration Date
=3 A ABC WFBS-A/CSM(1) WA
3 FakeCustomer adsf WFBS-5VC(ddddd) WA
"% FakeCustomer 2 adsf IMHS(dddd) WA
q; FakeCustomer 2 adsf WFBS-A/CSM(test product) W4
& FakeCustomer 4 Alan WFBS-SVC(alantest) AprS, 2010 11:15:15 AN
Q;JE"V—TESI [l FakeCustomer WFBS-A/CSM(fake CEM 1) WA

Figure 23. Customers

2. Inthe Customers Network Tree menu, click the Add button to create a customer. The
wizard walks you through the customer creation process.

a8

B < - s g Saity s Teoks e T

!

&
i
i

¥l e e e (| e e ¢4 Tonal” 85 034 0 pewy cuntrer
Cusloman
N ——rod
] L ewsaga
B oo [ g i
O . [ v o o T 0% o Earatat T 5
WEf  CoutnyRegon [5zanatn =l
-1 =
WSt ooy st I 3
S8n . . -
g T ) TREND |
P ) TREND. Security Dashboard
gt
-1
g I Trvie
Une 8 on3. 3. peg cr o mage
o e Sugpens sz W 270 % Heget 40 e
l:u
o e US|
| 7 Faisimme = VITRSACIR fan TSR ) s
r s ok
o ™ 1) P [Riow =
— —_

Figure 24 - Create a customer

3. Select the customer name in the Network tree and in the Purchased Product/Service
panel on the right, click Add to add a service entry for WFBS-SVC for that customer.
Remember that WFBS-SVC 3.5 is only supported on WFRM v2.5 and above.
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Dashboard Customers

Customers

Add and manage customers and products.

@I‘.‘E’!E— | Worry-Free” Remote Manager

Reports

Customers

jew by: AllCustomers v | B agq

B3 Al Customers
43 ABC
{3 Alan
{3 FakeCustomer
B3 FakeCustomer 2
{3 FakeCustomer 3
Bl 3 FakeCustomer &
{3 Jecy_TEST

3 Jecy_test_buikd1 124
3 Kevin Hsieh

43 L3 Consutting

{3 MyCustomer

{3 Notification test

{5 sMaTPH

£l {3 Wiking Services

Tmns (1)

T wres-aicsm (1)

Hireseller!

Administration * Help

Customer Info MNotification Contact

| logout

===
L)

[, The WFRM server cannot contact the managed product(s)service(s). due to one of the
following
CSMIWFBS:
1. The WFRMM Agent has not been installed on the WFBS server
2. The installed Agent on WFBS cannot connect to WFRH
IMHS:
1. The MHS Service has been terminated by your customer.
2. IMHS has not registered to the WFRM server.

Purchased Product/Service

| [} Ada I [ Delete

[ ProductiService Hame Registration Status License Expiration Date
[[]  WFBS-ACSM(1) NIA NiA
[F]  InterScan Messaging Hosted Security(1) A NiA

Customer Information

[ Eait

Company name: Wiiking Services
Company address: Sonoma, CA 95476
ZIP/Postal Code. 95476

Figure 25. Add Purchased Product/Service

The Product/Service wizard appears and walks you through the process to add the

Service.

Step 1. Select Product/Service m

Select the product'service that you want to manage for this client.

|:| Worry-Free™ Business Security Advanced or Client Server Meszaging

|:| Hosted Email Security

|:| Worry-Free™ Business Security Services

( Next

I

Cancel ]

Figure 26 - Add a Service entry for WFBS-SVC

Once WFBS-SVC has been added for the customer, you will then be provided with an

Authorization Key.
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*» Step 2. Complete

For 5aas services:
Service Name Authorization Key

Worry-Free Business Security Services 075B8051ED24-09B813708-DEB1-CO29-50DC

Add the authorization key to the service console and start the connection between WFRM and the new services.

[ Save as i file ] [ Send a copy to my email ]

[ Add additional productiSenvice now Il oK ]

Figure 27 - WFRM AK generated for WFBS-SVC

6. Provide this Authorization Key to your customer, who will in turn enter the key into the
WFBS-SVC Console.

7. The customer inputs the Authorization Key in the delegation field on the Administration
>Worry-Free Remote Manager page.

Adiministration > Remote Manager

Remate Manager allows ressler fo manage your securty canscle anylime, anywhere. To start the service, please enter the Authorization Key you received from the reseder.
Remote Manager Delegation

._\g You have not delegated management sbilties to the reseller

Fiease enber Autharization Hey to delegate the service

|
CGomea ) ¢

Figure 28 - Using the WFRM AK for Remote Manager Delegation

8. After a successful delegation, the reseller will be able to access the customer’s WFBS-

SVC account. The following WFBS-SVC features will be available from the WFRM
Console:

SSO

Sync

Live Status

Threat Management
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..... ) B =D

Coroes | sunpmaadstes + e i Galery +
5| = @8 wary Fresm memate .. :I! e | B+ B3+ % moe Pagee Saetye Todse e
@I’?E’.‘% | Worry-Free” Remote Manager T

Cursfomers Reports

5. pets e Seoutey

o g3 s WHBE-SVE @ undergang mantensce and 19508 bt LSk EM08 4004

] _';FW&UIHN’ Lial Uptane: Gec 26. 2608 11296 P
di'wcnuw} pi——

3 g FakeCunoner 3 () TheeatStstus  +6 Some everts need your sttemiion. »
4l 2 FaceCustores 4

g decy_TIST | =

_ggx'.r.n-m G SYsIom S1aEA  +0 Some evnnts need your atienson. »
@ Ly conmany

© g UpSetemrar [ e
ﬂ-;u__ o Gd License Slatus  +0 Some events need your anension, »

@ gt
.’-r_;m © tarmai B varmeg @ szvon Regures
3 testing user

B
= [ 13 P =

Figure 29 - Worry-Free Remote Manager > WFBS-SVC Features
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Chapter 8: Password Management

Recovering a Lost WFBS-SVC Console Password
1. If you forget your WFBS-SVC Console password, visit the following link:

https://olr.trendmicro.com/registration/us/en-us/forget pwd.aspx

Forgot Your Password?

Please enter your logon name or e-mail address. You will receive a confirmation e-mail upen submitting
the reset request. If you have any questions, please contact Trend Micro.

Enter the logon ID or e-mail address that you have registered.
Logon ID or e-mail Address:

Verification Code:
(Type the code shown below. If you want to try another code, click '"REFRESH'.)

¥ Refresh |
I x

Enter the characters from the above image. The characters are case sensitive.

Submit |

Figure 30. New Password Request

2. Input the appropriate information and click Submit. Instructions will be sent to the email
account on how to reset the password.

Setting an Uninstall and Unload Agent Password

Starting WFBS-SVC 3.5, administrators can set an Uninstall and Unload password. These
two passwords can be different and are set individually under the Administration > Global
Settings tab. By default, no password is required to uninstall or unload the agent.

=] Agent Uninstallation

() Allow the client user to uninstall the Security Agent without a password
@ Require the client user to enter a password to uninstall the Security Agent

Password:

Confirm pagsword. sesssss

=] Agent Shut Down (Unload)

() Allow the client user to exit the Security Agent without a password
@ Require the client user to enter a password to exit the Security Agent

Password: LT

Confirm password: eesw

Save

Figure 31. Agent Uninstallation and Unload Passwords
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On some occasions, you may need to uninstall a client security agent that was installed with a
different account. In this case, if you don’t know the password and you need to uninstall the
agent perform the procedure at the following link:

http://esupport.trendmicro.com/5/Bypassing-the-uninstallation-password-of-a-ClientServer-
Security-Agent.aspx
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Chapter 9: Performance Tuning

Active and Normal Agents

After installation, an agent can be elected to be the Active Agent. The Active Agent serves as
the contact window between the WFBS-SVC server and all WFBS-SVC Agents in a
company. It is responsible for distributing updates and pattern files to other WFBS-SVC
agents

The Active Agent periodically checks the WFBS-SVC server for component and pattern file
updates. If there are updates, the Active Agent downloads the update and notifies Inactive
Agents about the update. Some agents then download the update from the Active Agent. After
these inactive agents are updated, they then proceed to update other agents that need to be
updated. This prevents excessive utilization of the Active Agent's system resources.

The Active Agent election algorithm ensures there is always one Active Agent. If the
computer hosting the current Active Agent becomes unavailable, all other WFBS-SVC agents
immediately elect a new Active Agent.

Each agent connects to a channel. A channel is created for each of the following computer
groups:

e OS architecture: an x64 and an x86 machine will be in a different channel.

o Hotfix ability: In the CSA group configuration, specifically on Client Privileges |
Update Settings, clients with the ability to deploy agent and hotfix upgrades will belong
to one channel, while clients with this setting disabled will below to another channel.

For each of these channels, there are 4 conditions checked in deciding which computer
becomes an Active Agent. These are:

1. Online/Offline status: Online has higher priority.

2. Program Version: Higher version has higher priority.

3. Priority: There are 3 priorities - high, medium, and low.
4. IP address: The higher IP, the higher the priority.

Each agent broadcasts its own information and each agent sequentially compares these 4
conditions.

Manually Setting the Active Agent

On some occasions, you may want to manually set the Active Agent role to a particular
machine. This could be a machine that is always on or a machine with higher hardware
specifications.

To manually set a computer as the Active Agent:

The computer needs to belong to a group with hotfix deployment enabled. Ensure that the
“Disable agent upgrade and hotfix deployment” is unchecked.

1. Open Registry Editor on the computer you want to be the Active Agent.
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2. Set the following registry entry to 0.
\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\TrendMicro\PC-
cillinNTCorp\CurrentVersion\Hosted Agent\Priority
(0=High, 1=Medium, 2=Low)

3. Restart the “Trend Micro Client/Server Security Agent” service.

You can verify which machine is the Active Agent by running the support tool —
WholsAA.exe. The tool can be requested from SMB Technical Support or from SMB
Technical Product Marketing.

Agent Manager
Agent Manager displays detailz about all the Security Agents in the network including the Active Agent. Use Agent
Manager to download new components from the Trend Micro Activell pdate Server and madify the priority settings
of the Security Agents.
[romain 10 | Cormputer IP | Ad P | Computer Mame | Type | Priarity | Chanin
176 192.168.17.100 192.168.1...  jeff-135fc1darl Aclive Medium 1
176 192.168.17.103 192.168.1...  ph-randyjeffl2 Momal Medium 1
al | 2
Eriarity Settings | Update Agent Mow | Fiefresh | Exit I

Figure 32 - WholsAA utility

We recommend setting the Active Agent to a computer/server that has a gigabit LAN
connection. This will considerably increase the amount of clients that can concurrently pull
updates.

Account Recommendations/Limit

We recommend the following account limits:
e Limit the number of computers to 2500 per WFBS-SVC account.

e Limit the number of computers per group to 250 as a best practice. If it is unavoidable, do
not go beyond 500 computers per group as it can introduce delay in viewing the client
tree.

e Limit the number of groups to what’s really needed by the organization. The more groups
you create, the more management overhead will come with it.

e Use IE7/IE8 or Firefox in opening the management console, especially if viewing client
trees with a large number of users. IE6 will introduce delays in showing the client tree.
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Update Bandwidth

Active Agents conserve Internet bandwidth by propagating program and definition updates to
other WFBS-SVC agents instead of each agent downloading via the Internet. In the table
below, a worst case scenario is simulated by deploying a 75MB pattern file to all the agents.

The pattern deployment time is estimated below on this scenario.
Table 4 - Full Pattern Deployment Time — Active Agent to WFBS-SVC Agents

75MB Full Pattern Download In Minutes 100 200 400 600 1000
(Active Agent to CSA Agents) Agents Agents Agents Agents Agents
13.1 26.2 524 78.6 131.1
100Mbps @ 80% Utilization min. min. min. min. min.
13 2.6 5.2 7.9 13.1
1Gbps @ 80@ Utilization min. min. min. min. min.

After installation, all agents will download incremental updates and not full updates. Below is
the estimated time for different number of agents. Note that this example is for a 1IMB
incremental pattern. Typically after installation, only incremental updates needs to be

downloaded, so this is the usual update time after installation.

Table 5 - Incremental Pattern Deployment Time — Active Agent to WFBS-SVC

Agents
1MB Incremental Pattern Download In 100 200 400 600 1000
Minutes (Active Agent to CSA Agents) Agents Agents Agents Agents Agents
0.17 0.35 0.70 1.05 1.75
100Mbps @ 80% Utilization min. min. min. min. min.
0.02 0.03 0.07 0.10 0.17
1Gbps @ 80@ Utilization min. min. min. min. min.

With the current limit of 10 WFBS-SVC agents per Active Agent, a 1000 Agent network can

have up to 100 Active Agents. To estimate the amount of bandwidth an update can incur,
below is a table summarizing the update time for various Internet connection bandwidth. As
stated previously, the 75MB download size is a worst case scenario while the usual update
size is 500Kb-1MB for incremental updates.

Table 6 - Full/Incremental Update Time for an Active Agent

Internet . .
NIl 6F Bandwidth Time for AAs to download pattern in minutes
Number of Active (80%

Agents Agents Utilization) Full Pattern (75MB) Incremental (1MB)
10 1 | 768Kbps 17.07 0.23
10 1 | 1.5Mbps 8.74 0.12
250 25 | 3.0Mbps 109.23 1.46
250 25 | 6.0Mbps 54.61 0.73
500 50 | 8.0Mbps 81.92 1.09
1000 100 | 8.0Mbps 163.84 2.18

35




Worry-Free™ Business Security Services 3.5 — Best Practices Guide v1.0

About Trend Micro

36

Trend Micro, Incorporated is a global leader in network antivirus and Internet content security
software and services, focused on helping customers prevent and minimize the impact of
network viruses and mixed-threat attacks through its award-winning Trend Micro Enterprise
Protection Strategy. Trend Micro has worldwide operations and trades stock on the Tokyo
Stock Exchange and NASDAQ. You can reach Trend Micro at www.trendmicro.com.

Copyright © 2010 by Trend Micro Incorporated. All rights reserved. No part of this
publication may be reproduced, photocopied, stored on a retrieval system, or transmitted
without the prior written consent of Trend Micro Incorporated. Trend Micro, the t-ball logo,
and Worry-Free are trademarks or registered trademarks of Trend Micro Incorporated. All
other company and/or product names may be trademarks or registered trademarks of their
owners. Information contained in this document is subject to change without notice.


http://www.trendmicro.com/�

	TREND MICRO
	Worry-Free Business Security
	Services v3.5
	Best Practices Guide
	Contents
	Preface
	Chapter 1: Introduction
	What is Worry-Free Business Security Services?
	Features and Benefits

	Chapter 2: Product Registration
	Logon Information

	Chapter 3: Initial Configuration
	Default Configuration
	Installer Management
	Deploying via Active Directory
	Package URL

	Chapter 4: Installation
	Worry-Free Business Security Services Agent System Requirements
	Uninstall Existing AV Product
	Ports

	Chapter 5: Management Console
	Agent Reporting Time
	Day-to-Day Management
	Live Status
	System Status
	License Status
	Agents Installed
	Customize Columns
	Scans Tab
	Reports Tab
	Log Query
	Notifications
	IM Content Filtering


	Chapter 6: The Client Console
	Accessing the WFBS-SVC – Client/Server Security Agent Console
	Component Update
	Personal Firewall

	Chapter 7 – Worry-Free Remote Manager Integration
	Creating a Customer and WFBS-SVC Service in WFRM

	Chapter 8: Password Management
	Recovering a Lost WFBS-SVC Console Password
	Setting an Uninstall and Unload Agent Password

	Chapter 9: Performance Tuning
	Active and Normal Agents
	Manually Setting the Active Agent

	Account Recommendations/Limit
	Update Bandwidth

	About Trend Micro

